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1. HAMMEHOBAHUME U IIEJIb OCBOEHUSA JUCIHUITJIMHBI

VYuyeOnas aucuuminnHa «MHpopMannonHas 0e30aCHOCTB» HU3ydaeTcs 00ydarolUMUCH,
OCBaMBAIOUIMMH 00pazoBaTenbHyl0 nporpammy «llpuknamnas wHbOpMaTHKay 1O TPOQUITIO
[Tpuknagnas nHpOpMATHKA B SKOHOMHUKE B COOTBETCTBHH ¢ DenepalbHBIM TOCyIapCTBEHHBIM
00pa30BaTeNIbHBIM CTAaHAAPTOM BEICIIEro oOpa3oBanus 1Mo HanpasieHuto 09.03.03 IlpuknagHast
nHpOpMATHKA, YTBEPKICHHBIM TpPUKa30oM MuHUCTEpCTBa 00Opa3oBaHus W Hayku PO or
19.09.2017 N 922 (®I'0OC BO 3++).

Henbto nM3ydeHUs] AUCHUMILUIMHBI SBISIETCS OOy4yeHUE CTYJIEHTOB OCHOBHBIM MOHSITHSIM,
MOJIOKEHUSIM M MeTrodaM Kypca MHdopmanumonHnass Oe3omacHOCTh. 3ajadaMM  SIBISIIOTCS
MOATOTOBKA CIIELUAINCTOB, BIaICIOUIUX 3HAHUSMUA U YMEHUSIMU B 00JIaCTH OpraHU3al[MOHHBIX U
TEXHUYECKUX OCHOB obecneueHus uHpopmanmoHHon OesomacHoctu (UB) Ha mpenmpusitusx
pa3aMYHOro MNpoQuIs M OPraHU3alMOHHOW CTPYKTYpPbI, HEOOXOJMMBIMH JJIsi BBIOJHEHUS
00s13aHHOCTEN JIOJDKHOCTHBIMM JIMIIAMH CHCTEMBI OPraHOB YIPABIEHUS, CIYyXKO MU LIEHTPOB
3alUThl MHQOpPMAIMK, LEHTPOB M Y3JIOB CBSI3U IO OpPraHU3alul U OOECHEYEeHUIO0 3alIUThI
KOH(PUACHITMATHHOW HHPOPMAIIUU U IEPCOHAIIBHBIX JJAHHBIX.

N3ydyenne y4yeOHOM NUCHUIUIMHBI HaMpaBJIEHO Ha TMOATOTOBKY OOyYaromMxcsi K
OCYILIECTBJICHUIO JESATENIbHOCTH MO KOHILENTyalbHOMY, (YHKIHOHAJIbHOMY U JIOTHYECKOMY
MPOEKTHUPOBAHUIO CHCTEM CpPEJHEro M KPYIMHOrO Maciitada M CI0XKHOCTH, IUIAHUPOBAHUIO
pa3pabOTKK WJIM BOCCTAHOBJICHUS TpeOOBaHWN K CHCTEME, aHAJIM3y MPOOJIEMHOW CHUTyaIluu
3aMHTEPECOBAHHBIX JIUII, pa3paboTKe OU3HEC-TpeOOBAHN 3aMHTEPECOBAHHBIX JIUII, TOCTAHOBKHU
Lene co3gaHus CUCTEMbl, pa3pabOTKM KOHIICTIIIMM CHCTEMbl M TEXHHMYECKOTO 3aJaHusl Ha
CUCTEMY, OPraHM3alluM OLIEHKH COOTBETCTBUS TPEOOBAHUSM CYIIECTBYIOIIUX CUCTEM U UX
aHaJIOTOB, MPEAICTABICHUIO KOHIENIINH, TEXHUUECKOTO 3a/IaHusl Ha CUCTEMY M U3MEHEHUH B HUX
3aMHTEPECOBAHHBIM JIMIIAM, OPraHU3alliy COTJIacoBaHMs TpeOOBaHHM K cucTteMe, pa3paboTke
mabJOHOB JIOKyMEHTOB TpeOOBaHMl, MOCTAaHOBKE 3aJaud Ha pa3paboTKy TpeOOBaHMI K
MOJICUCTEMaM U KOHTPOJIb MX KayecTBa, CONMPOBOXKICHUIO MPUEMOYHBIX MCIBITAHUN U BBOJA B
AKCIUTyaTallMl0 CUCTeMbl, OOpabOTKE 3ampocoB Ha U3MEHEHHE TpeOOBaHMI K CHCTEME,
OTpeeNIeHHBIX MPO(EeCcCHOHATbHBIM CTaHAAPTOM «CHCTEMHBIM aHAIUTUK», YTBEPKICHHOTO
npuka3zoM MuHuHCTEepCTBA TpyJa U colraibHOM 3amuThl Poccuiickoit ®enepanuu ot 28.10.2014
N 8091 (Perucrpanmonnsiii Homep Ne34882).

2. MECTO JUCHHAILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOI
INPOI'PAMMBbI

Vuebnas mucuuruinHa «VHpopmannoHHas 6€30MacHOCTB» OTHOCHUTCS K 00s3aTelIbHOM
4acTH y4eOHOr o IUIaHa U u3ydaercs Ha 4 Kypce.

2.1. TpebGoBaHus K MpeABAPUTEIBHOM MOATOTOBKE 00YYaIOIIETOCs:

W3yuenuto paHHOW yueOHOM JAMCHUIUIMHBI NPEALIECTBYET OCBOCHHE CIIEAYIOIIHUX
yueOHbIx auctumiand: MuadopmaTtnka u mporpamMmmupoBanue, MHQOpMalmoHHbIE CHUCTEMBI U
TEXHOJIOTUH, YTpaBieHue HHPOPMAIIMOHHBIMU cucTeMaMmu, llporpaMmHas HHXEHepHs,
BbruncnuTenbHble CUCTEMBI, CETH U TeleKOMMYHUKaIuH, [IpoektupoBanue nHGOpMaIMOHHBIX
cucreM, OmnepalMoHHbIE cHCTeMbl, Pa3paboTka MporpaMMHBIX MNpHIOKEHHH, CHCTEeMbI



nHpopMannoHHO# 6e3onmacHoctu. [lapamnensHo ¢ yae6HOU mucummumHoi «MHpopmanmonHas

0€301acCHOCTB» Bueapenne  nH(OpMAIMOHHBIX

Peurxunupunr 6usnec-mpoieccoB, CUCTEMHAsE apXUTEKTYpa.

U3y4alTcsd  JAUCLMUIIIUHBI: CHUCTEM,

2.2, JlucuuIuivHbl (MOAYJIHN) U IPAKTUKY, 11 KOTOPbIX OCBOCHHME JAHHOW JUCLIMITIUHBI
(MomyIist) HEOOXOIMMO KaK MPEIIECTBYOIICE:

Pesynbratel ocBoeHus aucuuiuinHbl «MHQOpManmoHHas 0e30MacHOCTBY  SIBIISIOTCS
0a30i a1 TPOXOXAEHUS OOYUYAIOMIMMHUCS TPOHM3BOJCTBEHHON MPAKTHKH: MPEIAUTUIOMHON.
Pazputne y oOydarommuxcsi HAaBBIKOB KOMAaHIHOW pabOThI, MEXKIMYHOCTHOW KOMMYHHKAIIWH,
MPUHATHUS PELIEHUH, JIMIEPCKUX KayecTB OOECIEUMBACTCS YTEHHUEM JIEKLUUH 110 BCEM TEMaM,

IMPOBCACHUEM CCMHUHAPCKUX 33H$[TI/II71, HaIlCJICHHBIX Ha HpO(l)CCCI/IOHaJ'II)HyI-O JCATCIBHOCTH

BBIITYCKHUKOB U MOTpeOHOCTH paboToaaTesei.

3. ITAHUPYEMBIE PE3YJBTATbBI OB YYEHUS 110 JUCHUIIJINHE,
COOTHECEHHBIE C INTAHUPYEMBIMU PE3YJIbTATAMHU OCBOEHUSA

OBPA3OBATEJIbHOM ITPOT PAMMBI

B pesynbraTe OCBOEHHS IUCHMILIMHBI OOydaroliuiics Mo mporpamme OakajgaBpuara

JOJIXKEH OBJIAJICTh:

- Cnocoben pewiams cmanoapmusle 3a0a4u nPoPeccUOHAIbHOU OeAmeabHOCIU HA

OCHoOe6e

ungopmayuonnoii  u

ouobnuocpaguueckon  Kyapmypol

npumenenuem

qu)opMal{MOHHO-KOMMyHMKCIMMOHHblx MexHo102Ull U ¢ yuemom OCHOBHbLX mpe6oeauuﬁ

ungpopmayuonnoii 6ezonacnocmu; (OIIK-3)

[Inanupyemble pe3ybTaThl 00y4eHHs MO AUCHMILIMHE

PopwmHpyemas [Tnanupyemsble pe3ynbTaThl 00y4eHUs Ko pesynsrata
KOMIETEHIUS 00yueHus
Crniocoben 3HaTh:
pemarh OCHOBBI HH(POPMAIIMOHHOM 0€301aCHOCTH U 3aIllUThI OIK-3-31
CTaHJapTHHIE HHpOpMALIH
3a1a9u IJIaBHbIE TPEOOBAHUS K OpraHu3anuu 3QpPeKTUBHOTO OITK-3-32
npoecCHOHAIBH ¢dbyHkironupoBanus cucreMsl b
O IEATEILHOCTH | METObI aHaNu3a HH(OPMALIMOHHBIX PUCKOB U CTPYKTYP OIK-3-33
Ha OCHOBE Hapyuenus b
UH(GOPMAIIMOHHO | METO/Ibl OLEHKH YPOBHs 0€30MaCHOCTU KOPIOPATUBHOM OIK-3-34
Wu UH(GOPMAIMOHHON CUCTEMBI
oubnuorpaduuec | YMeThb:
KO KyJIBTYpHI C | BRIOMpATh U aHAIM3UPOBATH MMOKA3aTeNU KayecTBa U
IIPUMEHEHUEM | KPUTEPUU OLIEHKH CUCTEM U OTAEIIbHBIX METOJIOB U OIIK-3-Y1
UH(QOPMAIIMOHHO | CPEJICTB 3aLIUTHl HHPOPMAIMU
- II0JIb30BAThCS COBPEMEHHON HAyYHO-TEXHUUECKOU OIK-3-Y2
KOMMYHHUKAIMOH | uHpOopMaLuel o ucciaeayeMbIM npobaeMaM U 3aj1auam
HBIX TEXHOJIOTHH | OCYyIIECTBIATH (POPMATH3AIHIO TIOCTAHOBKH M PEIIICHUS OMK-3-Y3
U C y4eTOM 3agau oOecnieyeHus Vb KOMIbIOTEPHBIX CHCTEM M CeTel
OCHOBHBIXV IIPOBOJUTH AHAJIN3 KOMIIBIOTEPHBIX CUCTEM U CETEH C OIK-3-V4
TpebOBaHUH TOUKH 3peHus obecneuenus ux b
MHPOPMALMOHHO | BiaieTh:
i GesomacHoCTH; IIUPOKOI 00IIel MOoAr0TOBKOM (0a30BBIMH 3HAHUSIMU) OIIK-3-B1




(OIIK-3) JUTSl pelIeHUs MMPAKTUYECKHUX 3aJ1a4 B 00J1acTh
MH()OPMAIIMOHHBIX CUCTEM U TEXHOJIOTUI

HaBbIKaMM IMPHUHATHUA OPraHU3allMOHHO-YIIPABJICHUCCKUX

pELICHUI B HECTAaHAAPTHBIX CUTYyalUsAX. bbITh TOTOBBIMU OIIK-3-B2
HECTH 34 HUX OTBETCTBEHHOCTh
HaBbIKaMU 3aIIMThl HHPOPMALUH OIIK-3-B3

OCHOBaMH IIOCTPOCHUA U SKCILTyaTalluu 0e30I1aCHBIX

OIIK-3-B4
MH(POPMALMOHHBIX CUCTEM

4. OFBEM JIJUCHUIIVIMHBI B 3BAYETHBIX EJIMHUIAX C YKASAHUEM
KOINYECTBA AKAJEMHUYECKHUX YACOB, BBIIEJIEHHBIX HA KOHTAKTHYIO
PABOTY OBYYAIOIIUXCS C IPENTIOJABATEJIEM (ITIO BUJAM YUEBHbBIX
3AHSATHUIN) U HA CAMOCTOSTEJBHYIO PABOTY OBYUAIOIIUXCHA

OO6mast TpyI0€MKOCTh TUCIHUIUIMHBI COCTABIISIET 4 3aueTHBIX equHuIlbl (144 yaca).

Oomas B ToMm umciie koHTakTHas paboTa ¢
.. dopma
TPYIOEMKOCTh MIPEN0IaBaATENEM Cam. N
Ne B B Kontpons a6ora | TIPOMEKYTOTHOM
Beero | JI | Cem | KoP | Konc | O p aTTecTau
3.e. | wacax
1 4 144 52 20| 28 | 1,6 2 0,4 33,6 58,4 OK3aMeH

Pacrnipenenenne yueOHOro BpeMEHU IO TeMaM U BHJIaM Y4EOHBIX 3aHATHI ouHas Gopma
00y4eHUS

HaumenoBanue KonTtakTHas pabora ¢ mpernogaBaTeeM

Ne pas3aenoB, TEM Beero Cawu. pe3yabTaThl
., | wacoB | Bcero | JI | Cem | KoP | Konc | D | Pa6.
y9eOHBIX 3aHATHI 00yIeHUS

dopMupyemebie

Monayas 1 Beenenne B 6e30macHOCTh HHGOPMAIIUH COBPEMEHHOI'O MPEATIPUATHS

OCHOBHBIE MTOHATHS,
TEPMHUHBI u
1. | onpeneneHus B 8 4 2 2 4
obnactu 3aIUThI
HHOOPMAITIH

OIIK-3-31,
OIIK-3-32

AXTyalbHOCTH
MpOOIEMBI  3aIUTHI
nHpopmarun. Bussr OIIK-3-33,
YyIpo3 H  PHCKOB 14 6 2 4 8 OIIK-3-34
“H(}OpMaIMOHHOMI
0e30macHOCTH

3akoHOmaTeNnbHasd H
HOpMaTHBHasi 0asa
IIPaBOBOTO OIIK-3-VY1,
peryaupoBaHus 16 8 4 4 8 OIIK-3-Y2
BOIPOCOB  3aIMTHI
nHpopMaIuu

TpeboBanus K
OpraHu3aIu
3aIIUTHI
KOH(UACHIINATHHON OIIK-3-B1,
nH(popMaLuH u 14 6 2 4 8 OIIK-3-B2
MEepCOHAITBHBIX
JTAHHBIX Ha
OPEANPHUITAN

Mogynb 2. Texnonoruu obecneueHus: HHHOPMaIMOHHOH 0€30MaCHOCTH NPeNIpUsITH




ITonutuka
Oe3omacHoOCTH u
¢dbopmupoBaHue
OpTaHH3alIHOHHOM OIIK-3-Y3,
CTPYKTYpPBI CHUCTEMBI 18 8 4 4 10 OIIK-3-Y4
3aIHTHI
nHpOpMaLUH Ha
MPEANPUITAN

Mepsl u cpencrsa
6. | 3ammThI 14 6 2 4 8
nHpopMaIUH

OIIK-3-B3,
OIIK-3-B4

IIpumenenus
KpUnTorpadguaeckux
7. | meronoB 3aINATHI 14 6 2 4 8
nHpOpPMAIUH  TIpH
paboTe B ceTsIxX

OIIK-3-33,
OIIK-3-B1

Aymut
8. | nnpopmanmoHHON 8,4 4 2 2 4,4
Oe3omacHocTH

OIIK-3-B3,
OIIK-3-B4

[IpomexxyTounas arrecranus (OK3aMeH)

IIpomexxyTounas
9. | arrecranus 4 4 1,6 2 0,4
(Ox3amen)

5. CONEP)KAHME JUCIUATLTAHBI, CTPYKTYPUPOBAHHOE 110 TEMAM
(PA3JIEJTIAM)

Tema 1. OcHOBHBIE TOHATHS, TEPMUHBI U ONIPENIETICHUS B 00JIaCTH 3aIIUThI HH(pOpMaLuu
Nudopmanms, wHPOPMAIIMOHHBIE  OTHOIICHHS, CYOBEKTHl  HH(GOPMAIIMOHHBIX
OTHOIICHUI, UX UHTEPECHl U MyTH HaHeceHUs UM yiiepba. KonduaeHmanbHOCTb, I€I0CTHOCTD,
N0CTyNMHOCTh. OOBEKTHI, LEIH U 33J]a4d 3aIUThl HUHPOPMAIUH.
Tema 2. AKTyaabHOCTB TTPOOJIEMBI 3aIIUTH HH(DOPMAIMU. BUIbI yTpo3 U pUCKOB
nHpOopMaIMOHHOM 0€301MaCHOCTH.

@opMHpPOBAaHHUE MOJEIN YIpO3: YIPO3bl, peaTu3yeMble 4Yepe3 TEXHUUYECKUE KaHaJbl
yTeuku MHGOpMaluU, BO3ZHUKAIOIIME 32 CUET HCIOJIb30BAHUSA TEXHHUUYECKHUX CPEICTB CheMa
(moOwiBanust) nHpOpMaIu, 00pabaThIBAEMOI B TEXHUYECKUX CPEJICTBAX UM BCIIOMOTATEIbHBIX
TEXHUYECKUX CPEJICTBAX M CUCTEMAaX; YrpO3bl, peaiu3yeMble 3a CUET HECAHKIIMOHHUPOBAHHOIO
JOCTyIa K MEepCOHAIBHBIM JaHHBIM. MoJeiab yrpo3 U MOJeNb HapylmuTens UHGOPMAMOHHON
6e3omacHocTH. Pucku nHpopmanoHHOi 6€30MacHOCTH.

Tema 3. 3akoHo1aTeNbHAS ¥ HOPMATUBHAs 06a3a MPaBOBOTO PETYIUPOBAHUS BOIIPOCOB
3alUThHl HH)OPMALIUH.

JoktpuHa uHpopManmoHHOW Oe3omacHocTu Poccuiickoit ®denepanuu. denepanbHbie
3akoHbl Poccuiickonn ®enepanuu. IlocraHoBnenus mnpasutenbcrBa Poccuiickoir denepanuu.
Vka3el mnpesugeHta Poccuiickoit ®enepanmuu. Cucrema pyKOBOISAIIMX U CHEHUATbHBIX
HOPMAaTUBHBIX JOKyMeHTOB Poccuiickoit denepanuu B ob6mactu 3amuthl uHGopmanmu. [lopsaok
MPOBEACHUS MHBEHTAPU3AIMH TEPCOHATBHBIX JAHHBIX.

Tema 4. TpebGoBaHus K OpraHU3aINH 3aIIUTH KOHQUIEHINATEHON HHpOpMay 1
MEePCOHANbHBIX TAaHHBIX HA MPEITPHUATUH.

[ToaroroBka K arrectaudu Ha cooTBeTcTBHE ToJjiokeHUsIM @3 Nel52 HammonanbHbie

('OCT), MexnayHapoAHBIE W OTpaclieBble CTaHIAPTHl B 00JacTH 3alIUTHl WHOOPMAIIUY,




MHGOPMAMOHHBIX TEXHOJOTUH M HENpephIBHOCTH Ou3Heca. CucreMa JUIICH3MPOBAHUS
NEATeNbHOCTH, CepTU(UKAIIMN CPEICTB 3alIUTHl U aTTECTAllMM 00BEKTOB MH(POPMATU3AINH TI0
TpeOoBaHUAM 3akoHOAaTeNbCcTBA PD. OTBETCTBEHHOCTH 3@ MPABOHAPYLICHUS B 00JIaCTH 3alUTHI
uH(pOpManuu.
Tema 5. [NonuTrka 6€30MaCHOCTH U OPMHUPOBAHUE OPTaHU3ALMOHHON CTPYKTYPHI
CHUCTEMBI 3alIUThl UHPOPMAIIUU HA TIPEATNPUITUN

KommiekcHast cucrema obGecrnedueHus WH(POPMAITMOHHOM OE30MacCHOCTH OpraHU3aIliH.
OpranusanuoHHasl CTPYKTypa CHCTeMBI oOecrieueHus WHOOPMAIMOHHONW O€30MacHOCTH
opranu3anuu TumoBass CTpPyKTypa, 3amaud W (QyHKOMHM TOApasfeneHus  (CIyxObl)
nHpopmaMoHHOW  Oe3omacHocTH  opranm3ammu.  CTpykTypa u  0a30BBIH  cocTaB
OpraHU3al[MOHHO-PACTIOPSAIUTEILHON JIOKyMEHTAllMM OpraHu3aluu 1o WHGOpMauOHHON
0€30MacCHOCTH.

Tema 6. Mepsl 1 cpeacTBa 3alUThl HHPOPMALUH

Pa3paboTka W mOCTpoeHHME CHCTEMBbI 3alllUThl NEPCOHAIBHBIX JaHHBIX. CHcTeMa
yIOpaBlIeHUSI HENPEPBIBHOCTHIO OM3HECAa OpraHu3allid B COOTBETCTBUU C TpeOOBaHUAMU
cranapra BS25999. Onenka 3anuiieHHOCTH KOH(DUIEHIMAIbHOW HH(OPMALIUK OT €€ YTeUKH
M0 TeXHWYeCKuM KaHasiaM. CpencTBa 3alldThl MHPOpPMAIMHM OT €€ YTeYKU MO0 TEeXHUYECKUM
KaHajaM. 3aluTa CeTH JIEKTPONUTAHUS U 3a3eMJICHUSI. DKOHOMUYECKHE acleKThl 00ecTieueHUs
0e30macHOCTH. PUCK-OpHEHTHPOBAHHBIN TTOIX01 B HHPOPMAIIMOHHOM 0€30TTaCHOCTH.

Tema 7. Ilpumenenus kpunrorpadgudeckiux METOI0B 3alIUThl HHPOPMAIUU ITPH paboTe B

CeTsIX.

ObGecnieuenne Oe3omacHOCTH WH(pOpMANUM TIPH  TOJKIIOUYEHUU BBIYUCITHTEIIBHBIX
CPEICTB K MEXIyHapOIHBIM HH(POpPMAIMOHHBIM cucTeMaM. Kpunrtorpaduueckue Metonsl u
cpenctBa 3amuThl  uMH(popmanuu. Crnennduka HHPPACTPYKTYPHI  OTKPBITHIX  KITIOUEH.
Obecrieyenrie  0€30MAaCHOCTH  THUIOBBIX TEXHOJOTMYECKHX IMPOLIECCOB OpraHu3aluu  C
UCII0JIb30BAHMEM CPEJICTB KPUNTOTpadUIeCcKOM 3alUThl, HIEKTPOHHAS MOAIHUCH.

Tema 8. Ayaut nHbOpPMAITMOHHOK 0€301TaCHOCTH

CamoornieHka ¥ ayauT Kak mokazarenu 3¢G(GEeKTUBHOCTH MPOIEcCCOB oOecreueHus
uHpopmauroHHONH Oe3omacHocTd. Ponm, menu u 3amayu ayauTa B Ipoliecce oOecreyeHus
HH(pOpPMAITMOHHOW 06€301MaCHOCTH.

Tema 9. IIpomexyrouyHas arrectanus (OK3aMeH)

Bormpoch! 15t TOArOTOBKH K 3K3aMEHY:

1. Undopmanus kak 00bEKT MPAaBOBOTO PEryIUpPOBaHUS.

2. Mepbl 3amuThl  MHpOpPMANMU:  3aKOHOJATENBHOTO,  aJIMUHHCTPATHBHOTO,
MPOLIEYPHOTO, TPOrPAMMHO-TEXHHUECKOTO YPOBHEH.

3. 3akononarenscTBO PD B 061macTi nuHGOpMaAIMOHHON G€30TTaCHOCTH.

4. VudopmarmoHHass 0e30MaCHOCTb OOBEKTa IPHU OCYLIECTBIECHHUH MEXKIYHApOIHOTO
COTPYJHHYECTBA.

5. Bunsl yrpo3 uHpOpMaIIMOHHON 0€30MacHOCTH.

6. VYrpo3bl KOHCTUTYIIMOHHBIM TIpaBaM M CBOOOJaM TpakJaHWHA B 00JacTH
MH(POPMAIIMOHHOH 1€ TeNbHOCTH.

7. Yrpo3sl HHGOPMAIIMOHHOMY 00€CIEYeHUI0 TOCYAapCTBEHHON monuTuku Poccuiickoii
denepanuu.

8.Yrpo3bl 6e30MmacHOCTH HMH(POPMALMOHHBIX U TEIEKOMMYHUKAIIMOHHBIX CpPEACTB H
CHCTEM.

9. BHemHue ¥ BHyTpeHHUE UCTOYHUKH YIpo3 HH(POPMAIIMOHHOM 0€3011acHOCTH.



10. OcHoBHBIE BU/IBI YTP03 0€30MaCHOCTH CYOBEKTOB HHPOPMALMOHHBIX OTHOIICHHUH.

11. OcHOBHBIE HENPETHAMEPEHHBIE U ITPEIHAMEPEHHBIE UCKYCCTBEHHBIE YTPO3BI.

12. OcHOBHBbIE NpeIHAMEPEHHBIE HCKYCCTBEHHBIE YIPO3bI.

13. 3akon P® "O rocynapcTBeHHoil TaiiHe".

14. 3akoH P® «O komMepueckoil TaiiHe».

15. 3akoH P®. «O nepcoHaIbHBIX JAHHBIX».

16. «Konnenmus 3amutel CBT u AC ot HCl», npennasHadyenne, OCHOBHBIE MOHATUS U
HaIpaBJICHUS.

17.0cHoBHble npuHIMnb! 3amuTel oT HCJI, n3oxeHHble B HOPMATUBHBIX JTIOKyMEHTaX
konrenmuu 3anutel CBT n AC.

18. CpoiicTBa 3alIMIIEHHBIX ABTOMAaTU3UPOBAHHBIX CUCTEM 00paOOTKU HHPOPMALHH.

19. Creun¢rka BOSHUKHOBEHHUSI YTPO3 U PUCKOB B OTKPBITBIX CETSX.

20. Yto nmoHUMaeTcs Mo/ yA3BUMOCTBIO 3alIUIIIEHHBIX KOMIBIOTEPHBIX CUCTEM?

21.0OcHoBHBIE HampaBieHHMs] oOecredyeHuss HMHPOPMAIIMOHHOM  O€30MacHOCTH B
KOMITBIOTEPHBIX CUCTEMAX.

22.OCHOBHBIC MTOHATHS 0€30MMACHOCTH KOMITBIOTEPHBIX CHCTEM.

23.Uto moOHMMaeTcs TOJA JIMIICH3UPOBAHUEM JEATEILHOCTH B OOJAcCTH 3allUThI
uHpopmanuu?

24 TlepeuncnuTh OCHOBHBIE MEPOIPHUATHS, MO3BOJISIIONIME PEIINTh 3aJady ITOCTPOCHHUS
CUCTEMBI 3aIIUThl pabouell CTaHLIUH.

25. CucteMbl MHOTOYPOBHEBOM 3aILIUTHI.

26.Kakue BBl 3HAeTE acCMeKThl 3allUThl WH(OpPMAIMM B CHCTEME C pasrpaHuYCHUEM
ITOJIHOMOYUI?

27.1lepeuncnure W OailiTe XapaKTEPUCTUKY OCHOBHBIM METOJAM MOCTPOCHHUSI CUCTEM
3aIIHUTHl C MHOTOYPOBHEBBIM JJOCTYIIOM.

28.Kakoe mecTo 3aHMMaeT MeXaHU3M MOJOTYETHOCTH B MOJUTHKE O€30MacHOCTH U, Ha
KaKue KaTeropuu JEJATCA CPeACcTBa OAOTYETHOCTU?

29.I1poGneMbl pu UCHOJIB30BAHUH 3AIIUTHI HH(DOPMAIMH TyTEM OTpaHUYeHHs] TOCTYIIA.

30.IIpuHLHUIIBI TOJIOKEHBI B KOHLIENIINIO IOCTPOCHHUS 3aIUILEHHBIX CUCTEM.

31.Ilepeunciiuth W JAaTh XapakKTEPUCTUKY OCHOBHBIM KOMIIOHEHTaM TEXHOJIOTHH
MIOCTPOEHHUS 3AIIUILEHHON KOMITBIOTEPHOU CHCTEMBI.

32.Kakum crnocoOOM MPOUCXOAUT MHTETpalysl CPEACTB 3aIIUTHl U PACHPOCTPAHEHHBIX
MPUJIOKEHUN B 3alIUIIIEHHON KOMITBIOTEPHOM cucTeme?

33.Yrto moHUMAeETCs MO HECAHKIIMOHUPOBAHHBIM JIOCTYIOM K HH(DOPMALIUH.

34.IlepeynciuTh U AaTh XapaKTEPUCTUKY 00001IeHHBIM MeTo1aM 3auTsl oT HC/I.

35.Yt0 siBII€TCS UHTETPAIbHOM XapaKTEPUCTUKOMN 3aIUIIEHHON CUCTEMBI?

36.I1IoHsATHE NOTUTUKM GE30MTACHOCTH U €€ OCHOBHBIE 0a30BbIE MPEICTABICHUS.

37. Mojnienu 6€300aCHOCTH MTPOU3BOIUTENH 3AIIUIIEHHBIX KOMIBIOTEPHBIX CUCTEM.

38. T'OCT P 15408.

39. Ha xakux 6a30BbIX IPEJCTABICHUAX OCHOBAHBI MOJIENIN 6€301acHOCTH?

40. ITokazarenn 3amumienaocta CBT ot HC/I.

41. KOHTpOJIb COCTOSIHUS 3AIIUTHI HHPOPMALIUH.

42. CpenctBa 3aliuThl MH(pOpPMAIHUH.

43. OcHOBHBIE YIPO3bl KOHPHACHIINATHLHOCTH.

44. TakcoHomusi yrpo3 Oe3omacHocTu. UTO Takoe ysI3BUMOCTH 3amuThl? TakcoHOMUs
yrpo3 6e3onacHoct. OMmMOKY B CUCTEMAX 3alTUTHI.



45.  OcHoBoIoJIararoniye MPUHIUNBI  PELIEHUs  33Jauyd  3aKpbITHS  KaHAJIOB
HECaHKLMOHUPOBAHHOTO JIOCTYIIA.

46. IlonsTHE NOJTUTUKU U MOAeH Oe3omacHocTH. CTPYKTypa MOHUTOPA OOpaIeHU .

47. Metonsl uneHtudukanun u ayreHTHukanmud. CrnocoObl ayTeHTH(QHKAIUA —
10JIb30BATENb «3HAETY, MI0JIb30BATEIb «MMEET» U MO0JIb30BATENb «ECTHY.

48. bazoBble npencraBieHus Mojenei 0ezomacHocTu. CyObeKThl, 00BEKTHI U IOCTYII.

49. TIpou3BOJLHOE YIpPAaBICHUE HOCTYIIOM CYOBEKTOB K OOBEKTaM H KOHTpPOJH 3a
pacnpocTtpaHeHueM mpas gocryna. Monens Xappucona-Py330-Yiibmana.

50. Manpaarnas monens bemna-Jlanagynsl. CBolicTBO mpocToit 6e3onacHoctu. CBoicTBa
orpanuueHusi. CBOMCTBO CaMOCTOSITEIBHON 3aIIUTHI.

51. OcHOBHBIE PYKOBOJSIINE TOKYMEHTHI | OCTEXKOMHCCHUHU IO BOMPOCAM 3alIUTHI OT
HECaHKIMOHUPOBAHHOIO JI0CTyMNa K HH(popmaruu. Kiaccsl 3alIUIIEHHOCTH.

52. TOCT P HCO MDOBK 15048-2002 «OOmme KpUTEpUH OLEHKH O€30MacHOCTH
nH(pOPMaLMOHHBIX TeXHOJOTUI». [Ipodunp 3amuTel. QyHKiuu OezonacHocTH. [Ipeanoxkenus
0€30MacCHOCTH.

53. OcHoBHbIE QYHKLINH OpraHU3AIMOHHO-TIPABOBOM 0a3bl 3amuThl HH(OpManuu. Buabl
nH(popMalOHHBIX pecypcoB. Kakyto nHPpOpMaIu0 OTHOCST K 3aIlIMIaeMOi?

54. OcHOBHBIE ATambl Ppa3paOOTKHU 3aAlIUIICHHOW CHCTEMBI: OIpEAeNICHUE TOTUTHKA
6e3omacHoCTH, mpoekTupoBanue mojnenu MC, paspaborka xoma MC, oGecneyeHue rapaHTHi
COOTBETCTBUS peaTu3aluy 3aJJaHHON TOJUTHKE O€30MaCHOCTH.

55. KoMmbloTepHBIE TMPECTYIJICHUS MPOTHB TOCYIAPCTBEHHBIX M OOIIECTBEHHBIX
HUHTEPECOB.

56. OcHOBHBIC BHUIBI TPECTYIJICHUH, CBS3aHHBIX C BMEIIATEIBCTBOM B pPabOTy
KOMITBIOTEPOB.

57. IlpusHaku 3amuiiaeMor WHGopManuu. Briamensiibl 3amuiaeMoi WHGOPMAIIHIH.
[TonsiTHe «rocynapcTBeHHas TaltHaY.

58. CyObekT nmocryma K wuH(MOpMaIMu, HOCHUTEIb HWHMOpPMAIMU 3TO, COOCTBEHHHUK
nHpopMaluu, Biaaenen nHGopMaluy, MoJib30BaTeNb (MIOTpeOUTENh) HHPOPMAITHH.

59. IlpaBo noctyna k HHGOPMAIUH, MPABUIIO JOCTYIA K HH(OPMALIUH.

60. Yrpo3bl KOHCTUTYLIMOHHBIM IIpaBaM M CBOOOJaM YeJOBEKa U rpa’kJaHHHa B 00JIaCTH
JyXOBHOM XHU3HU U UHPOPMALIMOHHOM JeSITENEHOCTH.

[Inanbl ceMUHAPCKUX 3aHATHIA

Tema 2. AkryanpHoCTh MpoOiembl 3amuThl MHGOopMauwmu. Buuel yrpo3 u puckos
HH(pOPMAITMOHHONW 06€30MMaCHOCTH.

Bpewms - 1 yac.

OcHOBHBIE BOTIPOCHI:

1. Knaccudukanus yrpos Ub. 2. Knaccuduxanus puckos b

Tema 4. TpeOoBaHus K OpraHu3alMM 3allUThl KOH(PUICHIMATbHON HH(pOpMALUU H
NEPCOHATIBHBIX JAHHBIX HA IPEANPHUATHH.

Bpewms - 0,5 yac.

OcHOBHBIE BOTIPOCHI:

1. Cucrema JnHMIIEH3UPOBAHUS JEATEIBHOCTH, CEPTU(QUKAIMM CPEJICTB 3aIUTHl U
aTTecTallid OOBEKTOB HMH(OpMaTH3alMM MO TpeOOBaHUSAM 3akoHojdaTenscTBa PD. 2.
OTBEeTCTBEHHOCTH 3a MPABOHAPYILIEHUS B 001aCTH 3alIUThHl HHPOPMALIIH



Tema 5. Ilonmutuka Oe30MacHOCTH W (OPMHUPOBAHUE OPTraHU3AMUOHHOW CTPYKTYPBI
CHCTEMBI 3alUThl UH(HOPMAIIUU HA TIPEIIPUATHH.

Bpewms - 0,5 yac.

OcHOBHBIE BOTIPOCHI:

1. IonsiTre nonuTuku O6e30macHOCTH npeAnpusTys 2. DopMUPOBaHUE OPTaHU3AITMOHHON
ctpykrypsl C3U B opranuzamum.

Tema 6. Mepsl u cpeacTBa 3alMTHl HHPOPMALIH.

Bpewms - 1 yac.

OcHOBHBIE BOIIPOCHI:

1. Mepsl 3aumTsl nHGopMaruu. 2. CpeacTBa 3aliMuThl HHPOPMAIMM OT €€ YT€UKU IO
TEXHUYECKUM KaHaJaM.

Tema 7. IlpumeHenus: kpuntorpauueckux METOA0B 3alllUThl HH(pOpMaLMK IpH padboTe B
CeTsIX.

Bpewms - 0,5 yac.

OcHOBHBIE BOIIPOCHI:

1. Vcnonb3oBaHHe OTKPHITHIX M 3akpbIThiX Kitoueil. 2. Iludp Lezaps. 3. Iludp
Buxenepa.

Tema 8. Ayaut nundopmanioHHOM 6€30MaCHOCTH.

Bpewms - 0,5 gac.

OCHOBHBIE BOIIPOCHI:

1. Pomm, menm wm 3amaym ayamTta B Tporecce obecreueHus WHOOPMaIMOHHOM
6e3omacHoCTH. 2. Drtambl ayauta Ub.

6. IEPEYHEHb YYEBHO-METOANYECKOI'O OBECIIEYHEHUA JJI51
CAMOCTOSATEJBHOM PABOTHI OBYUYAIOIINXCS IO JJUCIUILJIMHE

6.1.1. OcHOBHBIC KAaTETOPHH YICOHON TUCITUTIIIUHBI JIJI1 CAMOCTOSITEIIBHOTO N3YUCHHUSI:

OCHOBHBIMHU BUJAMHU BHEAYJUTOPHON CAMOCTOSATEIBHON pabOThI MIPU M3YYCHUH JTAHHOTO
npeaMeTa SBISIOTCA: YTEHHUE OCHOBHOW WM JIOTIOJHUTEIBHOW JUTEPATyphl (B COOTBETCTBHH C
MEepEeYHEeM OCHOBHOW M JIOTIOJHHUTEIIBHOW JIATEpaTyphl, HEOOXOJAMMOW JUIS OCBOCHUS
JTUCITUTIIMHBI) TI0 YKa3aHUIO MPETIOIaBaTelisd, a TAak)Ke C UCIOIb30BaHueM VIHTepHeTa; u3ydeHue
KOHCIIEKTOB JICKIMI; yd4eOHO-uccIenoBarenbckas padora moji pyKoBOACTBOM IpEnogaBaTelis ¢
UCIOJIb30BAHMEM KOMIIBIOTEPHON TEXHHMKH; IMOBTOpHas padoTa HaJ y4eOHBIM MaTepualoM,
MOATOTOBKA JIOKJIAI0B U MPe3eHTalui AJisl BHICTYIIJICHHUS HAa ceMuHapax. ['moccapuii: AOOHEHT -
muno  (Tpymma  JIMi, OpraHu3anus), HMeEIollee MpaBO Ha TMOJb30BaHHE YyCIyraMu
BBIYUCIIUTEIIPHOM CHCTEMBL. ATapaTHas 3amura WHGOpPMAIMU — 3TO CPEACTBA 3allUThI
MH(OPMALIMOHHBIX CUCTEM, KOTOpBIE pEaTu30BaHbl Ha alMapaTHOM YpOBHE. ATmMapaTHbIE
CpeIacTBa 3alMTHl HHPOpPMAIMM — O3TO OOs3aTeNbHas 4YacTh OE30MACHOCTH  JHOOOM
MH(OPMAIIMOHHONW CHCTEMbI, HECMOTPS Ha TO, YTO pPa3paOOTYMKH ammapaTrypbl 3a4acTyio
OCTaBIIAIOT MPOTPAMMHUCTAM pellIieHue mpoodieM HHPOPMAIMOHHOHN O6e30macHOCTH. AGOHEHTCKOE
mudpoBanue (MHpopMaIMu) - crnocod MmudpoBaHUs, MpU KOTOPOM 3allU(PpOBaHHUE TAHHBIX
OCYILIECTBIISIETCS B CUCTeMe aboHeHTa - moiydarens. AGOHEHTCKoe IudpoBaHue (OKOHEYHOE)
[end-to-end encryption] - 3amuTa nHbOpMaIKH, epeaBaeMoil CpeICTBAMH TEJICKOMMYHHKAIIUN
KpUNTOorpaguuecKuMU METOJaMH, HETOCPEICTBEHHO MEXIY OTIpPaBHUTEIEM M MOIydaTeleM.
AKTUBHBIN ayUT — OTIEPATUBHBIA ayJUT C aBTOMAaTUYECKHUM pEarnpoBaHHEM Ha BBISBICHHbBIC
HEIITaTHBIE CUTyalluu. AYAUT — O3TO aHajdW3 HaKOIUICHHOW WH(OPMALUU, MPOBOIUMBIN



ONEpaTUBHO, B pEAJbHOM BpPEMEHM WIM I[EPUOJMUYECKH (HalpuUMep, pa3 B JICHb).
Ayrentudukanus (yCTaHOBJICHHE NOJUIMHHOCTH) — TPOBEPKA NPUHAIICKHOCTH CYOBEKTY
JOCTyNa TPEABSIBICHHOTO WM HWACHTU(PHKATOpPa W TOATBEPXKJICHHE €ro MO UIMHHOCTH.
Wnentudukanus — NpucBoeHHe CyObeKTaM M 00BbEKTaM JOCTYNa JUYHOTO MACHTHU(HKATOpA U
CpaBHEHHE e€ro ¢ 3agaHHbIM. HMHpopmannoHHas 0€30MacHOCTh — OTO 3alIMIICHHOCTH
nHGOpPMAIMY U TIOJICPKUBAIONICH €e MHPPACTPYKTYPhI OT CIy4aiHBIX WM MPEIHAMEPEHHBIX
BO3JICHICTBUI €CTECTBEHHOTO WJIM MCKYCCTBEHHOI'O XapaKTepa, KOTOPble MOTYT HAHECTH YIIepO
BJIQJIENIbLIaM HJIM TIOJIB30BATesIM HMHGpOpManuu. 3amura WHQOPMAIMH — 3TO JAEATENLHOCTS,
HaIpaBJIEHHAs Ha IIpeIOTBpALICHHUE yTEUKHU 3aluuaeMon uHpOpManuy,
HECAaHKIMOHUPOBAHHBIX M HEMpPEJHAMEPEHHBIX BO3JIEHCTBUII Ha 3alllMIAaeMyl0 HH(POpPMAIUIO.
JIOCTYyITHOCTh — 3TO TapaHTUsl MNoJiydyeHus TpeOyemol MHopmanmu MM HHOOPMALMOHHON
yCIyTU TOJIb30BaTeleM 3a oOlpeaeraeHHoe Bpems. lLlenocTHOCTb — TrapaHTHS TOro, YTO
nH(popmalus celyac CyIecTBYeT B €€ UCXOJHOM BHJIE, TO €CTh IPU €€ XpaHEHUH WU Iepeiade
He ObLIO MPOU3BEIEHO HECAaHKIIMOHMPOBAHHBIX M3MeHeHuH. KoHpuaeHnanbHOCTh — rapaHTHs
JOCTYITHOCTH KOHKPETHON MH(pOpPMaIlMU TOJIBKO TOMY KPYI'y JIUII, JJIsl KOTO OHa MpeJHa3HavYeHa.
lNocynapcTBeHHast TallHa — 3alIUIIIAa€MbIE TOCYApCTBOM CBEIIEHHUS B OOJACTH €ro BOEHHOM,
BHEIIHETIOJUTUYECKON, HSKOHOMHUYECKOM, pa3BeIbIBATEIbHOM, KOHTPPAa3BEIbIBATEIBHON U
OTIEpaTUBHO-PO3BICKHON JI€ATENbHOCTH, PAaCIpOCTpAaHEHHE KOTOPHIX MOXKET HAHECTH YIIepo
6e3omacHoct Poccmiickoit ®Denepanun. Cuctema 3aniuThl TOCYAAPCTBEHHOW TalHBI —
COBOKYITHOCTb OpPraHOB 3alllUThl TOCYJAapCTBEHHOW TailHbI, HCIOJb3yEMbIX HUMHU CPEICTB U
METO/IOB 3alIUThl CBEICHUH, COCTABIIAIOLINX TOCYAaPCTBEHHYIO TalHy, U UX HOCUTEJIEH, a TaKxKe
MEpPONPUATHH, MPOBOJUMBIX B 3THX Hensax. CpeacTBa 3amuThl UHGOPMALMU — TEXHUYECKUE,
KpUNTOrpaguueckue, MporpaMMHbIE U JpPYrMe CpeACTBa, NpeAHAa3HAYEHHbIE MAJIS 3allUTh
CBEJICHUH, COCTABIIAIOLINX FOCYJAPCTBEHHYIO TaliHy, CPEJICTBA, B KOTOPBIX OHU PEATM30BAHBL, a
TaKKe CpencTBa KOHTPOJIA 3PGEKTUBHOCTH 3amuThl nHpopManuu. [lomutnka 6e3omacHOCTH —
3TO KOMILJIEKC IMpeaylNpeJuTeIbHbIX Mep M0 oOecneueHuo MH(OPMAIMOHHONH 0€301MacHOCTH
opranu3anuu. Ilooutuka Oe3omacHOCTH BKJIOYAeT NPaBUiA, MPOLEAYPbl M PYKOBOJIAIIME
IPUHLUIOBI B 00JacTH 0€30MacCHOCTH, KOTOPBIMU PYKOBOJCTBYETCS OpraHu3alus B CBOEH
NeATeNbHOCTH. YTpo3a «MH(POPMALMOHHON 0€30I1aCHOCTH» — 3TO NMOTEHIUAIbHAs BO3MOXHOCTb
HapyleHus: pexxuma MH(popMaMoHHON Oe3onacHocTH. IlpeaHamepeHHas peann3anust yrpo3bl
Ha3bIBA€TCs aTakol Ha MHPOPMALMOHHYIO cucTeMy. [IporpaMMHBIil BUPYC — 3TO HCHOJIHIEMBIH
WIA UHTEPIIPETUPYEMBIM POrpaMMHBIN KoJ, 001a1atoluii CBOMCTBOM HECAHKLIMOHUPOBAHHOTO
paclpoCcTpaHeHUs] U CaMOBOCIPOU3BEACHUS B  aBTOMATU3MPOBAHHBIX CUCTEMAax WM
TEJIEKOMMYHUKAI[MOHHBIX CETAX C 1LENbl0 M3MEHUTh WJIM YHUUYTOXHUTb IPOrPaMMHOE
oOecrieyeHre W/WIM JaHHbIC, XpaHAIIMECSs B AaBTOMATU3MPOBAHHBIX CHUCTEMax. YJalleHHas
yrpo3a — MOTEHIMAJIbHO BO3MOXHOE HH(OpMALMOHHOE pa3pyllarolliee BO3JeHcTBUE Ha
pacnpeeeHHYI0 BBIYMCIUTENBHYIO CETh, OCYLIECTBIIIEMAas IMPOrPAMMHO IO KaHajgaM CBSA3H.
OnexkTpoHHas uMQpoBas MOANUCH — TPEACTaBIsgeT COOOH OTHOCHTENIBHO HEOOJbIIoe
KOJIMYECTBO JIOTIOJIHUTENLHON ayTeHTU(UIMpYOIeH HHPOpMaIK, NepeaaBaeMoil BMecTe ¢
MIOJITUCBIBAEMBIM TEKCTOM. MexceTeBoi 3kpaH (OpanamMayap, firewall) — 310 mporpammHas uiau
[IpOrpaMMHO-aMNIapaTHas CHUCTEMa, KOTopas KOHTPOJIMPYeT HH(GOPMAIMOHHbIE TOTOKH,
MOCTYTAIOMINE B UHPOPMALMOHHYIO CUCTEMY W/WIM BBIXOSAIIUE U3 Hee, Takke 00ecreunBaeT
32Ty MH(QOPMALMOHHOM CHCTEMBI MOCPEACTBOM (QuibTparuu HHGopMarmu. PunbTpanus
uHpOpMAIMKM COCTOMT B aHaIW3e HMH(OPMAIMM MO COBOKYIIHOCTH KPUTEPUEB M NPUHATHU
peleHus o ee mpueMe U/UiM nepeaye.



6.1.2. 3amanus [UI1 HOBTOPEHUS U YriyOIeHus: MpuoOpeTaeMbIX 3HAHUM.

Kog pesynbpraTa

Ne N - 3anaHus
1 OIIK-3-31 1. OxapakTepu3yliTe OCHOBHBIE METOABI 3aIIUTH HH)OPMALIUU
2 OINK-331 2. [IpoBenuTe cpaBHUTENBHBIN aHATH3 IPOrPAMMHOTO OOecTIeyeH s Ha
pBIHKE HHQOpMaMOHHON 06€30MacHOCTH
3 OI1K-3-32 3.Ha3oBuTe OCHOBHBIC CTaHAAPTHI 0€30MMACHOCTH
4.Ha3oBuTe TUITOBBIE MPOTrPaMMHO-AMIAPATHBIE CPEACTBA 1 CUCTEMBI
4 OI1K-3-32 3aIIUTHI UHPOPMAIIMK B CUCTEMaX CBS3HM OT HECAaHKIIMOHUPOBAHHOTO
JOCTyna
5 OINK-3-33 5.0nummre coBpeMEHHBIE MTOIX OB K TOCTPOSHUIO CHCTEM 3allUThI
uHpOpMaIUH
6 OIIK-3-33 6.HazoBure kpurepun oneHku 3anuieHHocta MC
7 OIlK-3-34 7.Yro Takoe MoauTHKAa U Mponenypsl odbecneuenus b
8 OI1K-3-34 8. ChopmynupyiiTe TpeOOBaHMS K 3aIIUTE TEPCOHAIBHBIX JaHHBIX
6.2. 3agaHus, HanpaBJieHHbIE HAa (OPMUPOBaHKE MPOPECCHOHATBHBIX YMEHUMH.
Ne Kon pesynbrara aaus
o0y4eHust
9 OIIK-3-Y1 9. Pazpabotaiite TpeboBaHusI K 3alIMIICHHON HHOOPMAIIMOHHON CHCTEME
10 OINK-3-Y1 10.Knaccuduiupyiite cCOBpeMEHHBIMH TEXHOIOTUSMH HH(OPMAIIHOHHON
Oe3onacHoCTH
11 OMK-3-Y2 11. Cnenaiite cpaBHUTEIBHBINA aHATH3 METOJIOB (hopMaIIbHON TTOCTAHOBKH
U perenus 3aqaun obecriedeHrsi Ub KOMITBIOTEPHBIX CUCTEM U CeTei
12 OIIK-3-Y2 12.IlpencraBbTe CTPYKTYPY TEXHUKO-DKOHOMHYECKOT'0 00OCHOBAHUS
13 OIIK-3-V3 13. Ipoananusupyiite 6a3zoBbic moustus ['OCT P 15408
14 OIK-3-Y3 14.ITpoaHanu3upoBaTh HHPOPMALMOHHYIO HHPPACTPYKTYPY 00bEKTa U
ero 6e3onacHocTi
15 OIK-3-V4 15.IIpoananu3upyiiTe Mepsl MPOTUBOACHCTBUS yrpo3am Wb ¢
HCIIOJIb30BAHUEM Pa3IMYHBIX IPOrPaMMHO-AINAPATHBIX CPEACTB 3aILUTHI
16.Pa3paboraiiTe MOAENh TENEKOMMYHUKAIIMOHHBIX CUCTEM U
16 OIIK-3-Y4 rH(pOPMaITMOHHON 0€30MaCHOCTH, HCIIONB3YsI H3BECTHBIE ITOIX OB,
METOAbI, CPEACTBA M TEOPETHUECKHE OCHOBBI
3anaHusi, HampaBiieHHble Ha (opMUpOBaHHE NPOPECCHOHATBHBIX HABBIKOB,
BJIQJICHUH.
Ne Kon pesynbraTa Saanus
o0y4YeHus
17 OIK-3-B1 17.IlpoaHanu3upyiiTe OCHOBHBIE YTPO3bI HHPOPMAITOHHOMY
o0ecreueHno TocyaapcTBeHHol nonmutukn Poccntickoit deneparim
18 OIMK-3-B1 18. PazpaboraiiTe TpeOOBaHMS U OOIIYIO CTPATETUIO TTOCTPOSHHUS
cucremsl 11b
19 OIIK-3-B2 19.Be16epuTe npohmiIn 3aIIUThl B 3aBUCUMOCTH OT MOJENHU YIpo3
20 OITK-3-B2 20.ITpoBennTe 0030p COBpEMEHHON HAYYHO-TEXHUIECKON HHPOPMAIIHN
npobiemam U 3aa4aM HH(OpMaIIMOHHOM 6€30MacCHOCTH
21.Ilpoananu3upyiTe MpoIecc OpraHu3almoOHHOTO 00eCIedeHus
21 OIIK-3-B3 UH(OPMALIIOHHOH 0€30IT1aCHOCTH aBTOMAaTHU3UPOBAHHBIX CHCTEM
00pabOTKH TAHHBIX
29 OTIK-3-B3 22.0uenure POIH, LENH U 32/1a4H ay/IUTa B IpoLiecce o0ecriedeHust
nH(OPMALIMOHHOH 0€30acHOCTH
23 OIIK-3-B4 23.IlpoBennTe cpaBHUTENBHBIN aHaMN3 3akoHa PO «O koMMepueckon
taiiHe» U 3akoHa PD «O nepcoHanbHBIX JaHHBIX»
24 OIIK-3-B4 24. 3ammdpyiite Tekct mmdpom Bkenepa




7. ®OHJI OLIEHOYHBIX CPEJCTB JIJIsl IPOBEJEHUS TEKYIIETO
KOHTPOJISI U IPOMEKYTOUYHOM ATTECTALIMY OBYYAIOLIUXCSI IO
JUCHUILIMHE (MOAY.JIIO)

7.1. CpenctBa olleHUBAaHUS B XO/I€ TEKYIIET0 KOHTPOJIS:

- NHMCBMEHHBIE KPAaTKHE OIIPOCHl B XOJE ayIWTOPHBIX 3aHATHM HA 3HAHUE KaTErOpHUM

Y9eOHOU JTUCITUTUINHBI

- 3aJlaHuA U YIIPA)KHCHHUA, PCKOMCHIOBAHHBIC JIJIA CaMOCTOSTSIIBHOM pa6OTI)I;

- paboTta Ha ceMHHapax.

7.2. ®OC n1st TEKYIIETO KOHTPOJIS:

. Kon pesynsTaTta

Ne N - DOC TexyIero KOHTPOs

1 OIK-3-31 2a:f[aHHe 1 ans nmpuoOpereHus:, 3aKperuIeHus U YriIyOJIeHusl 3HaHUH U3 11

2 OIMK-3-31 ga{IaHHe 2 st puoOpeTeHusl, 3aKperyIeHUs] U YIIyOJieH!sl 3HaHWH U3 11

3 OITK-3-32 ga{IaHHe 3 g mpuoOpeTeHws, 3aKpeIuIeH!sI U yriTyOJIeHus 3HaHUHN U3 1.

4 OITK-3-32 ga{IaHHe 4 nnst npuoOpeTeHus, 3aKperyieHns] U YriyOJeHusl 3HaHWH U3 11

5 OITK-3-33 gafaHHe 5 nns npuoOpeTeHus, 3aKperuIeH s U YriTyOJIeHus] 3HaHUH U3 11

5 OIIK-3-33 gafaHHe 6 11 mpuoOpeTeH s, 3aKpEeIUIeHUs] U yriTyOJIeHus 3HAaHUHN U3 TI.

7 OITK-3-34 gai:[aHHe 7 nnsg mpuoOpeTeHns, 3aKperIeHUs] U yriTyOlIeHus: 3HaHUHA U3 1I.

8 OIIK-3-34 2afaHHe 8 mns mpuoOpereHus, 3aKperyieHus U yTiyOJieHus 3HaHUK U3 11

9 OIK-3-V1 3a;:[aHI/£e 9 mHampaBleHHBIE Ha (QOPMHUPOBaHHWE TMPOPeCCHOHATHLHBIX
yMeHHH u3 1. 6.2

10 OIK-3-V1 3a;:[aHI/£e 10 wampaBieHHBIE Ha (QOpMHUPOBaHHE TMPOdECCHOHATHHBIX
yMeHHH u3 1. 6.2

11 OIK-3-Y2 3a;:[aHI/£e 11 wampaBieHHBIC Ha (QOpMHUPOBaHUE TMPOPECCHOHATHHBIX
yMeHHH u3 1. 6.2

12 OIK-3-Y2 3az[aHI/£e 12 mnampaBieHHble Ha (opMupoBaHHE TMPOGhECCHOHATHHBIX
YMEHUH U3 1. 6.2

13 OIK-3-V3 3az[aHI/£e 13 mnampaBneHHble Ha (OpMUpOBaHUE MPOG)ECCHOHATBHBIX
YMEHUH U3 1. 6.2

14 OIK-3-Y3 3az[aHI/£e 14 mnampaBneHHble Ha (OpMUpOBaHUE MPOGECCHOHATBHBIX
YMEHUH U3 1. 6.2

15 OTK-3-V4 3az[aH1/£e 15 HanpaBieHHble Ha (OpMHpPOBaHHE NPOQECCHOHATBHBIX
yMEHUH U3 1. 6.2

16 OIK-3-V4 3az[aHI/£e 16 HanpaBieHHble Ha (OpMHpPOBaHHE NPO¢ECCHOHATBHBIX
yMEHUH U3 1. 6.2

17 OTK-3-B1 3amanue 17 HalpaBJIeHHEIe Ha ¢dopmupoBaHre NpodeccrOoHaATbHBIX
HAaBBIKOB, BJIAJCHUM U3 1. 6.3.

18 OTK-3-B1 3amanue 18 HalpaB/IeHHBIe Ha (hopmMupoBaHue MPOQECCHOHATBHBIX
HaBBIKOB, BlIaJIcHUI n3 11. 6.3.

19 OIK-3-B2 3amanue 19 HalpaplIeHHbIE Ha (hopMupoBaHue MPOQECCHOHATBHBIX
HABBIKOB, BJIQJICHU U3 1. 6.3.

20 OTNK-3-B2 3ananue 20 HalpaBIeHHbIC Ha (hopmupoBaHue MpodecCHOHATBHBIX
HABBIKOB, BJIQJICHUH U3 1I. 6.3.




21

OIIK-3-B3

3amanne 21 HampaBieHHble Ha (opMHpOBaHUE TNPOdheCCHOHATBHBIX
HaBLIKOB, BJIaJICHUI H3 11. 6.3.

22

OIIK-3-B3

3amanue 22 HampaBieHHbIE Ha (opMHpoBaHUE TNPOdheCCHOHATBHBIX
HAaBBLIKOB, BlIaJeHuH u3 11. 6.3.

23

OIIK-3-B4

3amanue 23 HampaBicHHbIE Ha (opMupoBaHue TPOhECCHOHATBHBIX
HaBBIKOB, BJIAJICHUH U3 11. 6.3.

24

OIIK-3-B4

3amanve 24 HampaBieHHbIE Ha (opMHpoBaHUE TPO(hECCHOHATBHBIX
HaBBIKOB, BJIAJICHUH U3 11. 6.3.

7.3 ®OC nns IpOMEXYTOYHOM aTTECTALUHU:

3amanus 11 OLIEHKN 3HAHUH.

Kox pesynpraTta
o0y4eHus

3aganus

OIIK-3-31

Bormpock! a1 MOATOTOBKY K ¢c/lade UTOrOBOTO dK3aMeHa 1-7:

1. Madopmanms kak 00bEKT IPABOBOTO PErYINPOBAHHUS.

2. Mepsl 3ammThl HHGOPMAIIHHU: 3aKOHOJATENLHOTO,
AJIMUHUCTPATUBHOI'O, IPOLUECAYPHOI'O, IPOIrPpaMMHO-TEXHUYECKOI'O
YPOBHEH.

3. 3akoHonatenbcTBo PO B 001acTn nHGOpMAIIMOHHON 0€30MacHOCTH.
4. Nadopmarpionnas 6e30MacHOCTh 00bEKTa PU OCYIIECTBICHUN
MEXTYHAPOJHOTO COTPYJAHUYECTBA.

5. Bunst yrpo3 nHpopMaImoHHoH 6€30MacHOCTH.

6. YTpo3bl KOHCTUTYIIMOHHBIM TIpaBaM M CBOOOaM IpakIaHUHA B
o0acTy HHGOPMAITHOHHON e TEITEHOCTH.

7. Yrpo3sl nH)OpMAIIMOHHOMY 00€CIIEUSHHIO TOCYAapCTBEHHON
nonutuku Poccuiickoit enepanuu.

OIIK-3-31

Borpock! aj1s MOATOTOBKY K ¢lIade UTOrOBOTO dK3aMeHa 8-15:

8.¥Y1po3sl 6e301macHOCTH HHGOPMAITMOHHBIX U TEIEKOMMYHHUKAITHOHHBIX
CPEICTB U CHUCTEM.

9. BuemiHue 1 BHYTpeHHNE HCTOYHUKHU YTpo3 HHPOPMAITHOHHON
0e30I1acHOCTH.

10. OcHOBHBIE BUIBI YTPO3 0€30MaCHOCTH CyOhEKTOB HH(POPMAIIMOHHBIX
OTHOULIEHU.

11. OcHOBHBIE HEPETHAMEPEHHBIE U TIPEAHAMEPEHHBIE HCKYCCTBEHHBIE
YTPO3HI.

12. OcHOBHBIE TTpEIHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3BI.

13. 3akon P® ot 21.09.93 "O rocynapcTBeHHOH TaiiHe".

14. 3akon P® ot 09.07.2004r. «O KOMMEpUECKOH TalHEY.

15. 3akon P® ot 08.07.2006r. «O nepcoHanbHBIX JaHHBIX).

OIIK-3-32

Bonpocs! amst HOArOTOBKH K ClIade UTOrOBOro dk3amMeHa 16-22:

16. «Konnenuus 3aumtel CBT u AC or HCl», npenna3znayenue,
OCHOBHBIC TIOHSTHUS M HATIPABJICHUSI.

17.0cunoBHbIe npuHLuIbl 3aumThl 0T HCJI, n3105K€HHBIE B HOPMATUBHBIX
nokymeHTax koHuenuuu 3amutel CBT u AC.

18. CBoiicTBa 3alMINEHHBIX aBTOMATH3HPOBAHHBIX CUCTEM 00pabOTKH
uH(pOpMAaIUH.

19. Crenmprika BOSHUKHOBEHHS YTPO3 ¥ PUCKOB B OTKPBITHIX CETSX.
20. Yto moHUMAETCS O] YA3BHUMOCTHIO 3alUIIEHHBIX KOMITBIOTEPHBIX
cucrem?

21.0OcHoBHBIE HanpaBiieHUs o0ecriedeHus! HHPOPMaLMOHHON
0€30I1acCHOCTH B KOMITBIOTEPHBIX CUCTEMAX.

22.0OCHOBHBIE MOHATHS 0€30MACHOCTH KOMITBFOTEPHBIX CHCTEM.

OIIK-3-32

Bomnpocs! a5 moAroToBKM K caaye UTOroBoro sxk3amena 23-30:
23.YT10o moHMMAaeTCs MO/ JIMLEH3UPOBAHUEM AEATETLHOCTH B 00IaCTH
3a1MThl HHPOpMawn?




24 TlepeurcanTh OCHOBHBIE MEPONPHUATHS, IO3BOJIAIONINE PEIIUTE 3a7a9y
MOCTPOEHUS CUCTEMBI 3alUTHI paboueii cTaHIHU.

25. 1514 9ero UCHoNb3yr0TC CUCTEMbI MHOTOYPOBHEBOM 3aIlUTHI?
26.Kakue BbI 3HaeTE acleKThl 3alIUTH HH(QOpMAIUK B CUCTEME C
pasrpaHu4YeHUEeM MOJTHOMOYMA?

27 Ilepeuncnute U naiiTe XapakKTEpPUCTUKY OCHOBHBIM METOAAM
MOCTPOEHHS CHCTEM 3aIIUThl C MHOTOYPOBHEBBIM JOCTYIIOM.

28.Kakoe MecTo 3aHMMaeT MeXaHU3M MOJOTYETHOCTH B TOJIUTHKE
0e30MacHOCTH U, Ha KaKUe KaTerOpHH JEJSITCS CPEACTBA MOJOTYETHOCTH?
29 .Kaxkue mpo0ieMbl BO3HHKAIOT TPU MCIIOIb30BAHUH 3aIUTHI
WHOpPMaIUK MyTeM OrpaHUYEHHS A0CTyma?

30.Kakre mpUHIUIIBI TOIOKEHBI B KOHIIEIITUIO TOCTPOCHHUS
3AIAIIEHHBIX CUCTEM?

OIIK-3-33

Bomnpock! a1 HOAroTOBKE K Cllaye€ UTOroBOro 3k3amena 31-37:
31.IlepeuncauTh U AaTh XapaKTEPUCTUKY OCHOBHBIM KOMIIOHEHTaM
TEXHOJIOTUH TTOCTPOCHHUSI 3aNTUIIICHHON KOMIIBIOTEPHOU CHCTEMBI.
32.Kakum criocoO0oM MPOUCXOAUT UHTETPALIUS CPEACTB 3aIIUThI U
pacupoCTpaHEHHbBIX TPUWIOKEHUN B 3aIMIIIEHHON KOMIIbIOTEPHON
cucreme?

33.Yr1o moHUMAaeTcs MoJl HECAHKIITHOHUPOBAHHBIM JOCTYIIOM K
WH(POPMAITHH.

34.IlepedncnuTh U JaTh XapaKTEPUCTHKY 000OIIEHHBIM METOIAM
3ammtel o HCI,

35.Yt0 moHUMAETCS TIOJT CTOMKOCTHIO CUCTEMBI UICHTU(UKAITIH ?
36.Yto sBNsIETCA MHTETPATBHON XapaKTEPUCTUKON 3aIIUIIIEHHON
CUCTEMBI?

37.TloHsITHE TOTUTHUKA 0E30MMACHOCTH U €€ OCHOBHBIC 0a30BbIC
MIPEJCTaBIICHUSI.

OIIK-3-33

Borpock! aj1s MOATr0TOBKE K ¢1a4e UTOTOBOTO dK3aMeHa 38-45:

38.B kakux CiIyqasix UCIOIb3YIOT MOAEIH 0€30IacHOCTH MPOU3BOIUTEITH
3aIUIIEHHBIX KOMITBIOTEPHBIX CUCTEM?

39.13 kakux gacter cocrout ['OCT P 154087

40.Ha xaxux 6a30BBIX TIPEACTABICHUSIX OCHOBAHBI MOIETH
Oe3omacHocTH?

41.Kakwue sneMeHTHI JOKHA BKITIOYATh B Ce0sl MONMUTHKA 0€301MacHOCTH
OpraHu3aIuH?

42. B yeM paznuune cy0ObeKTa KOMITBIOTEPHOH CHCTEMBI OT YeJOBeKa-
TOJTE30BATENS?

43.Kakumu kaguecTBaMy JOJKEH 00JIalaTh MOHUTOP OOparieHwii?

44 .Kak onpegnensaercsa nosepennas cucrema B 'OCT P 15408, u no kakum
KPUTEPUSM OLIEHUBACTCS CTEIEHb JIOBEPHS?

45 Ilokazarenu 3amumenHoctd CBT or HC/I.

OIIK-3-34

Bonpocs! as1st moAroToBKe K cjaue UTOroBoro 3k3amena 46-52:
46. s kaxux meneit pazpadatemancs ['OCT P 154087
47.bazossie noustusst [OCT P 15408.

48.Yto BKiIIOUYaET B ceds Mpolecc KBaM(UKALMOHHOIO aHau3a B
cootBercTtBuu ¢ ['OCT P 154087

49.Crpykrypa Ilpoduns 3ammter 'OCT P 15408.

50.0OcHoBHubIe paznensl 'OCT P 15408.

51.Yto noHrMaeTcs oJ OLICHOYHBIM CTAHJIAPTOM U TEXHUUYECKOU
cnenuduKaIpen.

52.0OcHoOBHBIE NOHATHS 3aK0HA «O0 HIIEKTPOHHON TOATIUCHY.

OIIK-3-34

Bomnpocs! a1t moAroToBKe K cllaye UTOroBOro 3k3amena 54-60:
53.Kpurepuu kinaccuuKaiuy yrpo3 KOMIbIOTEPHBIM CHCTEMAM.
54.KakoBBI HEIOCTATKH TPAIUIIMOHHOTO TOAX0/1a K WH(GOPMAIMOHHON
0e30MacHOCTH ¢ 00bEKTHOH TOYKU 3peHUs?

55.IlpumMeneHne 00bEKTHO-OPHEHTUPOBAHHOTO MOX0/1a K




PacCMOTPEHUIO 3aIIUIIAEMBIX CHCTEM.
56.Uto monumaercs noj cepTuduKaieil CpeCcTB 3alUThl HHPOpMaun?
[lepeuncnuTh OCHOBHBIE CXEMBI CEPTU(UKALIUH.

57.0OcHOBHBIE KaTeropuu TpeOOBaHUI K MPOrpaMMHOM U IPOrPaMMHO-
anmapaTHON peaqu3aliy CPEACTB 3alUThl HH(OPMAaLUH.

58.YTo nmoHnMaercs moJ KaTeropupOBaHUEM CPENICTB 3aIUTHI
uHpopmaruu?

59. 1514 Kakux 1eIeil Mbl MOYKEM HUCTIONH30BATh MOHSITHE JTUIICH3UPOBAHUE
JEATEIbHOCTH B 00JIaCTH 3aIUTHI HHPOPMAIIHH.

60.YT0 moHHMaeTcsl 1oJ aHAJIM30M PHUCKOB B KOMITBIOTEPHOH cucTemMe?

3anaHus Ui OLIEHKH YMEHUI.

Kox pesynpraTta
o0y4eHus

3aganus

OIIK-3-Y1

B kadectBe (pOHIOB OLIEHOUHBIX CPEICTB Il OLICHKA YMEHUI
0o0ydaromnierocs: UCIOIL3YIOTCA 3aJaHue 9, peKOMEHJ0BaHHOE JIS
BBITIOJTHEHUS B 4aChl CAMOCTOSATEIBHOMN paboTh (pa3aen 6.2).

OIIK-3-Y1

B kaudectBe (pOHIOB OLIEHOUHBIX CPEICTB ISl OLICHKA YMEHUI
oOydaromierocst HCoaL3yIoTes 3aaanue 10, peKOMEHIOBaHHOE IS
BBITIOJTHEHHUS B YACHI CAMOCTOSITEIFHOM paboThI (pasnen 6.2).

OIIK-3-Y2

B kaudectBe (POHIOB OLIEHOUHBIX CPEACTB IS OLIEHKA YMEHHIM
o0ydaromierocst HCIOIL3YIOTCs 3aaanne 11, peKkoOMeHT0BaHHOE IS
BBITIOJTHEHHUS B YACHI CAMOCTOSITEIFHOM paboThI (pasnen 6.2).

OIIK-3-Y2

B kaudectBe (POHIOB OLIEHOUHBIX CPEACTB IS OLICHKA YMEHUH
00yJaromIerocss HCIOIL3YIOTCS 3aAaHue 12, peKOMEHIOBAHHOE IS
BBITIOJTHEHHUS B YaChl CAMOCTOSTEIHLHOM pa0boTHI (pasmen 6.2).

OIIK-3-Y3

B kauecTBe QOHI0B OLIEHOYHBIX CPENICTB JUIS OIEHKH YMEHUH
0o0yJaromIerocss HCIOIL3YIOTCS 3aAanue 13, peKOMEHIOBAHHOE IS
BBITMIOJTHEHHUS B 4aChl CAMOCTOSTEIbHON paboThI (pa3mein 6.2).

OIIK-3-Y3

B kauecTBe QOHIOB OLIEHOYHBIX CPEJICTB JUIS OLIEHKU YMEHUH
o0yJaromIerocss HCIOIL3YIOTCS 3aaanne 14, peKOMEHIOBAHHOE IS
BBITIOJTHEHHUS B YaChl CAMOCTOSITEIFHOM paboThI (pasmen 6.2).

OIIK-3-V4

B xadectBe (pOHIOB OLIEHOYHBIX CPEACTB ISl OLIEHKA YMEHUH
00yJaroIerocs UCMoab3yIOTCS 3a/1aHne 15, peKOMEeHI0BaHHOE ISt
BBITIOJTHEHHUS B YaChl CAMOCTOSITEIBHOM paboThI (pasmen 6.2).

OIIK-3-V4

B xauecTBe (hOHIOB OLIEHOUHBIX CPEICTB JUIS OLCHKH YMEHUH
00yJaroIerocs UCMOIb3YIOTCS 3a1anne 16, peKoMeHT0BaHHOE /IS
BEITIOJTHEHHS B 9aChl CAMOCTOATENhHON paboTHI (pa3men 6.2).

3ananus, HampaBJIeHHbIE Ha (popMHpoBaHUE MPOQPEeCCHOHAIBHBIX HABBIKOB, BIAJCHUN.

Kon pesynbraTa
o0y4YeHus

3agaHus

OIIK-3-B1

B xauecTBe ()OH/IOB OLIEHOUHBIX CPEICTB JUIS OI[EHKU HABBIKOB,
BJIQJICHHUH, OIIBITA JEATEIBHOCTH 00YYAIOIIEroCs NCIIONB3YIOTCS 3aaHue
17, pekOMEeHIOBaHHOE JUTS BBITIOIHEHUS B 9aChl CAMOCTOSITEIbHOM
paboTsl (pazmen 6.3).

OIIK-3-B1

B xauecTtBe ()OH/I0B OLIEHOUHBIX CPEICTB JUIS OL[EHKU HAaBBIKOB,
BJIQJICHHUH, OIIBITA JEATEIBHOCTH 00YYAIOIIEroCs NCIIONB3YIOTCS 3aaHue
18, pekOMEeHIOBaHHOE JUIsl BHITIOIHEHUS B 4aChl CAMOCTOSITEIIbH O1
paboTsl (paznen 6.3).

OIIK-3-B2

B xauecTtBe ()OH/I0B OLIEHOUHBIX CPEICTB JUIS OL[EHKU HABBIKOB,
BJIQJICHHH, OIBITA JEATEIBHOCTH 00YYAIOIIErocs UCIIONb3YIOTCS 3aaHie
19, pekOMEeHI0BaHHOE JUIsl BHIIIOIHEHUS B YaChl CAMOCTOSITEIIbH O
pabotsl (pazgen 6.3).

OIIK-3-B2

B kauecTtBe (bOH,Z[OB OLCHOYHBIX CPCACTB JId OICHKHU HABBIKOB,




BJIaJICHUH, OMBITA ACITEIBHOCTH 00YUAIOIIETOCS HCIIONB3YIOTCS 3a/1aHKe
20, peKOMEHT0OBAHHOE JIJIsI BBHITIOIHEHUS B YaChl CAMOCTOATEIBHOMN
pabotsl (pasnen 6.3).

B kauecTBe hOHI0B OIEHOYHBIX CPECTB IS OIEHKH HABBHIKOB,
BJIaJICHUH, OMBITA ACITEIBHOCTH 00YUAIOIIETOCS UCIIONB3YIOTCS 3a/1aHKe
21, peKOMEHIOBAaHHOE JIJIS1 BBITIOIHEHUS B YaChl CAMOCTOSITEIHHOM
pabotsl (pasnen 6.3).

5 OIIK-3-B3

B kadectBe (pOHIOB OIIEHOYHBIX CPEACTB JJIs OLICHKU HABBIKOB,
BJIaJICHHA, OTBITA JEATEIBHOCTH 00YYAIOIIErocsl HCIOIb3YIOTCS 3alaHne
22, peKOMEHI0BAHHOE JIJIS1 BBITIOIHEHUS B YaChl CAMOCTOSITEIHHOM
pabotsl (pasnen 6.3).

6 OIIK-3-B3

B kauectBe (pOHIOB OLIEHOYHBIX CPEICTB JJIsl OLICHKU HABBIKOB,
BJIaJICHUH, OMBITA AESTEIBHOCTH 00Y4aIONIErOCs HCIIONB3YIOTCS 3a1aHHe
23, pEeKOMEHIOBAHHOE JIJIS1 BHIITOJIHEHUS B YAChl CAMOCTOSTEIHHOM
pabotsI (paznen 6.3).

7 OIIK-3-B4

B kauectBe (pOHIOB OLIEHOUYHBIX CPEACTB JJIs OLICHKU HABBIKOB,
BJIaJICHUH, OMBITA AESITEIBHOCTH 00YYaIOUIErOCs HCIIONB3YIOTCS 3a1aHHe
24, peKOMEHIOBAHHOE JIJIS1 BBITIOIHEHUS B YaChl CAMOCTOSITEIHHOM
pabotsI (pazmen 6.3).

8 OIIK-3-B4

8. IEPEYUEHb OCHOBHOM U JONOJIHUTEJBbHOM YYEBHOMN
JIATEPATYPBI, HEOBXOJUMOM AJIs1 OCBOEHUS JUCHUTILINHBI (MOJIYJIS)

a) OCHOBHasl IuTepaTypa:

1. I'pomsenckuit SI. C. Undopmanmonnas Oe3omacHOCTh: ydueObHoe mocooue / S.C.
I'pomzenckuii. - Mocksa : Ilpocmekt, 2020. - 144 c. - ISBN 978-5-9988-0845-6. - URL.:
https://ibooks.ru/bookshelf/373686/reading. - TekcT: 37eKTPOHHBIIA.

2. llanerua B. ®. Mudopmanmonnas Oe3omacHOCTh W 3amurta uHbopMmaiuu / B.O.
[Hawprun. - Mocksa: JIMK Ilpecc, 2017. - 702 c. - ISBN 978-5-97060-439-7. - URL:
https://ibooks.ru/bookshelf/384336/reading. - TekcT: 37EKTPOHHBIIA.

3. MenwsuukoB J[.A. MHbopmanroHHass 0€30MaCHOCTh OTKPBITBIX CHUCTEM. YUEOHUK /
J.A. MenbaukoB. - MockBa: ®munTa, 2019. - 444 ¢. - ISBN 978-5-9765-1613-7. - URL.:
https://ibooks.ru/bookshelf/340843/reading. - TekcT: 3J€KTPOHHBIIA.

0) IOMONHUTENbHAS TUTEpaTypa:

1. Tanarenko B.A. OcnoBbel uH(popManumoHHoi Oe3zomacHoctu / B.A. Tlanmatenko. -
Mocksa: Harmmonaneheiii OTkpeiTeiii YauBepcurer MHTYUT, 2016. - 266 c. - ISBN 978-5-
94774-821-5. - URL: https://ibooks.ru/bookshelf/362984/reading. - TekcT: 37€KTPOHHBIIA.

2. MoprynoB A.B. UHdopmaionHast 6e30mMacHOCTh: yueOHO-MeToau4eckoe nocoodue /
A.B. MoprynoB. - HoBocubupck: HoBocuOupckuii rocyiapcTBEHHBIH —TEXHUYECKUN
YHHUBEPCUTET, 2019. - 83 c. - ISBN 978-5-7782-3918-0. - URL:
https://ibooks.ru/bookshelf/372313/reading. - TekcT: 3JEKTPOHHBII.




3. Makapenko C. U. Undopmammonnas Oe3zomacHOCTb: ydebHoe mocooue / C.U.
Makapenko. - MockBa: Termmorexuuk, 2009. - 372 c¢. - ISBN teplotechnika_02. - URL:
https://ibooks.ru/bookshelf/368169/reading. - TekcT: 31eKTPOHHBIH.

9. IEPEYHEHb KOMIUVIEKTOB JIMHIEH3UOHHOI'O U CBOBOJHO
PACITPOCTPAHAEMOI'O TIPOI'PAMMHOI'O OBECIHEYEHUA,
HCHOJb3YEMOI'O ITPU U3YUYEHUY YUYEBHOM JUCIUILIVHBI

[Ipn wu3ydyeHunm ydeOHOM AUCUMIIMHBI (B TOM 4YHUCJIE€ B HHTEPAKTHUBHOU (¢opme)
MpearosaraeTcs MPUMEHEHHE COBPEMEHHBIX WH(GOPMAIMOHHBIX TexHoJorui. Komrmiekr
MPOTPAaMMHOTO OOECTIEYEeHHUsI Ui WX HCIOJB30BAHMS BKIIOYAET B CeOs: MakeTbl O(HUCHOTO
nporpammHoro obecnieuenust Microsoft Office (Word, Excel, PowerPoint), OpenOffice;

Be0-Opaysep (Google Chrome, Mozilla, Microsoft Edge ap.);

AJIEKTPOHHBIE OMOIIMOTEYHbIE CHCTeMBI IDOOKS.IU.

Jnist noctyna K yaeOHOMY IIaHy M pe3yJbTaTaM OCBOCHUS JAUCIUILTIMHBI, (JOPMUPOBAHUS
[Toptdonuo oOyuaromerocs ucnonb3yercss JIMuHblil kKaOUHET cTyAeHTa (OH-JIaliH JOCTYI Yepe3
cetb HWutepner). Jns oOecnedeHuss pocTyna oOydarolmuxcss BO BHEydyeOHOE BpeMs K
AIIEKTPOHHBIM 00pa30BaTENbHBIM pecypcaM Y4eOHOW MUCIMIUIMHBI, a TaKkKe JUIsl CTYIEHTOB,
o0yJaromuxcst ¢ MPUMEHEHUEM TUCTAHIIMOHHBIX 00Pa30BaTEbHBIX TEXHOJIOTUH, NCTIOIB3yeTCs
nopraj anekTpoHHoro ooydenus Ha 6aze CILO Moodle (oH-maiin goctyn uepes3 ceth MHTEpHET).

10. IEPEYHEHb PECYPCOB HH®OPMAIIMOHHO-
TEJEKOMMYHUKAIIMOHHOMN CETU «AHTEPHET», HEOBXOJIUMBIX JIJIsI
OCBOEHMS JUCHUITVINHBI

https://cyberleninka.ru/ Hayunas snekrponnas oubnuoreka «KUBEPJIEHHKA
https://elibrary.ru/ Hayunas snekrpoHHas 6ubInoTeka

http://www.infoforum.ru/ Hanumonaneusiii  dopym wuHGOPMAITMOHHON 0€30MMacHOCTH
«Huadodopym»

https://ibooks.ru/ - DexTponHast 6ubIHOTEUHAsI cCcTeMa «AHOYKC

11. OBYYEHHUE MHBAJINAOB U JIULl C OI'PAHUYEHHBIMU
BO3MOXHOCTAMM 310POBbA

W3yuenne y4yeOHOW JMCHMIUIMHBI OOYYalOUIMMHUCS HWHBAIWAAMU U JIMLIAMU  C
OTPaHUYEHHBIMH BO3MOKHOCTSIMM 3/I0pPOBbsl OCYLIECTBIISIETCS B COOTBETCTBUM ¢ IIpukazom
MunucrepctBa obpazoBanust U Hayku P® ot 9 Hos0pst 2015 r. Ne 1309 «O6 yrBepx)aeHuu
ITopsinka obecrieueHHs! yCIOBUM JTOCTYIHOCTH JUIsl MHBAIUIOB OOBEKTOB U MPEAOCTABISAEMBIX
ycayr B cdepe oOpazoBaHMs, a TakKe OKa3aHUsS UM IPH 3TOM HEOOXOJUMOM momomm» (c
U3MEHEHUSMH U JIOTIOJHEHUSAMH), METOIMYeCKMMH pPEKOMEHJAIMsAMU 10 OpraHu3aluu
oOpa3oBaTeslbHOIO mpouecca i oOydeHHs MHBAJIUMAOB M JIML C OTPaHUYCHHBIMH
BO3MO’KHOCTSIMH 37I0pPOBBSI B 00pa30oBaTEIbHBIX OPraHMU3aLUAX BBICIIEr0 O0Opa3oBaHMs, B TOM



YHcie OCHAIIEHHOCTH 00pa3oBaTeIbHOTO MpoIecca, YTBEPKACHHBIMH MHHHCTEPCTBOM
obpazoBanus u Hayku PD 08.04.2014r. Ne AK-44/058H.

Jlua ¢ OrpaHMYEHHBIMH BO3MOXKHOCTSIMH 3JI0POBbS M WHBAJIUABI 00ECIICUMBAIOTCS
AIIEKTPOHHBIMHU 00pa30BaTEIBHBIMH PECYPCAMH, aTAITHPOBAHHBIMU K COCTOSIHUIO MX 37I0POBBSI.

[IpenocraBienne cHenMaIbHBIX TEXHUYECKUX CPEACTB OOYyYeHHS KOJUIEKTHBHOTO U
WHIWBHIYAIBHOTO TIOJIb30BaHUS, TMMOA0OpP H  pa3paboTka y4eOHBIX MaTEpHajoOB  JUIs
o0yJaromuxcs ¢ OrpaHUYCHHBIMU BO3MOYKHOCTSIMU 3JJ0POBbS IPOU3BOIUTCS MPETIONaBATEIISIMU
C YYEeTOM WHIUBHAYAJIbHBIX ICUXO(PHU3UOJOTHUECKINX OCOOCHHOCTEH OOydJarommxcs u
cnenn(uKy npuema-tepenadyn yyeOHo nH(OpMAMKA HA OCHOBAHUU TPOCHOBI, BRIPAKEHHOH B
MUCbMEHHOU opme.

C oOydvarommMucs 1O WHIWBHIYAIbHOMY IUIAHY WIH HWHIUBUAYaJbHOMY TpaduKy
MIPOBOJISATCS] MHIMBHTyaIbHBIEC 3aHATUS M KOHCYIIbTAIIH.

12. ONMCAHUE MATEPUAJIBHO-TEXHUYECKOM BA3bI,
HEOBXOJUMOIA JUIS1 OCYIECTBJEHHUSI OBPA30OBATEJIBLHOI'O MTPOLIECCA
MO JUCHUTLIMHE (MOJY.JIIO)

VYyeOHast TMCIMIUIMHA peaTu3yeTcsl B ayAuTOpuu 325.

OobopynoBanue:

VYyeOHas meOenb: pabodee MECTO MpenojaBaTess — CTOJI, CTyJ; ydeOHble MecTa Jyis
oOyuarouuxcs — napThl, CTY/bs; J0CKa.

TexHuuyeckue cpeacTBa 00y4eHHs :

[TepenocHoe MynbTUMEANITHOE 0OOPYAOBAHUE:!

Hoyt0yk, ¢ BbIXOJOM B ceTh VIHTEpHET U € AOCTYIIOM B 3JIEKTPOHHO-UH(DOPMALIUOHHYIO
Cpely UHCTUTYTA, POEKTOP, IKPaH JEMOHCTPALIMOHHBIH.

Jlis mpoBeneHUs 3aHATHA CEMHHApCKOTO THIA, JIA0OpaTOpHBIX pPadOT, TEKYLIEro
KOHTPOJISI M NPOMEXKYTOUYHON aTTeCTallud M WHIUBUIYAIbHBIX KOHCYJIBTAlUN HCIHOJB3YyeTCs
ayautopus 310.

OobopynoBanue:

VYueOHas meOenb: pabouee MECTO MpenojaBaTeNs — CTOJ, CTyJd; yueOHble MecTa Jyis
oOyuaroumxcs — napThl, CTYJbs; J0CKA.

TexHuyeckue cpeacTBa 00yueHus :

[TepenocHoe MynpTUMEAHITHOE 000pPYIOBaHNE:

Hoyt0yk, ¢ BbIxo0M B ceTh MHTEpPHET U ¢ AOCTYNOM B 3JEKTPOHHO-UH(DOPMALIMOHHYIO
Cpelly HUHCTUTYTa, MPOEKTOP, SKpaH AEMOHCTPAIIMOHHBII.

Jlyis caMOCTOSATENbHON pabOThl CTY/ICHTOB M HAMUCAHMS KYPCOBBIX PabOT MCIOIb3YeTCs
aymurtopus 314.

OdbopynoBanmue:

VYuebHas mebenb: pabouee MeCTO MpenojaBaresis — CTOJ, CTyN; ydeOHble mecTa [yis
oOyyaromuxcs — MapThl, CTYNbs; JOCKA; KOHAUIUOHED.

TexHuveckue cpeAcTBa 00y4eHHUS:

[lepenocHoe MynbTUMEANIHOE 000PYIOBaHUE:

HoytOyk, ¢ BbIX0/10M B ceTb MIHTEpHET U C JOCTYNOM B 3JIEKTPOHHO-MH(OPMAIIHOHHYIO
Cpely UHCTUTYTA, IPOEKTOP, 3KpaH JEMOHCTPALIMOHHBIN.



[Tpunoxxenue 1
TecToBbIC 321aHUA

1. ITox MapopManmoHHOM 6€30M1aCHOCTHIO TOHUMAIOT:

) 3alIUTy OT HECAHKIMOHMPOBAHHOTO JOCTYIIA

b) 3amuTy undopManuu OT caAyYAHBIX H MPeTHAMEPEHHBIX BO3/eiicCTBU
€CTeCTBEHHOT'OM HCKYCCTBEHHOI0 XapaKTepa

C) 3amurty HHGOPMAILIUU OT KOMITBIOTEPHBIX BUPYCOB

d) 3a1uTa OT IPOHUKHOBCHUA B IIOMCHICHU A, I'/IC HAXOAATCA CCPBEpa

2. YeTsIpe ypoBHS 3alIUTH HHPOPMAITUH - ITO:

d) KOMMEpPYECKUH, TOCYIapCTBEHHBIN, MyHHIIMTIATbHBIH, YaCTHBIN

b) BOEHHBIH, FOPUANYCCKHIA, MECTHBIN, TUUHBIN

C) 3aKOHOAATEJbHBII, aIMUHUCTPATHBHDBIN, alIMAPATHO-NPOTrPAMMHbIii,
usnuecknii

d) MopalbHO-ITHUYECKHIA, IICUXOJIOTHUCCKHMA, aIMUHUCTPATUBHBIN, (PU3HUCCKHIT

3. Yder BceX BO3MOXHBIX KOMMYHHKAITMOHHBIX KAHAJIOB, 00€CIICUCHHS
¢buznueckoit6e30macHOCTH, MU(PPOBAHUS PE3EPBHBIX KOMUN 1 UH(DOpMALIUH,
MTOKUIAFOIICH KOPIIOPATHUBHBINA IEPUMETP, U JIPYTHX OPraHU3aIIMOHHBIX
MEpONPUITHH 3TO?

a) WuauBuIyalbHBIHN MOJXO0 K 3aIHTE

b) KommnuexkcHbIii MOAX0X K 3alIUTe

€) CMemIaHHbIH MOIXO0/ K 3aIlUTe

d) ParmoHaNbHBIH MOIXO/ K 3AIMUTE

4. Texauyeckue CpeCcTBa 3aTUThl HHPOPMAIIUH - ITO:
a) CpencTBa, KOTOPBIC PEATM3YIOTCS B BH/IC ABTOHOMHBIX YCTPOHCTB U CUCTEM
b) ycrpoiicTBa, BcTpanBaeMbIe HEMTOCPEACTBEHHO B anmapatypy AC wiu
YCTPOMCTBA, KOTOPBIECOMpsratoTes ¢ anmaparypoid AC 1mo craHgapTHOMY
uHTepdercy
C) 3TO MPOrpaMMBbl, MPEAHA3HAYCHHBIC IS BBIOJTHEHHS QYHKIIMHA, CBSI3aHHBIX
C 3aIUTORUH(POPMALIUT
d) cpeacrBa, KOTOpbIE PeATU3YIOTCH B BH/IE DJIeKTPHYECKHUX,
IJIeKTPOMEXaHMYECKUX HIJIEKTPOHHBIX YCTPOICTB

5. Cucrema ympaiieHus HHGHOPMALMOHHON 06€301aCHOCTHIO JJOJHKHA
COOTBETCTBOBATHKPUTEPHUSIM:
d) B 9KCTPEHHBIX CIyYasx JAO0DKHA OTKIFOUYAThCS
b) paspaboTka aTak Ha 3aCEKpEUYCHHYIO HH(POPMALIUIO
C) cyMMa 3aTpaT Ha 3alIMTYy JI0JKHA ObITh MEHbIIIe PeanoJiaraeMoro ymepoa
d) BCe COTPYIHHMKH JOJDKHBI yMETh pabOTaTh C CHCTEMOi

6. Kak onpenensercs HecaHKIIMOHUPOBAHHAS Mepeaavya KoH(puaeHIIHaTbHON
UHOPMaIH OTEXHOJOTHSAX, MaTepraax, MPOAyKIINN

d) MPOMBIILICHHBIH IIAHTAK,

b) wuHcaiin,

C) KOHKYPEeHTHasi pa3BelKa

d) xoppymums.

7. Yto Takoe O6e30macHOCTh HHPOpMALTUH?
d) COBOKYITHOCTB IMPOTPAMMHBIX i TEXHUYECKUX CPEJICTB, CO3/IaBacMasi 1



noiep >KUBaeMasi [yl 00ecIieYeHus 3alIUThl CPEJCTB BHIUMCIUTEIBHON
TE€XHUKH WM aBTOMAaTU3UPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOIO
J0CcTyna K MHQOpPMAIHH.

b) komIIeKkc OpraHM3aNMOHHBIX MeP M MPOrPAMMHO-TEXHHYECKHX
CPeICTB 3aIUTHIOT ABTOMATH3UPOBAHHBIX CHCTEMaxX

C) cocrosiHue nHMOpMAIHH, 00padaThIBAEMOM CPECTBAMHU BHIYHCIUTEIBHOM
TE€XHUKH UIMAaBTOMATU3UPOBAHHOW CUCTEMBI, IIPY 3aLIUTE OT BHYTPEHHUX U
BHEIIHUX yIpo3,

d) - KOMIUIEKC MPABOBBIX U 3 JMUHUCTPATUBHBIX MEP U CPEICTB IS
obecrieyeHns WHGOPMAIIMOHHBIX OTHOLIICHUN B COOTBETCTBUU C 3aKOHOM
0 3ammuTe HH(HOPMAITHH.

8. Uto mopazymeBaeTcs Mo COXpaHEHUEM B CEKPETe KPUTHIHOM
nH(pOpMalKH, TOCTYI KKOTOPOI OTpaHUYEH y3KUM KPYroM IoJjib3oBaTeneit
(OTAeNbHBIX JIUI] UK OpraHu3alui):

a) KOH(pUIEHIHATBLHOCTD;

b) memocTHOCTH;

C) IOCTYIHOCTb,

d) 3aKpBITOCTS.

9. PexxuM KoH(UACHIIMAIEHOW HHPOPMAIINH, TIO3BOJISIFOIINH €€ 00JIaIaTeIto pu
CYIICCTBYIOIUXUIN BO3SMOXKHBIX 00CcTOATENECTBAX YBCJIMYUTDH JOXOMBI, n30exarn
HEOIIpaBAaHHBIX PACXOJ0B, COXPAHUTH IMMOJIOKCHUE HAa PBIHKE TOBApPOB, pa60T 50051
MOJIYYUTh HHYI0 KOMMEPYECKYIO BBITOY, ITO:

a) OaHKOBCKas TaiiHa,

b) rocymapcTBeHHas TaiiHa,

C) HajoroBas TaiiHa,

d) xommepueckasi TaiiHa

10. KoMIutekc Mep u CpeJICTB, a TaKKe JIeITeIbHOCTh Ha X OCHOBE,
HaIpaBJICHHAS Ha BBISIBJICHHE, OTPAXKEHHUE U JTMKBUIAIMIO Pa3IMNYHbBIX BUIOB
yrpo3 6e30MacHOCTH 00BEKTaM3aIMTHI — 3TO HA3bIBACTCS:

a) CHCTEMOH yrpos;

b) cucremoii 3aIUTHI;

C) cHCTeMOoii 6€30IaCHOCTH;

d) cucTeMOll YHHYTOKEHHS.

11. VKakuTe MporpaMMHO-aIIapaTHbie CPEICTBA 3AIUTHI
a) BHICOKaMepa
b) cucrembl naeHTHUKAINN U AyTEHTHPUKATUH
c) DUII
d) cucrembl mH(PPOBaAHUS THCKOBBIX JAHHBIX

12. TloTeH1ManbHbBIE YTPO3bl, IPOTHB KOTOPHIX HAIpaBJIEHbl TEXHUUECKUE
MepbI 3alUTHIMHPOPMALIUT

a) IlTorepm mHpopmanmuu u3-3a c60eB 060pyI0BaHHUsI, HEKOPPEKTHOW PadoThI
NMPOrpaMM HOIHOKH 00C/Iy’KMBAIOIIEr0 MEPCOHAIA U MOJIb30BaTe el

b) TloTepm mHpOPMAIHK H3-3a XAIATHOCTH OOCTYKHBAIOIIET0 MepCOHaNa 1
HE BeJICHUSCHUCTEMBbI HAOIIOICHHS

c) Ilorepm nHpOpMaIMK U3-3a HE TOCTATOYHOHN YCTAHOBKU
PE3EPBHBIX CUCTEMDAJIEKTPOIIUTAHUH U OCHAILEHUE TOMEIICHUN
3aMKaMH.



d) IIpouecce mpeoOpazoBaHus, MPU KOTOPOM HH(POPMAIIHS YAAISIETCS

13. Beibepure crioco0 3amuThl OT COOEB YCTPOICTB ISl XpaHEHUsT WH(DOPMAIINK:
1 yCTaHOBKA UCTOYHHUKOB Oecriepe00HHOT0 MUTaHUS
2. CUMMETPUYHOE MYJIbTUIIPOLIECCUPOBAHHE
3. Kaxxnyro MUHYTY COXpaHATh JaHHbIE
4. Opranuszanus HaJe;kHOH M 3G PeKTUBHON cUCTEeMbI pe3epBHOI0
KONMPOBAHMS M 1y0JIMPOBAHNUS JTAHHBIX

14. TIporpamMMHBIE€ CpeCTBA 3aIIUTHI HHPOPMALIUH.
b) TexHuueckue cpencTBa 3aKUTHl HHOOPMALUH
C) cpeacTBa apXUBAIUU JAHHBIX, AHTUBHPYCHbIE MPOrPaAMMbI
d) Hcrounuku OecriepeOOHHOTO MUTAHUS
e) CmemaHHbIe CPEACTBA 3AIUTHI HHPOPMAITHH

15. Obecneuenue gocryna Kk HHGOPMaLUU TOJIBKO aBTOPU30BAHHBIM
MOJIL30BATEIIMOOECTIEYHBACT
KOH(pUIEHIIUAIBHOCTH
L[E€J0CTHOCTb
JOCTYITHOCTh
enecoobpazHocTh

PodPE

16. YcranoBute, B 4€M COCTOUT OCHOBHOE HAIPABJICHHE SKOHOMHUYECKOTO IITAOHAKA:
1. mepexBaT KaHAJOB yTeYKH MHPOPMAIIHH,
2. TepexBaT BHITOJAHBIX KOHTPAKTOB U MHBECTUIIMOHHBIX TPOEKTOB,
3. MOHHUTOPHHT (PMHAHCOBO-X03:CTBEHHOH J1€ATETbHOCTH,
4. xwumieHwe HocuTenel nHdopMaIu.

17. Onpenenure MpU3HAKU KOMIIBIOTEPHOTO MTPECTYIUICHUS

1. mpenycMOTpeHHOE 3aKOHOM OOIIECTBEHHO OMACHOE JIeSHUE, B
KOTOPOM KOMIIbIOTepHAsi HHPOPMAIIHS SIBISIETCS 00BEKTOM
MPECTYIHOTO MOCITaTeNbCTBA,a IPEIMETOM WU OPYAUEM
npectyruieHus spigercs 9BM, cuctema unu cetb O9BM,

2. TPEeAyCMOTPEHHOE 3aKOHOM OOIIIECTBEHHO OMAcHOE ACSHHE,

B KOTOpOMMAIIIMHHAs HHGOpMaIus SBISETCS JTHO0
CpeaCTBOM, TUO0 0OOBEKTOM MPECTYIMHOTO MOCATATEIbCTBA,

3. mpeaycMOTpPeHHOE 32aKOHOM O0IIIeCTBEHHO OMACHOE JAesTHHeE,
COBepLIEHHOE CHCII0JIb30BaHHeM cpeacTB IBM,

4. cnocob coBepIIeHUS KOMITbIOTEPHBIX MPECTYIUICHHU, OCHOBAHHBIH Ha
NENCTBUSX, HAIIPABJICHHBIX HA MOJIY4YeHHE 3alluIiaeMoi HHpopMauu
MOCPEACTBOM MCIOJB30BaHUS METOJIOB PA3TUYHbIX (DU3HUECKUX
ToJIeH.

18. Pa3paboTaiite nporpaMMy AesATEIbHOCTH MO 00ecreueHuI0 0€301acCHOCTH
KOMIIaHUU

1. cocraBjeHHe NJIaHA 3aIIUTHI B COOTBETCTBUH C BHIOPAHHOM
MOJMTHKO0€e30MACHOCTH;

2. TPOTHO3UPOBAHME YIPO3 U ONpPEIEICHUE MEp MO UX JIOKAIU3AllNY;

3. ompezeneHne KaHAJIOB YTeUKH HH(OpMAIHH;

4. ompeneneHue ypoBHs Mpo¢ecCnoHaIbHON TOTOBHOCTH NEPCOHANA IO
BOIPOCaMO€30MacHOCTH.



19. HapymuTeneit MOryT OTHOCHTBHCSI COTPYIHUKH OT/AEIOB pa3paboTKH U
COTIPOBOKICHUATIPOIPAMMHOT0 00ECTICYECHUSI:
1. BHemHel;
2. BHYTpPEHHEI;
3. MH(OPMALHMOHHOIO o0ecneveHus,
4. TEeXHUYECKOU MOIJIEPIKKH.

20. ChopmupyiiTe KOMIUIEKC amnapaTHbIX W/WIM TPOTPAMMHBIX CPEJICTB,
OCYIIECTBISIIOMIMX KOHTPOJIb ®  (uibTpammio cereBoro Tpaduka B
COOTBETCTBUH C 33JJaHHBIMH ITPABHJIAMH H3AIUIIAIONINNA KOMITIBIOTEPHBIE CETH
OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA

1. anTHBHpYC;

2. 3aMOK;

3. Opanamay 3p;

4. »sKcmepTHas CHUCTEMA.

21. Haunbomnee HaZeKHBIM CPEICTBOM MPEIOTBPALIEHHS TOTEPh WHPOPMAIMH TIPU
KPaTKOBPEMEHHOM OTKJIFOUEHUH 3JIEKTPOIHEPTUU?
a) YCTaHOBKA HCTOYHHKOB Oecriepe0oiiHOro muTaHusI
b) Takoro cpeicTBa He CyIIECTBYET
€) Kaxayro MUHYTY COXpaHSITh JaHHBIC
d) TIlepexuapiBath HHGOPMALIUIO HA HOCUTEIb, KOTOPBIH HE 3aBUCUT OT SHEPTUU

22. HanbompInyto yrpo3y st 6€301acHOCTH CETH MPEACTABIISIOT.
a) HeCAaHKUHOHWPOBAHHBIH JOCTYIIL, 3JIEKTPOHHOE MOJCTYIIHBAHUE H
NpeJHAMepPeHHOe /I HeYyMbILVIEHHOE MOBPeKIeHNe
b) BCKpbITHE CTaHAAPTHOM YUETHOM 3aIKMCH TIOIH30BATEIIS
C) BCKpBITHE CTAHIAPTHON YUETHOM IPYIIIBI aIMUHHCTPATOPA
d) xommpoBanue (aiaoB, KOTOpbIe OBUIM U3MCHEHBI B TCUCHHE JHS, 0€3
OTMETKH OPE3ePBHOM KOMUPOBAHUU

23. [lonuTrka 6GE€30aCHOCTH:
a) (dukcHupyeT mpaBuiia pa3rpaHHYCHHS JOCTYIIA

b) orpaxaer moaxox opraHu3anuyu K 3aMMTEe CBOUX HH(POPMAIMOHHBIX AKTHBOB

C) OIHCBHIBACT CHOCOOBI 3aIUTHI PYKOBOCTBA OPraHU3aIIHH.
d) O6ecmeunBaeT cobmOAEHNE 3aKOHOB PD

24. Pa3BuTHE COBPEMEHHBIX CPEJICTB O€30yMakHOTO TOKYMEHTOO00pOTa,
CPEACTBIICKTPOHHBIX TUIATE)KEH HEMBICITMMO O€3 pa3BUTHS CPEIICTB
JI0Ka3aTebCTBA MOUIMHHOCTH U TIEJIOCTHOCTH JIOKYMeHTa. TakuM cpecTBOM
SIBIISICTCSL:

a) 3JeKTpPOHHO-uu(pPoBasi MOANUCH

b) ayrenTudukanms

C) Ouomerpus

d) BOASHBIEC 3HAKH

25. Bribepute crioco6 3amuTsl OT cO0EB Mpolieccopa:

d) YCTaHOBKAa UCTOYHHMKOB Oecriepe0OHHOTO MUTAHUS

b) cmmmeTpuYHOe MYJbLTHIIPOIIECCHPOBAHNUE

€) Kaxayro MHHYTY COXpaHSTh JaHHBIC

d) IlepexuapiBaTh HHPOPMAIMIO HA HOCHTENb, KOTOPBIA HE 3aBUCUT OT SHEPTUH



26. Beiiennte 0CHOBHOE CPE/ICTBO, O0ecTIeYnBaroniee KOH(OUACHIIUATEHOCTh
MH(POPMAIIMU,0TCHUTAEMOI O OTKPBITHIM KaHaJIaM Mepeaadyn JaHHbIX

a) ayTeHTH(HKAIWS;

b) aBropu3ams;

C) DJKCIepTH3a;

d) mmdppoBaHue.

27. OnpenenuTe NPUHIUIIBI 0O0ecrieueHus] HH(OPMAITHOHHON

0€30IaCHOCTH CETEeBBIXKOH(UTyparnii

d) WCIOJIb30BAHUE COOCTBEHHBIX JIMHUMN CBSI3H;

b) oGecnevyenue KOH(PUIEHIIUATHLHOCTH U IEJIOCTHOCTH
NIPH CETEBBIXB3aMMO/I€iiCTBHSIX;

C) WUCIOJIb30BAHUE CPEJICTB OOHAPYKEHHSI BTOPIKCHHIA;

d) moJHBIN aHaIKM3 CETEBOTO TpadHKa.

28. YcranoBute QyHKIIUHN OpaHaMayspa

d) aHTHBHpYCHas 3alIuTa KOMIbIOTEpa BO BpeMst paboTsl B HTEepHET;

b) obGecneuenue nocrymna B HTEpHET;

C) KOHTCHTHBIN aHaIH3 TpaduKa,

d) orpaHuYeHme I0CTYNAa K KOMILIOTEPY CTOPOHHUX Juil yepe3 UHTepHeT.

29. Beiienute 3JIeMEHT armapaTHON 3alUThI, T/Ie UCTIOIb3yeTCs
pe3epBUPOBAHKE 0COOOBAKHBIX KOMIIBIOTEPHBIX MOJICUCTEM
a) 3amuTa oT cOOEB B AIEKTPONUTAHUH;
b) 3ammTa ot cO0eB cepBepOB, PA0OUMX CTAHIMIA H JIOKAJIBLHBIX KOMIBIOTEPOB;
C) 3ammTa OT COOCB YCTPOUCTB ISl XpaHCHHS HHPOPMAIINH;
d) 3ammTa OT yreuek HHGOPMAIMU 3JIEKTPOMATHUTHBIX H3JTyICHHI.

30. YcranoBuTe, KTO I0/DKEH 00ecriedrBaTh HH(POPMAITMOHHYIO
0€3011aCHOCTh BOpPraHU3aluu

a) - pyKOBOJICTBO;

b) - mompazmenenue ACY;,

C) ciay:x0a nHGOPMAIMOHHOI 6€30MACHOCTH;

d) - coyx0a kaapoBOro y4éra.
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