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1. HAMMEHOBAHUME 1 IIEJIb OCBOEHUSA JUCIHUITJIMHBI

VYuyebnas juciumunHa «CucreMbl HMH(OPMAaLMOHHON  0€30IaCHOCTH»  M3y4daeTcs
00yJaromuMucs, 0CBAaNBAOIIUMHI 00pa3oBaTeibHyl0 nporpamMmy «lIpukinanHas nHGopMaTHKa
no npodpwiro [lpuknagras wHPOpPMATHKAa B DKOHOMHUKE B COOTBETCTBHH ¢ DeaepanibHBIM
rOCyJapCTBEHHBIM 00pa30BaTEIbHBIM CTAaHAAPTOM BBICHIETO OOpa30BaHMS IO HAIPABJICHUIO
09.03.03 Ipuknagnas uHPoOpMaTHKa, YTBEPKIEHHBIM MprUKazoM MuHuctepcTBa oOpa3oBaHus U
Hayku P® ot 19.09.2017 N 922 (®I'OC BO 3++).

enpto mM3ydeHUs] NUCHUIUIAHBI SIBISETCS OO0ydeHHE CTYJIECHTOB OCHOBHBIM TOHSATHSIM,
nonoxenusM u Mmerogam kypca CUCTEMbI MHO®OPMAIIMOHHON BE3OIIACHOCTH
MOJIrOTOBKA CHEIHMAIUCTOB, BIAJCIONIMX 3HAHUSAMHI U YMEHHUSIMHU B 00JIACTU OPraHU3alMOHHBIX U
TEXHUYECKUX OCHOB obecrneueHus uHpopmanmoHHon OesomacHoctu (UB) Ha mpenmpusitusx
pa3nmuyHOTO TPOdUIST W OPraHU3aIMOHHOW CTPYKTYpPBI, HEOOXOIWMBIMU IS BBITIOJHEHUS
00s13aHHOCTEN JIOJDKHOCTHBIMM JIMIIAMH CHCTEMBl OpPraHOB YIPaBIEHUS, CIYyKO M ILIEHTPOB
3aMTHl MHPOPMAIIMH, IIEHTPOB M Y3JIOB CBSI3W TIO0 OpPraHW3aIlul U OOECIEYCHHUIO 3alUThI
KOH(HICHITHATEHO W HHPOPMAIIHK U TICPCOHATBHBIX JIAHHBIX.

N3ydyenne y4yeOHOM NUCHUIUIMHBI HaMpaBJIEHO Ha TMOATOTOBKY OOyYaromMxcsi K
OCYILIECTBJICHUIO JESTENIbHOCTH MO KOHLENTyalbHOMY, (YHKIIMOHAJIBHOMY U JIOTHYECKOMY
MPOEKTUPOBAHUIO CHCTEM CpPEJHEr0o M KPYIMHOro Maciitada M CI0XKHOCTH, IUIAHUPOBAHUIO
pa3pabOTKK WJIM BOCCTAHOBJICHUS TpeOOBaHWN K CHCTEME, aHAJIM3y MPOOJIEMHOW CHUTyaIluu
3aMHTEPECOBAHHBIX JIUII, pa3paboTKe OU3HEeC-TpeOOBAHMI 3aMHTEPECOBAHHBIX JIMII, TOCTAHOBKH
Lene co3gaHus CUCTEMbl, pa3pabOTKM KOHIIETIMM CHCTEMbl M TEXHHMYECKOTO 3aJaHusl Ha
CUCTEMY, OPraHM3allUM OLIEHKH COOTBETCTBUSI TPEOOBAHUSM CYIIECTBYIOIIUX CUCTEM U UX
aHaJIOTOB, MPEACTABICHUIO KOHIEIINH, TEXHUUECKOTO 3a/IaHus Ha CUCTEMY U U3MEHEHUN B HUX
3aMHTEPECOBAHHBIM JIMIIAM, OPraHM3alliy COTJIacoBaHMs TpeOOBaHHM K cucTteMe, pa3paboTke
mabJOHOB JIOKYyMEHTOB TpeOOBaHUl, MOCTAaHOBKE 3ajaud Ha pa3paboTKy TpeOOBaHMI K
MOJICHCTEMaM U KOHTPOJIb MX KayecTBa, COMPOBOXKJICHUIO NMPUEMOYHBIX UCIBITAHUI M BBOJA B
AKCIUTyaTaIlMl0 CUCTeMbl, 0OpabOTKe 3ampocoB Ha U3MEHEHHE TpeOOBaHHM K CHCTEME,
OTpeeNIeHHBIX MPO(EeCcCHOHATbHBIM CTaHAAPTOM «CHUCTEMHBIM aHAIUTUK», YTBEPKICHHOTO
npuka3zoM MuHHCTEpCTBA Tpya U colralibHOM 3amuThl Poccuiickoit @enepanuu ot 28.10.2014
N 8091 (Peructpauunonnsiii Homep No34882).

2. MECTO JUCHHUILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOI
INPOI'PAMMBbI

Vuebnas mucuuruinHa CucteMbl MHQOPMAIMOHHONW 0€30MacHOCTH OTHOCHUTCS K YacTH
y4eOHOTO IIaHa GOpMHUPYEeMON ydacTHHMKaMM 0Opa3oBaTeIbHBIX OTHOLICHUH M U3ydaercs Ha 4
Kypce.

2.1. TpeGoBaHus K NpeABapUTEIHHON MOATOTOBKE 00YYaIOIIET0Cs:

W3yuenuto paHHOW yueOHON AMCHUIUIMHBI MPEIIECTBYET OCBOEHHE CIETYIOLINX
yueOHbIX juctuiuinH: HMudopmatnka u mporpammupoBanue, OrnepalMOHHBIE CHCTEMBI,
WudpopMallMOHHBIE CHUCTEMBI UM TEXHOJOTMH, BBIUMCIUTENbHBIE CHCTEMBI, CETH U
TEJIEKOMMYHHUKAIMU, MaremMaTH4eckoe M MMHUTAlMOHHOE MojenupoBaHue, lIpoextupoBanue



nHPOpPMAIIMOHHBIX cHucTeM, llporpammuas wumxenepus, WHpopmannoHHas O0€30MaCHOCTD.
[MapamnensHo ¢ yueObHOM mucuurumHOW «CucTeMbl HMHGOPMAIMOHHON  0E30MacHOCTH»
M3y4YaloTcsl ~ OUCHMIUIMHBL:  BHenpenume  wmHpopMamuoHHBIX  cucteM, KoprnopatuBHbie
nH(pOpPMAIIMOHHbIE CUCTEMBI, ONEeKTPOHHBIN JOKYMEHTOO000pOT, VYupasnenue
nH(GOPMAIIMOHHBIMH cUcTeMaMu, PazpaboTka MporpaMMHBIX TPUIIOKECHUH.

2.2. JucuuruinHbel (MOAYIM) U MPAKTUKH, JUISI KOTOPHIX OCBOEHHE JAHHOW JUCIMILIAHBI
(MomyIist) HEOOXOIMMO KaK MPEIIECTBYIOIICE:

Pesynmbratel ocBoeHMs mucHMIUIMHBI «CHCTEMBl HH()OPMALMOHHOW 0€30MacCHOCTH
ABIISIIOTCSL  0a30i  JUIS  TPOXOXKACHUS  OOYYAlOIIMMHUCS  TMPOW3BOJCTBEHHON MPAKTUKU:
npeaauIioMHoil. Pa3sutue y oOydarommxcs HaBBIKOB KOMAaHJIHOW pabOTHI, MEKIUYHOCTHOM
KOMMYHHMKAIUH, TPUHATUS pEIIeHUM, JUJIEPCKUX KauecTB 00ecleynMBaeTCsl YTEHHWEM JIEKIUH,
MIPOBEJIECHUEM CEMHHAPCKUX 3aHSATUM, HALIEJCHHBIX Ha MPO(EeCcCHOHAIBbHYIO [eATENbHOCTH
BBIITYCKHUKOB U NOTpeOHOCTH paboToaaTesei.

3. ITAHUPYEMBIE PE3YJBTATbBI OBYYEHUS 110 JUCHUIIJINHE,
COOTHECEHHBIE C INTAHUPYEMBIMU PE3YJIbTATAMHU OCBOEHUSA
OBPA3OBATEJIbHOM ITPOTPAMMBI

B pesynpTaTe OCBOEHHS NUCHMIUIMHBI OOYYAIONIIMIICS MO TporpaMme OakamaBpuaTa
JIOJIKEH OBJIA/IETh:

- Cnocoben pazpabamoieams wiaononvt 00Kymenmos mpeoosanui (INK-15)

[Inanupyemble pe3ybTaThl 00y4eHHs MO AUCHMILIMHE

dopmupyemas Konx pe3ynprara
PMHDY [TnaHnupyemble pe3ynbTaThl 00y4eHUs A Desy
KOMITETEHITHS 00yueHus
3Hath:
Omnpenenenus B 00J1aCTH 3aIIUTHl HHTEUIEKTYaIbHOM
[1K-15-31
COOCTBEHHOCTH
OcHoBHbIE TpeOOBaHNS HHPOPMAITMOHHOMN 0€30MaCHOCTH IT1K-15-32
[TpunHnune paboThl cucteM HHGOPMAITMOHHON
[1K-15-33
0€3011aCHOCTH
MeTo1bl ¥ CIOCOOBI COCTABIICHUSI TEXHUYECKON
JIOKYMEHTAIlUM ITPOECKTOB aBTOMAaTU3aIlNHU U [1K-15-34
Crniocoben uH(GOPMATU3ALNY TPUKIIATHBIX MPOIIECCOB
pa3pabaTeiBaTh | YMeTh:
11abJI0HbI KnaccudunuposaTs yrpo3bl HHGOPMAIIHOHHOH MK-15-Y1
JOKYMEHTOB | O€30MacHOCTH
TpeOoBaHui | [IpUMEHATH KPUNITOrpAPUIECKHE METO I 3AIUTHI
[TK-15-¥Y2
(TIK-15) nH(pOpMaIU
Hcnonb3oBath AeiicTByoOIee 3aKOHOIATENILCTBO U APYTHE
MPABOBbBIE TOKYMEHTHI JJIS 3alUThl HHTEIUIEKTYaIbHON [1K-15-VY3
cOOCTBEHHOCTHU
OnenuBath 3(p(HeKTUBHOCTH CUCTEM MH(DOPMAITUOHHON
[1K-15-V4
0€30MacHOCTH
Buajgerb:
HaBbikamMu aqMUHHCTPUPOBAHUS TIOJICUCTEM MK-15-B1
nH(pOpMaIMOHHOM 0€301MacCHOCTH




Hasrikamu MPUMCHCHUA MCTOAUKU pCAIM3alINU 3allIUThI

MH(POPMAIMOHHON 0€301MaCHOCTH

o [1K-15-B2
WHTEJUIEKTYaTbHON COOCTBEHHOCTH
HaBbikamu o11eHKH crcTeM HHPOPMAITMOHHO N
[1K-15-B3
0€3011aCHOCTH
OCHOBHBIMU TIpaBUJIAMU TTPOBEICHUS aAyAUTA
P poBed YA T1K-15-B4

4. OFPBEM JIUCHUIIVIMHBI B 3BAYETHBIX EJIMHUIAX C YKASAHUEM
KO/INYECTBA AKAJEMHUYECKHUX YACOB, BBIIEJIEHHBIX HA KOHTAKTHYIO
PABOTY OBYYAIOIIUXCS C IPENNTIOJABATEJIEM (ITIO BUJJAM YUEBHbBIX

3AHSATHI) U HA CAMOCTOSTEJBHYIO PABOTY OBYUAIOIIUXCA

OO6mast TpyI0€MKOCTh TUCIUIUIMHBI COCTABIISIET 2 3aU€THBIX eUHUIIBI (72 Jaca).

O6mmas B Tom umciie koHTakTHast pabora o
TPYAOEMKOCTh C TIpenojaBaTeaeM Cam. opMa
Ne B B KonTtpons pabota IIPOMEKYTOUHOU
Beero | JI | Cem | KoP 3 aTTecTaIu
3.6. | uacax
1 2 72 38 12| 24 1,7 0,3 34 3auer
Pacnpenesienue yueOHOro BpeMeHH 1O TeMaM U BUIAM Y4eOHbIX 3aHATHH OUYHAast
¢opma o0yueHusn
HanmenoBanue Beero KonrakrHas pabora ¢ Cant. dopMupyemebie
Ne pas3zesaoB, TeM MIPENoIaBaTENeM pe3yabTaThl
. 4acoB Pab.
y4eOHBIX 3aHATHIA Beero | JI | Cem | KoP | 3 o0yueHus
Pasznen 1.BBenenue B 0€30macHOCTh MH(OPMAIIMH COBPEMEHHOTO MPEATPHITHS
OCHOBHBI€E ITOHSTHS,
TEPMHUHBI U
1. OHI:I;CIICJICHI/IH B 10 4 2 2 6 IK-15-31,
IK-15-32
0071aCTH 3aITUTHI
HHOOPMAITIH
AXTyalbHOCTH
MIPOOIEMBI 3aIIUTHI
5 nHpopMaIuu. Busr 8 4 2 5 4 I1K-15-34,
" | yrpo3 ¥ PECKOB I1K-15-B3
HHPOPMAITHOHHON
0e30MacHOCTH.
3akoHOJaTeIbHAS U
HOpMaTHBHas 0aza
MPaBOBOT'0
3. peryIHpOBaHH 8 4 2 2 4 I1K-15-B2
BOIMPOCOB 3aIUTHI
rH(OpMaIH.
TpeGoBanus k
OpraHu3aIuu
3aIUTHI
I e L 4 2 2 4 MK-15-B1
nH(opMaIum u
MEPCOHANTBHBIX
JAHHBIX HA
MPEANPUSITHH.
Paznen 2. TexHomoruu obecrieueHrss WHGOPMAIMOHHON 0€30MaCHOCTH MPEITPUSITHS
5 IlomuTuka 8 4 4 4 I1K-15-33,
" | Ge3omacHOCTH U IIK-15-V1




¢dbopmupoBaHue
OpraHu3allIOHHON
CTPYKTYPBI CHCTEMBI
3aIUTHI
nH(pOpMaLUH HA
MPEANPUITAN

Mepsl u cpeacraa
6. 3aIUTHI 8 4 4 4
nHpOopMaIUH

TK-15-V4,
TK-15-B4

IIpumenenus
KpUnTorpaduaeckix
7. METO/IOB 3aIlUTHI 10 6 2 4 4 [1K-15-Y2
nHpOPMAITUH TTPH
paboTe B ceTsX.

Aymut
8. | undopmanmonHo 10 6 2 4 4 [MK-15-Y3
0€30IacCHOCTH

[IpomexxyTouHas atrectanus (3a4er)

IIpomexxyTounas

artecranus (3ager) 2 2 1,7 | 03

5. COJEP)KAHUE JUCHUILIMHDBI, CTPYKTYPUPOBAHHOE IO TEMAM
(PA3JIEJIAM)

Tema 1. OcHOBHBIE TOHATHS, TEPMHUHBI U ONIPEICICHUS B 00JACTH 3aIUTH HHPOPMAIIUH.
Nudopmanms, wHOpPMAIIMOHHBIC  OTHOIICHHS, CYOBEKTHl  WH()OPMAIMOHHBIX
OTHOIICHUI, UX UHTEPECHl U MyTU HaHeceHHs UM yiiepoa. KoHpuaeHnaaibHOCTh, EIOCTHOCTD,
N0CTyMHOCTh. OOBEKTHI, LEIH U 33Ja4d 3alUThl HUHPOPMAIUH.
Tema 2. AKTyaabHOCTB TTPOOJIEMBI 3aIIUTH HH(DOPMAIU. BUIbI yTpo3 U pUCKOB
nHpopMaImoHHOM 0€301TaCHOCTH.

DopMHpPOBAaHHUE MOJIEAN YIpO3: YIPO3bl, peaJu3yeMble 4Yepe3 TEXHUYECKUE KaHaJbl
yTeuku MHGOpMaluu, BO3ZHUKAIOUIME 3a CUET HCIOJIb30BAHUSA TEXHHUUYECKUX CPEICTB CheMa
(moOwiBanus) nH(pOpMaIu, 00pabaThIBAEMOI B TEXHUYECKUX CPEIICTBAX UM BCIIOMOTATEIbHBIX
TEXHUYECKUX CPEJICTBAX M CHUCTEMAX; yrpo3bl, pealn3yeMble 3a CUET HECAHKIMOHUPOBAHHOIO
JOCTyIa K MEepCOHAIBHBIM JaHHBIM. MoJienb yrpo3 U MOJelb HapylmuTens HHGOPMaluOHHON
6e3omacHocTH. Pucku nHpopmanoHHOi 6€301MacHOCTH.

Tema 3. 3akoHo1aTeNbHAA ¥ HOpMATUBHAs 0a3a MPaBOBOTO PETYIUPOBAHUS BOIIPOCOB
3alUThl HH)OPMALIUH.

JoxTtpuna uHbopmanmonHoit 6ezonacHoctu Poccuiickoit ®enepauuu. denepanbHbie
3akoHbl Poccuiickoit ®enepamuu. IloctanoBnenus mpaButTenbcTBa Poccuiickoit ®denepanui.
Vka3el mnpesugeHta Poccuiickoit ®enepanuu. Cucrema pyKOBOISAIIMX U CHEHUATbHBIX
HOPMAaTUBHBIX JOKyMeHTOB Poccuiickoit @enepannu B o6macTu 3amuthl uHGopmarnmn. [lopsmox
MPOBEACHUS MHBEHTAPU3AIMH TEPCOHATBHBIX JAHHBIX.

Tema 4. TpebGoBaHus K OpraHU3aIMH 3aIUTH KOHQUIEHINATEHON HHpOpMaK U
NEPCOHANIbHBIX JIAHHBIX HA MPEIIPUATUH.

[ToaroroBka k arrecrad Ha cooTBeTcTBHE MosiokeHUsiM @3 Nel52 HammonanbHbie
('OCT), mexnayHapogHble W OTpacieBble CTaHAAPTHl B 00JacTH 3alUThl UHPOPMAIUU
,JAHPOPMAITMOHHBIX TEXHOJOTUH U HempepblBHOCTH OusHeca. Cucrema JHIEH3UPOBAHUS
NEeSITENLHOCTH, CEepTU(UKALIUN CPEJICTB 3aIIMTHl U aTTECTAIlMH OOBEKTOB WH(GOPMATHU3AINH TIO




TpeOoBaHUAM 3akOHOAATENbCTBA PD. OTBETCTBEHHOCTH 32 PABOHAPYIIEHUS B OOJIACTH 3AIIUTHI
uHpOpMaIuu.
Tema 5. [NonuTrka 6€30MaCHOCTH U POPMHUPOBAHUE OPraHU3ALMOHHON CTPYKTYPHI
CHCTEMBI 3alUThl UHQOPMAIIMK Ha TIPEAIPUATHH.

KommuiekcHast cucrema oOecriedyeHns MH(POPMAIMOHHOW O€30MacHOCTH OpraHU3alIHH.
OpranusanuoHHasl CTPYKTypa CHCTEMBI oOecriedeHus WH(GOPMAIMOHHONH O€30MacHOCTH
opranu3anuu TumoBass CTpPyKTypa, 3amaud W (QyHKOMHM TOJpasfeneHus  (CIyxObl)
nHboOpMaMOHHON  Oe3omacHocTH  opranm3anuu.  CTpykTypa ©  0a30BBIA  COCTaB
OpraHu3alMOHHO-PACTIOPSAUTEIBHON JOKYMEHTAIlMH OpPraHM3alud 10  HWH(OPMAIIMOHHOK
0€30MacCHOCTH.

Tema 6. Mepsl u cpecTBa 3alMTHl HHPOPMALHIH.

Pa3paboTka W mOCTpoeHHME CHCTEMBI 3alllUThl NEPCOHAIBHBIX JaHHBIX. CHcTeMa
yIOpaBlIeHUS HENPEPBIBHOCTHIO OH3HECAa OpraHu3allid B COOTBETCTBUU C TpeOOBaHUAMU
crazapra BS25999. Onenka 3aiuiieHHOCTH KOH(PUIEHIIMAIbHON HH(GOpPMAIIUU OT €€ YTEUKH
[0 TeXHWYecKuM KaHayiaM. CpeacTBa 3amiMThl MHGOPMALMU OT €€ YTEUKH IO TEXHUYECKUM
KaHajaM. 3aluTa CeTH JIEKTPONUTAHUS U 3a3eMJICHUSI. DKOHOMUYECKHE acleKThl 00ecTieueHHs
0e30macHOCTH. PUCK-OpHEHTHPOBAHHBIN TT01X0/1 B HHOPMAIIMOHHON 0€30TIaCHOCTH.

Tema 7. Ilpumenenus kpunrorpaduyeckux METoI0B 3alIUThl HH(OpMalLuu pu padoTe B

CeTsIX.

Obecrieuenre 0e30mMacHOCTH  MH(OpPMAMM TPU  THOJIKIOYEHMHM BBIYUCIUTEIBbHBIX
CPEICTB K MEXIyHapOIHBIM HH(POpPMAIMOHHBIM cucTeMaM. Kpuntorpaduueckue Metonsl u
cpeactBa 3amuThl  uMHGopMauuu. Croenuduka HHPPACTPYKTYpPhl OTKPBITHIX  KITIOYEH.
Obecrieyenre  0€30MAaCHOCTH  THUIOBBIX TEXHOJOTMYECKMX IMPOLIECCOB OpraHU3alud ¢
MCIOJIb30BAHUEM CPEJICTB KPUNTOTpaduyecKoi 3aluThl, JIEKTPOHHAS MOAIHUCH.

Tema 8. Ayaut nHbOpPMAITMOHHON 0€30TTaCHOCTH.

CamoornieHka M ayauT Kak Tmoka3atend 3(PQGEKTHUBHOCTH IPOILECCOB OOecreueHus
uHpopmanroHHONW Oe3omacHocTu. Ponum, menw M 3aayu ayauTa B Ipoliecce oOecreueHust
HH(pOpPMAITMOHHOW 6€301MacCHOCTH.

Tema 9. [IpomexyrouHas arrectaius (3ader).

Bormpocksr k 3auery:

1.Uudopmanus kak 00BEKT IPAaBOBOTO PEryIUPOBAHUS.

2. Mepbl 3amuThl  UHQOpPMALMU:  3aKOHOJATENBHOTO,  aJIMUHUCTPATUBHOTO,
MPOLIEYPHOTO, TPOTrPAMMHO-TEXHHUECKOTO YPOBHEH.

3. 3akononarenscTBO PD B 061macTi nHGOpMAIMOHHON G€30TTACHOCTH.

4. Nudopmanmonnass 6e30MacHOCTb OOBEKTa IMPH OCYIIECTBICHUU MEXIyHAPOIHOTO
COTPYJHHYECTBA.

5. Bunasl yrpo3 nuHpOpMaImoHHO# 6€30MacHOCTH.

6. VYrpo3bl KOHCTUTYLIMOHHBIM IIpaBaM M CcBoOoJaM TpaxJaHuHa B oOnacTu
MH(POPMAIIMOHHOH 1 TETbHOCTH.

7. Yrpo3sl HHGOPMAIIMOHHOMY 00€CIEeUeHHUI0 TOCYAapCTBEHHON monuTuku Poccuiickoit
denepanuu.

8.Yrpo3bl 6e30MmacHOCTH HMH(POPMALMOHHBIX U TEIEKOMMYHHMKAIIMOHHBIX CpPEACTB H
CHCTEM.

9. BHemHue 1 BHyTpeHHUE UCTOYHHUKH YTpo3 UH(DOPMAIIMOHHOM 0€3011acHOCTH.

10. OcHoBHBIE BU/IBI YTP03 0€30MaCHOCTU CYOBEKTOB MHPOPMALMOHHBIX OTHOIIEHHUH.

11. OcHOBHBIE HETIpEAHAMEPEHHBIE U IPEJHAMEPEHHBIE HCKYCCTBEHHBIE YIPO3bI.



12. OcHOBHBbIE PEHAMEPEHHBIE HCKYCCTBEHHBIE YIPO3bI.

13. 3akoH P® ot 21.09.93 "O rocynapcTBeHHOM TaiiHe".

14. 3akon P® ot 09.07.2004r. «O kOMMepUecKo TaitHe».

15. 3akon P® ot 08.07.2006 1. «O nepcoHalbHbIX JAHHBIX).

16. «Konnenmus 3amutel CBT u AC ot HCJl», npennaznauenue, OCHOBHbIE IOHATHS U
HarpaBJICHUA.

17.0cunoBuble npunnunb! 3amuTel 0T HCJl, u3noxeHHble B HOPMAaTUBHBIX JOKYMEHTAX
xounemmu 3amutel CBT u AC.

18. CpoiicTBa 3aIMIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM 00pabOTKH HHPOPMALIUH.

19. Cretn¢rika BOSHUKHOBEHHUS YTPO3 U PUCKOB B OTKPBITBIX CETSAX.

20. Yto moHUMAaETCs Mo/ YI3BUMOCTBIO 3AUIIIEHHBIX KOMITBIOTEPHBIX CUCTEM?

21. OcHoBHBIE HampaBieHHs oOecriedeHus: HHPOPMAMOHHOW OE30MacHOCTH B
KOMIIBIOTEPHBIX CHCTEMAX.

22. OCHOBHBIE MOHATHUS 0€30MACHOCTH KOMITBIOTEPHBIX CHCTEM.

23. Uto moHWMaeTcs TMOJ JIMIICH3UPOBAHUEM JCATCIBHOCTH B OOJACTH 3alllUThI
uHpopmanuu?

24. TlepednciauTh OCHOBHBIC MEPOIPHUATHS, TTO3BOJISIOIINE PEIIUTh 3a7a4y MOCTPOCHUS
CUCTEMBI 3alTUTHI paboyeii CTaHIINH.

25. JIns 9ero UCIob3YIOTCS CHCTEMbBl MHOTOYPOBHEBOH 3aIIUThI?

26. Kakne BBl 3HaeTe acCMEKTHI 3alIUTHl WHPOPMAIIMH B CHCTEME C pasrpaHHYCHUEM
IMOJTHOMOYHIA?

27. Tlepeuncnure W NaiTe XapaKTEPUCTUKY OCHOBHBIM METOJAM TOCTPOCHHSI CHCTEM
3aIUTHl C MHOTOYPOBHEBBIM JIOCTYTIOM.

28. Kakoe MecTo 3aHMMaeT MEXaHHW3M TOJOTYETHOCTH B ITOJIMTHKE OC30ITACHOCTH U, Ha
KaKue KaTerOpuH JCJSATCS CPEACTBA MOJA0TYETHOCTH?

29. Kakue mpoOnemMbl BO3HHUKAIOT IMPHU HCIOJIB30BAHUHU 3aIIUTHI MH(GOPMAIUU IyTeM
OTpaHWYeHUs JocTyna’?

30. Kakue mpuHITUIIB MTOJI0KEHBI B KOHIICTIIIWIO TTOCTPOEHUS 3aIIUIIEHHBIX CHCTEM?

31. IlepeuncnuTh W JaTh XapaKTEPUCTUKY OCHOBHBIM KOMIIOHEHTAM TEXHOJIOTHH
MMOCTPOCHHUS 3AITUIIICHHOW KOMITBIOTEPHON CHCTEMBI.

32. Kakum crmocoO6oM MpOMCXOIUT MHTETPAIis CPEJCTB 3alUThl U PaCIPOCTPAHCHHBIX
MPUJIOKEHUN B 3alIUIIIEHHON KOMITbIOTEPHOM cucTeme?

33. Uto moHMMaeTcs MoJ1 HECAaHKITMOHUPOBAHHBIM JIOCTYIIOM K HH(GOpMAIIH.

34.IlepeynciuTh U AaTh XapaKTEpPUCTUKY 00001IeHHbIM MeTo1aM 3aiuThl oT HC/I.

35. UTo MOHMMAETCS 10T CTOMKOCTBIO CHCTEMBI HACHTU(UKAITIN ?

36. Uto sBIs€TCS MHTETPAIBHON XapaKTEPUCTUKOMN 3aIIUIIIEHHON CHCTEMbI?

37. IloHaTHE TOTUTHKHU 0E30MaCHOCTU U €€ OCHOBHBIE 0Aa30BbIE MPECTABICHUS.

38. B kakux cimydyasx UCHOJB3YIOT MOJENN 0€30MacHOCTH MPOU3BOAUTENH 3alTUIIICHHBIX
KOMIIBIOTEPHBIX CUCTEM?

39. U3 kakux yacteii cocroutr ['OCT P 15408?

40. Ha xakux 0a30BbIX MTPEJICTABICHUSIX OCHOBAaHBI MOJIeTN 0e30macHOCTH?

ILi1aHbl cCeMUHAPCKUX 3aHATHI

Tema 5. Ilonmutuka 06e30MacHOCTH M (OPMHUPOBAHUE OPraHU3AUOHHOU CTPYKTYpPBI
CHCTEMBI 3alUThl UH(HOPMAIIUU Ha TIPEIIPUITHH.



Bpewms - 1 yac.

OcHOBHBIE BOTIIPOCHI:

1. TpeGoBaHMs K 3alIUTE IEPCOHANBHBIX TaHHBIX 2. OnpeaeneHue rocTaiiHbl.

Tema 6. Mepsl u cpencTBa 3aIIUTHl HHPOPMALIUH.

Bpewms - 1 yac.

OcHOBHBIE BOIIPOCHI:

1. IlocTpoeHue cucTeMbl 3aIIUThI IEPCOHATBHBIX JaHHBIX.

Tema 7. [IpumeHeHHns KpUNTOTpaQUUECKIX METOI0B 3aIIUTHI HH(GOPMAIMU TIpU paboTe B
CeTSIX.

Bpewms - 1 gac.

OcHOBHBIE BOIIPOCHI:

1. Cneundurixka BOSHUKHOBEHHSI YTPO3 B OTKPBITHIX ceTsX. 2. CreraHorpadus

Tema 8. Ayaut nadopmannoHHOM 6€30MaCHOCTH.

Bpewms - 1 ygac.

OcHOBHBIE BOIIPOCHI:

1. Oranel aynura. 2. Pe3ynbTaTUBHBIE JOKYMEHTHI.

6. IEPEYEHDb YYEBHO-METOANYECKOI'O OBECIIEYEHUSA JIA
CAMOCTOSTEJBHON PABOTHI OB YUAIOIINUXCS O JUCHUIIJINHE

6.1.1. OcHOBHBIC KAaTETOPUH YI€OHON TUCITUTIIIMHBI 11 CAMOCTOSITEIHHOTO U3yUEHUS:

OCHOBHBIMHU BUJAMHU BHEAYJUTOPHON CAMOCTOSTEIHHON pabOThI IPU W3YYCHUH JTAaHHOTO
npeaMeTa SIBISIOTCA: YTEHWE OCHOBHOW W JIOTIOJHUTEIBHOW JUTEPATyphl (B COOTBETCTBHH C
MEepeYHeM OCHOBHOW M  JIOTIOJHHUTEIIBHOW JIUTEpaTyphl, HEOOXOJAMMOW IS OCBOCHUS
JTUCITUTIIMHBI) TI0 YKa3aHUIO MPEToaBaTess, a TaKkKe ¢ UCIoJib3oBaHueM MHTepHeTa; n3ydeHue
KOHCIICKTOB JICKIIMH; y4eOHO-HCCIIeIOBaTENbCKass paboTa MO PyKOBOJACTBOM IPENOIaBaTeNs ¢
WCIIOJIb30BAHUEM KOMIIBIOTEPHOW TEXHUKH, IOBTOpHAas paboTa HajJ y4eOHBIM MaTepHAIOM,
MOJrOTOBKA JOKJIAIOB M TPE3EHTAIMi JUIsl BBICTYIUICHUS HAa CEMHHApax, BBITIOJHCHHE
JOMAIIHUX 3aJaHH.

I'moccapuii: MpeHtudukanmms - MPOIECC COMOCTABICHUS BBEACHHONW WM CBOEH
XapaKTEPUCTHKA C HEKOTOPBIM XpaHUMbBIM CHCTEMOW uJeHTH(HUKaTOpoM. B panmbHeimem
uaeHTUPUKATOp CYOBEKTa WCIOIb3yeTCs Ui MPEIOCTABICHUS CYOBEKTY OIpeNeIeHHOIO
ypoBHs mpaB u mnosHoMmoumil. Kommpomeranus kimroueil - YTpata AoBepuss K TOMY, 4YTO
UCIIOJIb3yeMble KIIouM obOecreunBaioT Oe3zonacHocTh uHGpopManuu. KoubuaenuuansHas
undopmanus - HHPOpPMAIMS C OTrpaHUYEHHBIM JOCTYIIOM, HE COJepKamias CBEACHUN,
COCTaBIISIOLIUX TOCYAAPCTBEHHYIO TaliHY, JOCTYI K KOTOPOW OTPaHUYMBAETCS B COOTBETCTBHH C
3akoHOJaTensCcTBOM Poccuiickoit @enepanuu. Kpuntorpaduueckas 3amura — 3amura JaHHBIX
MpU TOMOIIM KpunTorpaduyeckoro mpeodpazoBaHus AaHHBIX. Kpuntorpadguueckuit kimod -
[TocnenoBaTenbHOCTh CHUMBOJIOB, KOTOpas KOHTPOJMPYET KpUNToTrpaduyeckre Omepaluu
(3ammdpoBanue, pacumppoBaHre, BBIUYHUCICHHE XAII-QYHKIMHU, BBIYUCICHHUE WU MPOBEPKY
uudpoBoi moamucH). Yrpo3a Oe3omacHOCTH HHPOPMALMKA - TOTEHIIMAIBHO BO3MOXKHOE
coObITHEe, MAeicTBHE, MPOIECC WM SBIEHHE, KOTOPOE MOXKET MPHUBECTH K HaPYIICHUIO
KOH(UIEHITMATLHOCTH, [IEJIOCTHOCTH, TOCTYITHOCTH WH(OpPMAIINH, a TaK)Ke HETPABOMEPHOMY €¢
TUpaXUpOoBaHUO. llemocTHOCT, WHGOpPMAIMU - COCTOSHHUE 3allMINEHHOCTH HHpopManuu,
xapakrepuzyemoe crnocoOHocteio AC oOecrieunBaTh COXpaHHOCTh W HEM3MEHHOCTH
KoH(UIEHITMAIEHON WHGPOPMAIMK MPU TOMBITKAX HECAHKIIMOHWPOBAHHBIX WM CIy4ailHBIX



BO3JICHCTBUI Ha Hee B Tmporecce OOpabOTKM WM XpaHEHUs. DICKTPOHHBIA JOKYMEHT -
3aJOKyMEHTUPOBAHHAs. COBOKYITHOCTh JIaHHBIX, IPEJICTABICHHBIX B 3JIEKTPOHHO-IU(POBOI
¢dopme U 3aUKCUPOBAHHBIX HAa MAaTEPHAILHOM HOCHUTENE C PEKBU3UTAMH, MO3BOJISIOIIMMHU
UACHTU(PHUIMPOBATH 3Ty WH(POPMAIMIO U aBTOPOB MOKyMeHTa. VAeHTHHUKAIMS >TIEKTPOHHOTO
JOKYMEHTa 00eCneunBaeTcs CpEACTBAMH 3alllUThI HAa OCHOBE QJITOPUTMOB IH(pOBaHUS,
SIIEKTPOHHOW IM(POBOKH TMOANMCH W 3AIIUTHI OT HECAHKIMOHHPOBAHHOTO JIOCTYIIA.
ABromaTtuzupoBanHas cuctema (AC) - cuctema, cocrosiias U3 NepcoHana U KOMILIEKCa CPEJICTB
aBTOMATH3AIMU €0 JACATEIBHOCTH, PEATN3YIONasi HHPOPMAIMOHHYIO TEXHOJIOTHIO BBITIOTH CHHS
yCTaHOBJICHHBIX (pyHKIMA. Ayrentndukanus - [IpoBepka NpuHAUICKHOCTH CyObEKTY JTOCTYyIa
NPEIbSBICHHOTO UM HJICHTH(UKATOpa, TOATBEPKACHUE TIONIMHHOCTH. AyTeHTH(UKAIUSI
OCYIIECTBJISIETCS. Ha OCHOBAaHMM TOTO WJM HHOTO CEKPETHOro djeMeHTa (ayTeHTHu(dUkaTopa),
KOTOPBIM pAacrojlaraloT Kak CyYOBEKT, Tak W WHPOpManuoHHas cucrtema. JlokanbHas
BbrauciutenbHas cetb (JIBC) - COBOKYIMHOCTh OCHOBHBIX TEXHHUYECKHX CpPEJCTB M CHCTEM,
OCYILECTBISIOUIMX OOMEH HuH(popMaluend MexIy coOod W ¢ ApyruMu UHQPOPMALMOHHBIMHU
cucremMamu, B ToM uucie ¢ JIBC, uepe3 ompenesieHHble TOYKM BXOJAa/BbIXOJa MH(pOpMaluy,
kotopeie  sBisitorcss  rpanuned  JIBC.  MexcereBoit  skpan  (MD) - nmokambHOE
(OTHOKOMITIOHEHTHOE) WM (PYHKIHOHAIBHO-PACIIPENEICHHOE MPOrpaMMHOE (TpOTrpaMMHO-
amnmapaTHOE) CpeJCTBO (KOMILIEKC), peain3yroliee KOHTPOJb 3a HHGOpPMAIIUeH, TOCTyNarIe B
AC u () Beixoasamed u3 AC. MO obecnieunBaer 3ammry AC mocpenctBoM (uiIbTpaluu
nHpOpMAINY, T.€. €€ aHaTu3a IO COBOKYIMHOCTH KPHUTEPHUEB W TIPHHSITHS DPEUICHUS O ee
pactipoctpanennn B (n3) AC Ha OCHOBE 3a/JlaHHBIX TIPAaBWJ, MPOBOMS, TaKUM 0Opa3oM,
pasrpannyeHue Aoctyna cyonrektoB u3 ogHon AC k oobekTam apyroit AC. IP (Internet Protocol)
- IlpoTokoyn mepemaym JaHHBIX CETEBOTO YpOBHs Tpymmbl mpoTokosnoB TCP/IP, 6Ga3oBbrit
npoTokos mepenaun aaHHbIXx B WMuTepHer. VPN (Virtual Private Network) — o06006ménnoe
Ha3BaHHE TEXHOJIOTUH, TO3BOJAIOMIUX O00ECIEeUNTh OJHO WJIM HECKOJIBKO CETEBBIX COCAMHEHUM
(ormveckyro cethb) mopepx apyroi cetu (Hanpumep Mutepuer). SSH (Secure Shell) - cereBoit
MPOTOKOJI TMPUKIAAHOTO YPOBHS, MO3BOJIAIOMIMN MPOU3BOAUTH YIAIEHHOE YIpaBJICHHE
omnepanuoHHON cucreMoil u TyHHenupoBaHue TCP-coeaunenuit (Hampumep, Ui IMepenadyu
(aiinos).

6.1.2. 3agaHus 11 MOBTOPEHUS M YIIIYOJICHUS PUOOPETaeMbIX 3HAHHIA.

No Kon pesynbraTa Saanus

o0y4YeHus
1 I1K-15-31 1.Ha3oBrTE OCHOBHBIE TEPMHUHBI B 00JIACTH 3alTUTH HH()OPMAITUI
2 I1K-15-31 2.IIpoaHanu3upyiiTe CHCTEMHOE 0OecTiedeHue JIIsl 3aIUTH HH(OpMAITIH.
3 I1K-15-32 3. [Ipoananm3upyiTe NpuKIagHOE 00ecTIedeHHe ISl 3aIUTHl HH(POPMAIIHH.
4 I1K-15-32 4.PacckaknTe 0 IPOoIeAype aTTECTAIINN CPEACTB 3aIIUTHL.
5 I1K-15-33 5. Ilepeuncayte OCHOBHBIE IPABOBBIE aKTHI B 00J1aCTH 3alIMTHI HHPOpMALHH.
6 I1K-15-33 6. Kinaccuduuupyiite cucrembl HHGOPMALIMOHHON 0€300aCHOCTH
7 I1K-15-34 7. Yto Takoe nHpopMaLoHHas yrpo3a?
8 I1K-15-34 8.KakoBbl IpUYUHBI YTEUKH WH(POPMALIUH.

6.2. 3agaHus, HanpaBlIeHHbIE HA (OPMUpPOBaHKE MPOGECCHOHATBHBIX YMEHHIA.

No Kog pesynpraTta Sananms

00y4eHust
9 I1K-15-VY1 9.IlpoBenuTe cpaBHUTENbHBIN aHAJIM3 BUJOB HH()OPMALMOHHBIX YTPO3.
10 [K-15-V1 10.IIpoananu3upyiiTe 3aKOHOAATENBCTBO B cdepe pa3paboOTKU  CHCTEM

nH(pOpMaMOHHON 0€301aCHOCTH.




11 K-15-Y2 11. Cozpaiite Tabnuiy c pe3ynbTaTaMH OLIEHUBAHUS MH()OPMALMOHHBIX YIPO3
JUIs. KOHKPETHOT'O IPEANIPHSITHUSL.

12 IMK-15-VY2 12. KakoBa mepa OIIeHKH HECAHKITMOHUPOBAHHOT'O JIOCTYTIA.

13 MK-15-Y3 13. BeopaboTtate KpuTepuu JUIS aHaiM3a MpedjaraéMbIX Ha  pBIHKE
HWHCTPYMEHTANBHBIX CPEACTB AJsl HHQOPMALlMOHHON 3aIlIThl OpraHU3aIHH.

14 I1K-15-V3 14. Yro npexacrasiser coO0i ayuT CUCTEMbI HH(OOPMAITMOHHOM O€301aCHOCTH.

15 I1K-15-Y4 15. TlpuBeanTe mpuMepbl 00HEKTOB HHTEIUICKTYaIbHAS ACSTEIBHOCTH.

16 [K-15-V4 16. Kaxuie BUIbI OXpaHSIEMBIX Pe3yJIbTaTOB HHTEIIEKTYaIbHON AEATENbHOCTH U
CPE/ICTB MHIMBHYAIU3al[UH BaM H3BECTHBI.

6.3. 3anmanus, HampaBlieHHbIE Ha (QopMHpoBaHHE TNPO(PECCHOHANBHBIX HAaBBIKOB,
BJIAJICHUM.
No Kon pesynsTaTta Sananms
o0y4eHus

17 I1K-15-B1 17. IloaroroBuTh TPEOOBAHUS K CHCTEME HH(OPMAITMOHHOM 0€3011aCHOCTH.

18 I1K-15-Bl1 18. HapucyiiTe cxemy CTpYKTYpBI CHCTeMbI HH()OpManMoHHOH 0€30MacHOCTH.

19 MK-15-B2 19. Hapucyiite nepapXu4eckyro CXeMy poJid IepcoHalia B 3aIluTe HHPOPMAaIUU
HAa MPEJIPUSITHH.

20 [1K-15-B2 20. OxapakTepn30BaTh OpraHU3AIMOHHBIE MEPHI 3aLTUTH HHPOPMAaIINH.

21 K-15-B3 21. Odopmure TpeboBaHHS K OPOPMIIEHHIO TEXHUYECKOW TOKYMEHTAIMH IO
cucreMaM HHHOPMAIIMOHHOM 0€30ITaCHOCTH.

22 K-15-B3 22. BelpabotaTe KpuTepuHM ISl aHaNM3a INpEAJaraéMblX Ha  PHIHKE
WHCTPYMEHTAIBHBIX CPEJCTB MHPOPMAIIMOHHOW 0€30acCHOCTH.

23 [1K-15-B4 23. Co3maiite MOJIeb HapyIuTess HHGOPMAIMOHHON 0€30aCHOCTH.

24 I1K-15-B4 24, IIpoBenuTe nMpoueaypsl ayTeHTU(DUKAIMN U UACHTH(DUKAIIHH.

Y4eOHOU TUCIIUTITUHBI

7. ©OHJA OHEHOYHbIX CPEACTB /IS ITPOBEAEHUSA TEKYIIEI'O
KOHTPOJISI U TIPOMEXKYTOUYHOM ATTECTAIIMM OBYYAIOIIIUXCS IO

JACIATITAHE (MOJIYJIIO)

7.1. CpeacTtBa OLICHUBAHUS B X0/I€ TEKYIIETO KOHTPOJIS:

- IIMCBMCHHBIC

KpaTKU€ OIIPOCHI B XOA€ ayAUTOPHBIX 3aHATHHA Ha 3HaHUE KaTel"OpI/Iﬁ

- 3aJlaHUA U YIIPa)KHCHU, PECKOMCHIOBAHHBIC I CaMOCTOSATEIIEHOM pa6OTBI;

- paboTa Ha ceMHUHapax.

7.2. ®OC 151 TEKyLIEro KOHTPOJIS:

Kon pesynbraTa

No N - DOC Tekylero KOHTpOIIA

1 I1K-15-31 3amanue 1 ans npuoOpeTeHws, 3aKpervieHus U yriryOineHs 3Hanui u3 1. 6.1

2 I1K-15-31 3ananue 2 amsi npuoOpeTeHus, 3aKpeIeHNs U yrayOaeHust 3HaHui u3 1. 6.1

3 I1K-15-32 3ananue 3 g npuoOpeTeHus, 3aKpeluIeHHs U yriryOsieHus 3HaHui u3 1. 6.1

4 I1K-15-32 3ananue 4 a5 npuoOpeTeHus, 3aKpeIeHNs U YrayOaeHust 3HaHui u3 1. 6.1

5 I1K-15-33 3ananue 5 s npuoOpeTeHus, 3aKpeIeHNs U YrayOaeHust 3HaHui u3 1. 6.1

6 I1K-15-33 3ananue 6 ams npuoOpeTeHus, 3aKpeieHNs U YIIyOJaeHus 3HaHui u3 1. 6.1

7 I1K-15-34 3ananue 7 s npuoOpeTeHus, 3aKpelieHNs U yrayOaeHust 3HaHui u3 1. 6.1

8 I1K-15-34 3ananue 8 misi mpuoOpeTeHus, 3aKpeIeHNs U YrayOaeHust 3HaHui u3 1. 6.1

9 MK-15-Y1 gaéHaHI/Ie 9 HanpaBieHHbIe HA (OopMUpOBaHHE MPO(ECCHOHATBHBIX YMEHUH U3 T1.
10 MK-15-Y1 iazéa;me 10 HanpaBieHHbIE HA POPMUPOBaHKE MPOPECCUOHANBHBIX YMEHUH U3
11 [1K-15-Y2 3ananue 11 HanpasiieHHbIE Ha OpMHUpPOBaHUE MPOPECCHOHATBHBIX YMEHUH U3




m. 6.2

3aganve 12 HampaBieHHbIE Ha (OpMHpPOBAHUE MPO(PECCHOHANBHBIX YMEHUN U3

12 [IK-15-Y2 6.2

13 MK-15-Y3 3amanve 13 HampaBieHHbIe Ha (OPMHUPOBAHUE MPOQPECCHOHATBHBIX YMEHHUN U3
m. 6.2

14 MK-15-Y3 3ananve 14 HampaBiieHHbIE Ha (OPMHPOBaHUE MPOQPECCHOHATBHBIX YMEHHUN U3
n. 6.2

15 MK-15-V4 3amanue 15 HampaBieHHbIe Ha (OPMHPOBAHUE MPO(PECCHOHANBHBIX YMEHUN U3
n. 6.2

16 [K-15-V4 3ananue 16 HampaBieHHbIE Ha (POPMHUPOBAaHUE MPOPECCHOHATBHBIX YMEHHUN U3
n. 6.2

17 K-15-B1 3ananve 17 HampaBieHHBIE HA (OPMHUpPOBaHHE MPOPECCHOHANBHBIX HABBIKOB,
BJIAJEHUH U3 1. 6.3.

18 K-15-B1 3ananve 18 HampaBieHHBIE HAa (OPMUpPOBaHME MPOPECCHOHANBHBIX HABBIKOB,
BJIAJICHUH U3 1. 6.3.
3ananve 19 HampaBieHHbIE HAa (QOpPMUpPOBaHME MPOPECCHOHANBHBIX HABBHIKOB,

19 [K-15-B2 .
BJIAJICHUH U3 1. 6.3.

20 K-15-B2 3ananve 20 HampaBiieHHBIE Ha (OpMHUpPOBaHUE MPOPECCHOHATBHBIX HABBIKOB,
BJAJEHNN U3 11. 6.3.

21 TK-15-B3 3ananve 21 HampaBieHHbIE HA (OpPMUpPOBaHUE MPOPECCHOHANBHBIX HABBHIKOB,
BJAJEHNN U3 11. 6.3.

29 TK-15-B3 3ananve 22 HampaBiieHHbIE HAa (OpPMUpPOBaHUE MPOPECCHOHANBHBIX HABBIKOB,
BIAJEHNN U3 11. 6.3.
3ananve 23 HampaBiieHHbIE HA (OPMUpPOBaHUE MPOPECCHOHANBHBIX HABBHIKOB,

23 I1K-15-B4 .
BJIAJEHUN U3 1. 6.3.

o4 K-15-B4 3amganue 24 HampaBiIeHHbIe Ha (OpPMHpOBaHHE MPOGECCHOHAIBHBIX HABBIKOB,
BJIaJICHUH U3 11. 6.3.

7.3 ®OC st NPOMEXKYTOUYHOM aTTECTAllUM:
3amaHud U OLIEHKY 3HAHUMN.
No Kon pesynpraTa Sananus
o0y4YeHwHs

Bomnpocs! a1t moaroToBku K 3a4ery 1-4
1. Madopmarus kak 00BEKT MPABOBOTO PETYIHPOBAHHUS.
2. Mepsl 3anmrthl MHGOPMALMK: 3aKOHOAATEIBHOIO, aIMHHUCTPATHBHOIO,

1 ITK-15-31 MIPOIEAYPHOT O, MPOTPAMMHO-TEXHUYECKOTO YPOBHEN.
3. 3axonomarenscTBO PO B 00macTi mHGOpMAIMOHHON O6€30MaCHOCTH.
4. HuadopmarmonHas  0e30macHOCTh  00BEKTa TPH  OCYIIECTBICHUH
MEKIYHAPOJHOIO COTPYIHUYECTBA.
Bomnpocs! a1t moaroToBKu K 3a4ery 5-9
5. Bunst yrpo3 nHbopMaImoHHo# 6e30MacHOCTH.
6. Yrpo3sl KOHCTUTYLMOHHBIM IIpaBaM M CBOOOAaM TIpakIaHMHAa B 00JacTH
UH(POPMALTMOHHOH J1ESITENbHOCTH.

2 [1K-15-31 7. Yrpo3sl HHGOPMALMOHHOMY OOECHEYEHHIO TOCYAAPCTBEHHOW IOJUTHUKU
Poccuiickoit ®enepanuu.
8.Yrpo3el  Oe3omacHOCTH WHGOPMALMOHHBIX M TEIEKOMMYHHUKAIIMOHHBIX
CPEZCTB U CHUCTEM.
9. BHeniHue ¥ BHYTpEeHHHE HCTOUYHUKH YTPO3 MHPOPMAIIMOHHON 0€30IaCHOCTH.
Bomnpocs! st moaroroBku k 3avery 10-14
10. OcHoBHBIE BUABI Yrpo3 0€30MacHOCTH CYOBEKTOB HWH(POPMAIIMOHHBIX

3 K-15-32 OTHOILIEHUI.

11. OcHoBHEIE HCOPCAHAMECPCHHBIC W MPEAHAMCPCHHBIC HCKYCCTBCHHBIC

YTPO3BL
12. OcHOBHBIE IpeJHAMEPEHHBIE UCKYCCTBEHHBIE YIPO3bI.




13. 3akon P® ot 21.09.93 "O rocynapcTBeHHol TaiiHe".
14. 3akon P® ot 09.07.2004r. «O xOMMepUecKoi TaliHey.

Bomnpocs! a1 moaroToBku k 3avery 15-19

15. 3akon P® ot 08.07.2006r. «O nepcoHaIbHBIX JaHHBIXY.

16. «Konmenus 3amutet CBT u AC or HCJl», nmpenHa3zHaveHue, OCHOBHBIC
MOHATHS U HAIPaBIICHUSL.

4 [K-15-32 17.0cHoBuble mpuHOMNBl 3amuTel o7 HCJI, u3noxeHHbIE B HOPMAaTHBHBIX
nokymenTtax koHieniuu 3amutel CBT u AC.

18. CgolicTBa 3alUIICHHBIX AaBTOMATH3MPOBAHHBIX CHCTEM O00pPabOTKU
UH(POPMAIHH.

19. Cennduka BOSHUKHOBEHUS YTPO3 U PUCKOB B OTKPBITHIX CETSIX.

Bomnpocs! a1 moaroToBku K 3adery 20-25

20. YUto moHUMAETCS MO YSI3BUMOCTHIO 3aITUIIICHHBIX KOMITBIOTEPHBIX CUCTEM ?
21.0cHOBHBIC HampaBieHUs oOecrieueHrs: WH(OPMAINMOHHONH 0E30MacHOCTH B
KOMITBIOTEPHBIX CUCTEMaX.

5 MK-15-33 22.0OcHOBHBIE IOHATHS 0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM.
23.YUTo moHWMAETCs MO JINIICH3UPOBAHUEM JIEATEIFHOCTH B OOJACTH 3aIUTHI
uHpopmaun?

24 TlepeurcINTh OCHOBHBIE MEPOMPHUATHS, MO3BOJSIOUINE PEIINTh 3aaady
ITOCTPOEHUS CUCTEMBI 3aIUTH PabOYel CTaHITHH.

25. 1511 9ero uCronb3ylTCsl CHCTEMBI MHOTOYPOBHEBOM 3aIIUTHI?

Bompocs! a1 moAroToBKH K 3adery 26-30

26.Kakue BBl 3Haere AacmeKkThl 3alUTHl WHQOpPMAIMM B CHUCTEME C
pasrpaHUYeHNEeM TTOJTHOMOYHIA?

27 Ilepeuncnute W gaiiTe XapaKTEPUCTHUKY OCHOBHBIM METO/AaM IOCTPOEHHUS
CHCTEM 3aIllUTHl C MHOTOYPOBHEBBIM JJOCTYITOM.

6 I1K-15-33 28.Kakoe MecTo 3aHMMaeT MEXaHU3M IIOJOTHYETHOCTH B  IIOJMTHUKE
0e3011acHOCTH U, Ha KaKKe KaTEeTOPHH JIENIATCS CPEACTBA MOAOTIETHOCTH ?
29.Kakue mpoOiieMbl BO3HUKAIOT TPH HCIIOIB30BAHUM 3alUTHl MHGOpMAITUH
ITyTeM OTpaHUYEeHHS JIOCTyma?
30.Kakue NpUHIMIBI TOJIOKEHBI B KOHIEMIMIO IMOCTPOSHHS 3alUIIEHHBIX
cucrem?

Bomnpocs! a5 moaroroBku k 3adery 31-35

31.IlepeuncnuTh U 1aTh XapaKTEPUCTHKY OCHOBHBIM KOMITOHEHTaM TEXHOJIOTHH
MOCTPOEHUS 3alTUIIIEHHON KOMITBIOTEPHON CUCTEMBI.

32. KakuM cmocoOOM  TPOWCXOAWT HHTETPAlMs  CPEACTB  3allUTBl U

7 I1K-15-34 pacIpoCTpaHEHHBIX MPHUIOKEHUH B 3aIIUIICHHON KOMITHIOTEPHOM CHCTEME?
33.Yrto moHUMAETCA O]l HECAHKITMOHUPOBAaHHBIM JIOCTYTIOM K MH(pOpManmu.
34.IlepedncnuTh U aTh XapaKTEPUCTUKY OOOOIIEHHBIM METOIaM 3allUThl OT
HC/I.
35.YTto moHUMAETCs MO/l CTOWKOCTHIO CHCTEMBI HACHTH (KA ?

Bomnpocs! st moaroroBku K 3avery 36-40
36.Uto sBAsIeTCS UHTETPAIBHON XapaKTEPUCTUKOMN 3aIUIIIEHHON CUCTEMBI?
37.IloHsATHE TOMUTUKN OE30MACHOCTH U €€ OCHOBHBIE 0a30BBIC TIPECTABIICHHS.

8 [1K-15-34 38.B Kakmx ciy4asx HCHONB3YIOT MOJAETH O€30HaCHOCTH IPON3BOIUTENH
3aIUIIIEHHBIX KOMITBIOTEPHBIX CUCTEM ?

39.13 xakux yacret cocrout I'OCT P 15408?
40.Ha xakux 0a30BBIX MPEICTABICHUSX OCHOBAHBI MOJIENN O€30I1acCHOCTH?
3anaHus s OLIEHKU YMEHUM.

No Kon pesynbraTa ananns

00y4eHust
B kauectBe ()OHIOB OLIEHOUHBIX CPEACTB ISl OLIEHKH YMEHUH 00YydaroLierocs

1 [IK-15-Y1 HCIONB3YIOTCSL 3alaHus 9, pEKOMEHIOBAaHHBIE [UI1 BBINOJHEHHS B 4Yachl
CaMOCTOSATENBHOHN paboThI (pasnen 6.2).

2 T1K-15-V1 B kadecTBe (DOHJIOB OLIEHOYHBIX CPEACTB JJIsl OIICHKH YMEHH O0YyYaromierocs




ucronb3ytorcss 3amanus 10, PEeKOMEHJOBAaHHBIC JUIsS BBITOIHECHHUS B Yachl
CaMoCTOSITeNbHOM paboThl (pa3zaen 6.2).

[IK-15-Y2

B kauectBe ()OHIOB OLIEHOYHBIX CPEACTB ISl OLIGHKH YMEHWUH 00ydarouierocs
UCTONB3YIOTCA 3afaHus 11, peKOMEHIOBAaHHBIC AJsl BBIIOJHEHHUS B Yachl
caMmocTosITenbHOoM padoThl (pasaen 6.2).

[K-15-Y2

B xadecTBe (DOHIOB OLIEHOYHBIX CPEACTB JJIs OLICHKM YMCHHH OOYYaroImerocs
HCIOJB3YIOTCA 3aJaHusd 12, PCKOMCHAOBAHHBLIC [JIA BBIIIOJIHCHUA B YacChl
CaMoCTOSITENbHOM paboThl (pa3zaen 6.2).

[1K-15-V3

B xadecTBe (DOHJIOB OLIEHOYHBIX CPEACTB JJIs OLICHKA YMEHHH 00yd4aromierocs
HCIOJB3YIOTCA 3aJaHusd 13, PCKOMCHAOBAHHBLIC [JIA BBIIIOJIHCHUA B YacChl
CaMoCTOSITENbHOM paboThl (pa3zaen 6.2).

[IK-15-Y3

B kadectBe (DOHJIOB OLIEHOYHBIX CPEACTB JJIs OLICHKM YMCHHI O0YYaroImierocs
HCIOJB3YIOTCA 3alaHus 14, PEKOMCHAOBAHHBLIC [JIA BBIIIOJIHCHUA B 4YacChl
CaMOCTOSATENBHOHN paboTh (pasnen 6.2).

[IK-15-Y4

B kadecTBe (DOHJIOB OLIEHOYHBIX CPEACTB JJIs OLICHKM YMCHHI O0YYaroImierocs
HCIOJB3YIOTCA 3alaHus 15, PEKOMCHAOBAHHBLIC [JIA BBIIIOJIHCHUA B YacChl
CaMoCTOSITENbHOM paboThI (pa3zaen 6.2).

[IK-15-Y4

B kadecTBe (DOHJIOB OLIEHOYHBIX CPEICTB IS OICHKH YMEHHI O0Y4aromierocs
HCIIOJIBb3YIOTCA 3adaHus 16, PEKOMCHAOBAHHBLIC [JIA BBIIIOJIHCHUA B YacChl
CaMOCTOSITETHFHOM paboTHI (pasmen 6.2).

3ananusi, HaNpaBJeHHbIe HA (OopMUpPOBaHUE MPOheCCHOHATBHBIX HABBIKOB, BIaJICHUI.

Kon pesynbraTa
o0y4eHust

3amanus

[1K-15-B1

B xauectBe (hOHIOB OICHOYHBIX CPEACTB IS OICHKH HAaBHIKOB, BJIAJCHUMH,
OIbITa  ACATCIBHOCTH  OOYYaloLIerocss  HMCHONB3YIOTCA  3amaHus 17,

PEKOMEHJOBaHHBIE JUIsl BBITIOHEHHUS B 9aChl CAMOCTOSITENFHOW paboTHI (pa3aen
6.3).

[1K-15-B1

B xauectBe (hOHIOB OICHOYHBIX CPEACTB ISl OIICHKH HABBHIKOB, BIIAJICHHIH,
OIbITa  AEATCIBHOCTH  OOYYaloLIErocs  MCHONB3YIOTCA  3aiaHus 18,

PEKOMEHJOBaHHBIE JUIsl BBITIOHEHHUS B 9aChl CAMOCTOSITENFHOW paboTHI (pa3aen
6.3).

I1K-15-B2

B xauectBe (hOHIOB OICHOYHBIX CPEACTB I OICHKH HABHIKOB, BJIAJCHUMH,
ONbITa  JAEATENPHOCTH  OOydJaromerocss  HWCHONB3YIOTCT — 3amgaHus 19,

pEeKOMEHTOBaHHBIE /IS BRITIOJTHEHUS B 9aChl CAMOCTOSITENNFHOM palboTHI (pa3aen
6.3).

I1K-15-B2

B xauectBe (hOHIOB OICHOYHBIX CPEACTB I OICHKH HAaBHIKOB, BIAJCHUMH,
OIBITa  JAEATENbHOCTH  oOydaromierocss  ucHonb3ytorcs — 3amaHus 20,

peKOMCHI[OBaHHBIe JJI1 BBIIIOJTHCHHUS B 4aChI CaMOCTOSATEILHOMI pa60TI>I (pasneﬂ
6.3).

[1K-15-B3

B kadecTBe (OHIOB OIEHOYHBIX CPENCTB I OICHKH HABBIKOB, BIIAJICHHIA,
OIBITa  JAEATENHHOCTH  oOydaromierocss  WCHONB3ylOTCA  3amaHus 21,

peKOMCHI[OBaHHBIe JJI1 BBIIIOJTHCHUS B 4aChI CaMOCTOSATEIbHON pa6OTBI (pa3/:[eJ1
6.3).

[1K-15-B3

B kadecTBe (OHIOB OIEHOYHBIX CPENCTB IJI OIIEHKH HABBIKOB, BIIAJICHHIA,
OIBITa  JAEATENFHOCTH  OOydaromerocss  HUCHONB3YITCA — 3adaHus 22,

PEKOMCHAOBAHHBIC JI BBIITOJHCHUS B HaChI CaMOCTOSATEIHLHOM pa60TBI (paszxen
6.3).

I1K-15-B4

B kadectBe (OHIOB OIEHOYHBIX CPENCTB I OIIEHKH HABBIKOB, BIIAJICHHIA,
OIbITa  JAEATENLHOCTH  OOydaromerocss  WCHONB3YIOTCA — 3amaHus 23,

PCKOMCHAOBAHHLIC JJI1 BBIIIOJHCHUSA B 4aChbl CaMOCTOHTCJ'IBHOfI pa6OTBI (pas)len
6.3).

[1K-15-B4

B kauecrtBe (1)0HZ[OB OLICHOYHBIX CPCACTB AJid OLCHKH HABLIKOB, BJ'Ia,I[eHPIfI,
OIlbITa JACATCIIBHOCTHU 06yan0meroc;1 HCIIOJIB3YHOTCA 3aJaHus 24,

PCKOMCHAOBAHHLIC JJI BBIIIOJHCHUSA B 4aChbl CaMOCTOHTeJ'IBHOfI pa6OTBI (pasnen
6.3).




8. IEPEYEHb OCHOBHOM U JJONIOJIHUTEJbHOM YYEBHON
JIATEPATYPBI, HEOBXOJIUMOM AJIs1 OCBOEHUSA JTUCOUILINHBI (MOJIYJIS)

a) OCHOBHas JIuTepaTypa:

1. BocrpenoBa E. B. OcHoBbl nHpOpMaIIMOHHON 0€301aCHOCTH : yueOHOE 1MocoOue Is
crynentoB By30B / E.B. BocrpenoBa. - ExatrepunOypr : Ypanbckuii GpenepanbHblii YHUBEPCHUTET,
2019. - 204 c. - ISBN 978-5-7996-2677-8. - URL.: https://ibooks.ru/bookshelf/381669/reading. -

TekeT: 27eKTPOHHBIN.

2. llporoB B.IO. MexayHapoiHble U OTE€YECTBEHHBIE CTaHAAPTHI MO0 WH(POPMAIIMOHHOM
6e3omacHocTH: yueb.-meroa. nocodue / B.FO. [ponos. - HoBocubupck : HoBocubupckuit
rOCyJapCTBEHHBIN TeXHUUYECKH yHUBepcuTeT, 2016. - 34 c. - ISBN 978-5-7782-3112-2. - URL.:
https://ibooks.ru/bookshelf/367534/reading. - TekcT: 37EKTPOHHBIH.

3. CerueB 0. H. OcHoBBI mHpOpMaMOHHON Oe3omacHocTH: yueOHOoe mocobme / HO.H.
CrueB. - MockBa : EAOU, 2012. - 342 c¢. - ISBN 978-5-374-00602-5. - URL:
https://ibooks.ru/bookshelf/334542/reading. - TekcT: 37EKTPOHHBIIA.

0) TOTIOJIHUTEIbHAS JTUTEPATYpa:

1. T'amatenko B.A. OcHoBbl mHboOpManmoHHon Oe3omacHoctn / B.A. Tlamarenko. -
Mocksa : Hanmonanpabiii OTkpeiTeii YHHBepcuTeT UHTYUT, 2016. - 266 c. - ISBN 978-5-
94774-821-5. - URL.: https://ibooks.ru/bookshelf/362984/reading. - TekcT: 37eKTPOHHBIIA.

2. T'anatenko B.A. Cranmaptel mHpopManuoHHoi Oe3omacHoctn / B.A. l'amarenko. -
Mocksa : Hanmonanehsiii OTkpeiThiii YauBepcuter MHTYUT, 2016. - 307 c. - ISBN 5-9556-
0053-1. - URL.: https://ibooks.ru/bookshelf/363217/reading. - TekcT: 3I€KTPOHHBII.

3. KoxyxanoB H.M. IIpaBoBbic ocHOBbI HH(pOpManuoHHOU Oe3omacHoctn / H.M.
Koxyxanos, E.C. HenocekoBa. - MockBa : Poccuiickas TamoxeHHas akaaemus, 2013. - 88 c. -

ISBN 978-5-9590-0725-6. - URL: https://ibooks.ru/bookshelf/341087/reading. - Texkcr:
3JIEKTPOHHBIM.

9. IEPEYHEHb KOMIUVIEKTOB JIMHEH3MOHHOI'O U CBOBOJHO
PACITPOCTPAHAEMOI'O ITPOI'PAMMHOI'O OBECIIEYEHMU ],
UCHOJb3YEMOI'O ITPU U3YUEHUU YUEBHOM TUCIHUTIIMHBI

IIpy wu3ydyeHun y4yeOHOW NUCHMIUIMHBI (B TOM YHCIE€ B HMHTEPAaKTUBHOW (opme)
NPEAIoIaraeTcsi TPUMEHEHWE COBPEMEHHBIX HWH(QOPMAIMOHHBIX TexHoJoruid. Kommiekr
MIPOrPaMMHOTO 00ecrieueH s JUIsl UX UCIOJIb30BAHUS BKIIIOUAET B ceOs:

naketel oducHoro mnporpammuoro obecnieuenus Microsoft Office (Word, Excel,
PowerPoint), OpenOffice;

Be0-Opaysep (Google Chrome, Mozilla Firefox, Internet Explorer ap.);

ANEKTPOHHYIO OMOIHOTEUHYIO cucteMy ID00KS.ru.



Jns noctyna K yaeOHOMY IJIaHy M pe3yJbTaTaM OCBOCHUS JAUCIUILIMHBI, ()OPMUPOBAHUS
[Toprdonmo obyyaromerocs: ucmonab3dyercss JIMuHbI KaOUHET CTyAeHTa (OH-JIAlH JOCTYI Yepes
cetb Murtepuer). Jns oOecmeyenuss noctyna oOy4alOUUXCs BO BHEY4eOHOE BpeMs K
AJIEKTPOHHBIM 00pa30BaTEIbHBIM pecypcaM y4eOHOH IUCHMIUIMHBL, a TaKXKe I CTYACHTOB,
06yqa101111/1xcs{ C MIPUMCHCHUCM JUCTAHIIMOHHBIX O6pa3OBaTeJII)HI)IX TCXHOHOFHﬁ, HCIIOJIB3YCTCA
nopTai 3JeKTpoHHOTO 00yueHus Ha 6a3e C/1O Moodle (on-naiin goctym yepe3 cets MHTEpHET).

10. IEPEYHEHb PECYPCOB UH®OPMAILIMOHHO-
TEJJEKOMMYHUKAIIMOHHON CETU «MHTEPHET», HEOBXOJUMBIX JIJIS
OCBOEHMS JUCHHUIIJIMHBI

http://citforum.ru/ CepBep uHGOPMAITMOHHBIX TEXHOJIOTHUI

http://lwww.intuit.ru/ OO0pazoBaTenbHbII MIPOCKT, MPEIOCTABIICHUE yCayr
JTMCTaHLIMOHHOTO 00Yy4eHus

http://www.infoforum.ru/ Hanuonaneheiii ¢dopym uHbOpMaMOHHONW 0€30MacHOCTH
«Huadodopym»

http://www.rupto.ru Caiit henepaibHOM CITy» OBl 110 HHTEJUICKTyaIbHONH COOCTBEHHOCTH
https://ibooks.ru/ DnekTpoHHas OMOIMOTEYHAS CUCTEMa «KAHOYKC»

11. OBYYHEHHUE MHBAJINJIOB U JINIl C OI'PAHUYEHHBIMU
BO3MOXHOCTAMMHA 310POBbS

N3yuenne y4eOHOM NUCHUIUIMHBI OOY4YalOUMMHUCA MHBAIWJAMH W JUIAMU C
OTPaHUYEHHBIMU BO3MOKHOCTSIMH 3JI0POBBSI OCYLIECTBIISIETCS B cOOTBeTcTBUU C [Ipmkazom
MunucrepctBa ob6pazoBanus u Hayku P®D or 9 Hos6ps 2015 1. Ne 1309 «O6 yrBepxkacHUN
[Topsinka obecrieueHus yciaOBUIl JOCTYIMHOCTH Ul MHBAJIMAOB OOBEKTOB U MPEJOCTaBISEMBIX
yciyr B cepe o0pa3oBaHHsA, a TAaKKE OKa3aHUS MM IMPU 3TOM HEOOXOAWMOHN momouim» (c
W3MEHEHUSIMU U JIOTIOJHEHHUSIMH), METOIUYEeCKMMH pPEKOMEHIAIMsIMU TI0 OpraHu3aluu
oOpa3oBaTeNbHOTO TMpolecca s O0Oy4eHHs UWHBAJIWAOB M JIHI C OrPAaHUYCHHBIMHU
BO3MOXHOCTSIMU 3JIOPOBbSI B 00pa30BaTENbHBIX OPraHU3alMAX BBICIIEr0 O0Opa3oBaHUs, B TOM
YHClieé OCHAIIEHHOCTH O0pa30BaTEeNbHOTO MpOIecca, YTBEPKICHHBIMU MMHHCTEPCTBOM
oOpa3zoBanus u Hayku PO 08.04.2014 r. Ne AK-44/058H.

Jluma ¢ OrpaHWYeHHBIMH BO3MOKHOCTSIMH 370POBbsI M HHBAIUIBl 00ECIEYHBAIOTCS
AIIEKTPOHHBIMU 00pa30BaTENbHBIMU PECYPCAMHU, AAANTHPOBAHHBIMU K COCTOSTHHIO MX 3/IOPOBBSI.

IIpenocraBnenue cHenMagbHbIX TEXHUYECKUX CPEACTB OOy4YeHMs KOJUIEKTHBHOTO U
WHIUBUAYAILHOTO TOJB30BaHMs, TMOA0Op # pa3paboTka yueOHBIX MaTepuajoB s
oOyyaronuxcs ¢ OrpaHUYCHHBIMH BO3MOXKHOCTSMH 3JI0POBBSI TPOU3BOJUTCS MPEINOIaBaATEISIMU
C Y4YeTOM HHIUBHAYAJIbHBIX MCUXO(PHU3UOJOTHUECKUX OCOOCHHOCTEH oOydJarommxces u
cnenuduKy mpreMa-rnepeaadn ydaeOHoi nHbopMa Ha OCHOBAaHHH MPOCHOBI, BEIPAKEHHOU B
MUCbMEHHOU opme.

C oOyyaromumucs Mo HMHIMBUAYAIbHOMY IUIAHY WM HHAWBHUIYaTbHOMY TpaduKy
MIPOBOISTCS] MHIMBUyaIbHbBIE 3aHATHS U KOHCYIIbTAIIUU.



12. ONMCAHME MATEPUAJIBHO-TEXHUYECKOM BA3bI,
HEOBXOJUMOIi JUIsS1 OCYIECTBJEHUSI OBPA30OBATEJIBLHOI'O TPOLIECCA
MO JUCHUILIMHE (MOY.JIIO)

VYyeOHas AUCLHUIIIMHA peaIu3yeTcsl B ayquTopuu 325.

OobopynoBanmue:

VYuebnass mebenb: pabodyee MECTO TMPEToAaBaTeNs — CTOJ, CTYJl, ydeOHbIe MecTa JUIs
00yJaromuxcs — MapThl, CTYNbS; JOCKA.

TexHuveckue cpeacTBa 00yueHHs :

[lepenocHoe MynpTUMEMITHOE 000PYIOBaHUE:!

Hoyr0yk, ¢ BbIX0J0M B ceThb VIHTEpPHET U € IOCTYIIOM B 3JIEKTPOHHO-HH(OPMALIMOHHYIO
Cpely UHCTUTYTA, IPOEKTOP, IKPaH JEMOHCTPALIMOHHBIH.

JUia mpoBeneHUs 3aHATHM CEMHUHApCKOro THMA, JIabopaTOpHBIX paboT, TEKYIIEro
KOHTPOJIA U HpOMe)KYTOT-IHOI\/’I arTeCTallui U WHAWBUAYAJIbHBIX KOHCYJ’II)TaHI/Iﬁ HCIIOJIB3YCTCA
ayautopus 310.

OobopynoBanue:

VYyeOHast meOenb: pabodee MECTO NMpemnojaBaTess — CTOJI, CTyJ; ydeOHble MecTa Jyis
oOyuarouuxcs — napThl, CTYJIbs; J0CKa.

TexHuveckue cpeacTBa 00yueHus :

[TepenocHoe MynbTUMEANITHOE O0OPYAOBAHUE:!

Hoyt0yk, ¢ BbIxo0M B ceTh HTEpPHET U € IOCTYIIOM B 3JIEKTPOHHO-UH()OPMALIMOHHYIO
Cpely UHCTUTYTa, MPOEKTOP, SKpaH AEMOHCTPAIIMOHHBII.

Jly1a caMoCTOSATEbHON pabOThl CTYJICHTOB M HAIMCAHUSI KYPCOBBIX pabOT HCIONb3YeTCs
ayautopus 314.

OobopynoBanue:

VYueOnas meOenb: pabouee MECTO MpenojaBaTess — CTOJ, CTyJd; yueOHble MecTa Jyis
oOyuarouuxcs — napThl, CTYJIbs; J0CKA; KOHIUIIOHED.

TexHuuyeckue cpeacTBa 00y4yeHus :

[lepenocHoe MynpTUMEANITHOE 00OPYI0BaHUE:

Hoyt0yxk, ¢ BbIxoq0M B ceTh HTEpPHET U € IOCTYIIOM B 3JIEKTPOHHO-UH(DOPMALIMOHHYIO
Cpely UHCTUTYTA, POEKTOP, IKPAaH JEMOHCTPAIIMOHHBIH.



[Tpunoxxenue 1
TecToBbIC 321aHUA

1. ITox MapopManmoHHOM 6€30M1aCHOCTHIO TOHUMAIOT:

a) 3alIUTy OT HECAHKIMOHMPOBAHHOTO JOCTYIIA

b) 3amuTy undpopManuu oT caAyYAHBIX H MPeHAMEPEHHBIX BO3/1elCTBUI
€CTeCTBEHHOT'OM HCKYCCTBEHHOI0 XapaKTepa

C) 3amuTy MHPOPMAIMH OT KOMIIBIOTEPHBIX BUPYCOB

d) 3a1uyTa OT IPOHUKHOBCHHUA B IIOMCHICHU A, I'/IC HAXOAATCA CEPBEpa

2. YeTsIpe ypoBHS 3alIUTH HHPOPMAITUH - ITO:

d) KOMMEpYECKHUH, ToCy1apCTBEHHbBIN, MYHHIIUTIATbHBIH, YaCTHBIN

b) BOEHHBIH, FOPUANYCCKHIA, MECTHBIN, TUUHBIN

C) 3aKOHOAATEJIbHbI, aIMUHUCTPATHBHDBIN, ANMAPATHO-TIPOTrPAMMHBII,
usnuecknii

d) MopalbHO-3THUYECKHIA, TICUXOJIOTHUCCKHMA, aIMUHICTPATUBHBIN, (PU3HUCCKHIT

3. Yder BceX BO3MOKHBIX KOMMYHHKAITMOHHBIX KaHAJIOB, 00eCTICUeHUs
(buznueckoit6e30macHOCTH, MU(PPOBAHUS PE3EPBHBIX KON U
nH(OpPMAIIAH, TTOKHIAIONIEH KOPIIOPATUBHEIN MIEPUMETP, U IPYTUX
OpPraHU3alMOHHBIX MEPONIPUATUN 3TO?

a) MuauBuayanbHBIH MOIXO0/ K 3AIIATE

b) KommnuexkcHbIii MOAX0X K 3alIUTe

€) CMelranHbli MOIX0/ K 3aIIUTE

d) ParuoHanbHBIH MOIX0/ K 3AIIUTE

4. Texauyeckue CpeCcTBa 3aTUThl HHPOPMAIIUH - ITO:

a) CpelncTBa, KOTOPBIE PEATHU3YIOTCS B BUJIC aBTOHOMHBIX YCTPOMCTB M CHCTEM

b) ycTpoiicTBa, BCTpanBaeMble HEMOCPEACTBEHHO B anmaparypy AC win
YCTPOMCTBA, KOTOPBIECOMpsIraloTcs ¢ anmaparypoir AC 1o ctangapTHOMY
uHTepdercy

C) 9TO MPOrpaMMbl, TIPeTHA3HAYCHHBIC TS BHITIOJIHEHUS (PYHKIINH, CBA3aHHBIX
C 3aIUTORUH(POPMALIUT

d) cpeacTBa, KOTOpHIE PEAIM3YIOTCS B BH/IE JIEKTPHYECKHX,
JJIeKTPOMEXaHMYECKUX HIJIEKTPOHHBIX YCTPOICTB

5. Cucrema ympasiieHus HHGHOPMALMOHHON 06€3011aCHOCTHIO JJOJHKHA
COOTBETCTBOBATHKPUTEPHUSIM:
d) B OKCTPCHHBIX CIIydYasiX JOJIKHA OTKIIOYATHCSI
b) paspaboTka aTak Ha 3aCEKPCUCHHYIO HH(POPMAIIHIO
C) cymMMa 3aTpaT Ha 3alUTY J0JIKHA ObITh MeHbIIIe NPeanoJiaraeMoro ymepoa
d) Bce COTPYIHHKHU JOJKHBI yMETh PabOTaTh C CHCTEMOI

6. YkaxkuTe mporpaMMHO-armnapaTHble CPEICTBA 3aIUThI
a) BHACOKamepa
b) cucrembl nageHTHGUKAIME U Ay TEHTHPUKANT
c) DUII
d) cucTembl mMpPOBAHUS TUCKOBBIX JAHHBIX

7. TloTeHUManbHbIe Yrpo3bl, IPOTHB KOTOPHIX HAIPaBJIEHbl TEXHUYECKUE MEPHI 3aIUTHI
uHpopMaluu
a) Ilorepu undopmanuu u3-3a c60eB 060pyI10BaAHNS, HEKOPPEKTHOW PadOThI



NpPOrpaMM HOMIMOKH 00C/TY;)KHBAKOIIET0 MEPCOHAJIA H N0JIb30BaTeJiei
b) Tlorepu undopmanuu U3-3a XaJIaTHOCTH OOCITY)KHBAIOIIETO MEPCOHAIIA U
HE€ BCACHUSACHUCTEMBI Ha6HIOI[eHI/I$I
c) Ilorepu unpopmaimu U3-3a HE JOCTATOUHON YCTAHOBKH
PE3CPBHBIX CUCTCMOIJICKTPOIIUTAHUN U OCHAILICHHUEC HOMeH.[eHHfI
3aMKaMH.
d) IIporecchl mpeoOpa3oBaHus, MPH KOTOPOM HHODOPMAIIHS yIAISIETCS

8. Bribepure croco0 3amuTsl OT cO0EB YCTPOUCTB IS XpaHESHUS

nH(pOpMAIHH:

a. yCTaHOBKA UCTOYHHUKOB OecriepeO0HOTO TUTaHHS

0. CHMMETPUYHOE MYJbTUIIPOLIECCUPOBAHUE

B. Kaxx/1yto MUHYTY COXpaHATh JaHHbIE

r. Opranu3anusi HaJe:KHOHM ¥ I(PPEKTHBHOM CHCTEMbI Pe3ePBHOI0 KONMUPOBAHUS
Uay0JIMpOBaHUsl JAHHBIX

9. ITporpamMMHbIe CpeICTBA 3AIUTHI HH(POPMAIIHH.

a) TexHuueckue cpeCTBa 3aIUTHI HHYOPMAITUH

b) cpeacrBa apxuBanuu JAHHBIX, AHTHBHPYCHBIE MPOrPaAMMbI
€) HWcrounuku GecriepeOOHOTO MUTAHHSI

d) CwmemanHble cpeCcTBa 3aUTHI HHPOPMAIIUU

10.  ObGecneuenue nocTymna K HH(GOPMAIIUK TOJIHKO aBTOPU30BAHHBIM TI0JIb30BATEISIM
obecrieunBacT

a. KOH(PUIEHUUAIBLHOCTH

0. IIEJIOCTHOCTH

B. JIOCTYITHOCTb

T. TIeJIECO00Pa3HOCTh

11.  Haubonee HaeXHBIM CPEICTBOM MPEIOTBPALLEHUS OTEPh HH(DOPMALIUU TTPH
KPaTKOBPEMEHHOM OTKIIFOUEHUH 3JIEKTPOIHEPTHU?

a. YCTAHOBKA MCTOYHHUKOB Oecriepe0oiiHOro MUTAHMS

b. Takoro cpencTBa He CyIIECTBYET

c. Kaxnyro MUHYTYy COXpaHsTh 1aHHBIE

d. TlepexuapiBarh HHGOPMAIIHIO HA HOCHTEINb, KOTOPBINA HE 3aBHCUT OT SHEPTHH

12. HauGompIryto yrpo3y [uist 0e30MacHOCTU CETH MPEICTABIISIOT.

a. HeCAaHKIHMOHHPOBAHHBII JOCTYII, 3JIEKTPOHHOE MOICTyIIMBAHNE H
npeIHAMePEeHHOEHIH HEYMBIIILJIEHHOE MOBPeKIeHNe

b) BckpbiTHE CTAaHIAPTHOMN YYETHOM 3aKCH OJIB30BATEIIS

C) BCKpBITHE CTaHIAPTHOU YIETHOM IPYIIBI aIMUHHCTPATOpPa

d) xonmpoBanue (HailioB, KOTOPbIC OBUIN U3MEHEHBI B TEUCHHE [THS, Oe3
OTMETKH OpE3€pPBHOM KOIUPOBAHUU

13. ITonutrka 6€301aCHOCTH:

a) (¢uKCcHpyeT MpaBHia pa3rpaHHUCHUS T0CTYIIA

b) orpakaer moaxon opraHU3anMu K 3alIMTE CBOUX HH(POPMALMOHHBIX AKTHBOB
C) ONKCHIBACT CIIOCOOBI 3aIUTHI PYKOBOJICTBA OPTaHU3AIIHH.

d) Oo0ecneunBaer coOIOACHNE 3aKOHOB PD

14.  Pa3BuTHE COBPEMEHHBIX CPEJICTB 0€30yMakHOTO TIOKYMEHTOO00pOTa, CPE/ICTB
ANEKTPOHHBIX IIATEKEH HEMBICTUMO 0€3 pa3BUTHSI CPEICTB JOKA3aTEIbCTBA



MO/UTHHHOCTH U IEJIOCTHOCTH JOKYMEHTa. TaKiM CPEICTBOM SIBIISICTCS:
a) 3JIeKTPOHHO-UU(POBasi NOANMKUCH

b) ayrentudukanms

C) Ouomerpus

d) BomsHBIE 3HAKH

15.  Bribepute crioco0 3amuThl OT cO0EB Mpoiieccopa:
a) ycTaHOBKa HCTOYHHKOB OecriepeOoitHOro
IINTaHUusA
b) cuMMeTpHYHOE MyJIBLTHIIPOLIECCHPOBAHME
€) Kaxayro MUHYTY COXpaHSTh JaHHBIC
d) TIlepexuapiBaTh HHGOPMAIMIO HA HOCHTE b, KOTOPBIH HE 3aBUCUT OT SHEPTHU
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