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1. HAMMEHOBAHME U IHEJIb OCBOEHHUA JUCIHUITIVINHBI

VYuebnas auctumnHa «MHPopManmonHas 0€30MacHOCTh) M3Yy4aeTcsl O0yJaronuMuUcs,
OCBaMBAIOIIMMHU O00pazoBaTenbHylo Tporpammy «llpukiagnas mHQOpMaTHKa» MO TPOPHUIIIO
[Ipuxnaanas nHpopMaTHKa B SKOHOMUKE B COOTBETCTBHH ¢ DenepanbHbIM TOCYAapCTBEHHBIM
o0pa3oBaTeNbHBIM CTaHAAPTOM BBICIIEro oOpa3zoBanus mo HampasieHuto 09.03.03 [puxnagHas
uHpOpPMATHKa, YTBEP)KICHHBIM IPUKAa30M MuHHUCTepcTBa oOpa3oBaHus W Hayku P®D ot
19.09.2017 N 922 (®T'OC BO 3++).

[lenbto u3ydeHUs TUCHMILIMHBI SBJISIETCS OOyYEHHE CTYAEHTOB OCHOBHBIM IOHSTHSIM,
HOJIOKEHUAM U MerojaM Kypca HMHdopmanumoHHas O6e30macHOCTb. 3ajadyaMu  SIBISIOTCA
HOJArOTOBKA CHEIMAIMCTOB, BIAJACIOUINX 3HAHUSAMHA U YMEHUSMU B 00J1aCTH OPraHU3aLMOHHBIX U
TEXHUYECKUX OCHOB oOecmeueHus uHpopMmannoHHON OezomacHoctu (MB) Ha mpenmpustusix
pa3nuyHOro MpoWiIss M OPraHU3alMOHHON CTPYKTYpPHI, HEOOXOIUMBIMH JJISi BBIIOJTHEHUS
00s13aHHOCTEH JTOJDKHOCTHBIMU JIMI[AMHU CHCTEMBl OPraHOB YIIPAaBIICHUS, CIYXO M IICHTPOB
3alIUThl MHQOPMALMU, LIEHTPOB U Y3JIOB CBSI3U IO OpraHU3allMd U OOECHEUCHHIO 3aIlMUTHI
KOH(HIEHIIMATbHON UH()OPMAIK U IEPCOHANBHBIX JTaHHBIX.

N3yuenne y4yeOHONW [UCHMIIMHBI HANpaBI€HO Ha IOATOTOBKY OOydYaroImuxcs K
OCYILECTBIICHUIO JEATEIBHOCTH IO KOHIENTYaJbHOMY, (DYHKIMOHAJIBHOMY M JIOTUYECKOMY
IPOEKTHUPOBAHUIO CHCTEM CPEJHEr0 M KPYMHOI0 MacIiTtada U CIO0XKHOCTH, IUIAHUPOBAHUIO
pa3paboTKU WM BOCCTAHOBIICHUS TpeOOBaHMI K CHUCTEME, aHaTu3y NpOOJIEMHOM CHUTYyalluu
3aMHTEPECOBAHHBIX JIHII, Pa3padoTke OM3HeC-TpeOOBaHMI 3aMHTEPECOBAHHBIX JIUII, TOCTAHOBKH
Heneil Co3MaHusl CUCTEMBI, pa3pabOTKH KOHLEMIMM CHUCTEMBbl M TEXHHUYECKOTo 3aJaHus Ha
CHCTEMY, OpraHH3allMd OLEHKHM COOTBETCTBHS TPEOOBAHMSIM CYILIECTBYIOIIMX CHUCTEM H HUX
aHaJIOTOB, MPECTABICHUIO KOHIICTIIIUH, TEXHUYECKOTO 3aJJaHUs Ha CUCTEMY M U3MEHEHUH B HUX
3aMHTEPECOBAHHBIM JIMIIaM, OpPTaHU3allMM COIJIACOBAHUS TPEeOOBaHUHI K cHUCTeMe, pa3padoTke
mabJIOHOB JTOKYMEHTOB TpeOOBaHWM, ITOCTAHOBKE 3ajaud Ha pa3padOTKy TpeOOBaHMHA K
HOJCHCTEMAaM M KOHTPOJIb UX KauecTBa, CONPOBOXKJICHHUIO MPUEMOYHBIX UCIBITAHUN U BBOJA B
SKCIUTyaTaIldi0 CHUCTEMBI, 00pabOTKe 3ampocoB Ha HU3MEHEHHE TPeOOBaHMI K CHCTEME,
OTIpeNIeIeHHBIX TNpOo(ecCHOHANBHBIM CTaHIApPTOM «CHCTEMHBIH aHATUTHUK», YTBEPKIEHHOTO
npukazoM MuHHCTEpPCTBa TpyAa U coluanbHOU 3amuThl Poccuiickoit @enepanuu ot 28.10.2014
N 809H (Peructpannonnsiit Homep Ne34882).

2. MECTO JJUCHUAILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM
ITPOI'PAMMbI

VYyebnas aucrumimHa «MHpOpManronHass 06€30MacHOCThY OTHOCHTCS K 00S3aTelbHON
yacTu y4eOHOro IUIaHa U u3ydaeTcs Ha 3, 4 Kypce.

2.1. TpeboBaHus K MpPeABAPUTEIHHON MTOATOTOBKE 00YJaIOIIETOCS:

W3yuenuto AaHHOW Y4eOHOM AMCHUIUIMHBI MPEIIIECTBYET OCBOCHHME CIETYIOLINX
yueOHbIX aucuuiuinH: MHpopmatnka u nporpammupoBanue, VH(poOpMalMOHHBIE CUCTEMBI H
TEXHOJIOTHH, YTpaBieHHe HH(POpPMALlMOHHBIMU cucTeMamH, [Iporpammuas HHXKEHepHs,
BbruncnuTenbHble CUCTEMBI, CETH U TeleKOMMYyHUKauuu, [IpoektupoBanre MHGOpMaIMOHHbBIX
cucrteM, OmepanMoHHBIE CHCTEMBI, Pa3paboTka mNporpaMMHBIX MpuiaokeHu, CHCTEMbI



nHpopmarmonHoi 6e3onacHocTH. [lapannensHo ¢ yueOHol nucummumHon «MubopmarmonHas

0€30MacHOCThY  M3Y4YalOTCsS  JUCHUIUIMHBL:  BHenpenwe  MHGOPMAIMOHHBIX  CHCTEM,
Peumxunupunr 6usnec-mpoiieccoB, CucTeMHas apXUTEKTypa.

2.2. IucuuniauHel (MOAYJIU) U MPAKTUKU, JUISI KOTOPHIX OCBOCHUE AAHHOM TUCLUILIAHBI
(Momysl) HEOOXOAMMO KakK MPeAIIeCTBYIOMIEeE:

Pesynbratel ocBoenuss mucturiuHbl «MHbDOpManmoHHas ©6€30MacHOCThY  SBISIOTCS
0a3oi Uil TIPOXOXKIEHUS OOYYaIOIMUMHKCS TPOU3BOACTBEHHON MPAKTUKHU: MPEIIUTIIOMHOM.
PazButre y oOyd4aromuxcss HaBBIKOB KOMAaHJIHON pabOThI, MEKIMYHOCTHONM KOMMYHHUKAIIHH,
NPUHATUS PEIICHUN, JIUJAEPCKUX KAdyeCTB 00ECIICUMBACTCS UTEHHUEM JICKIIMH 1O BCEM TEMaMm,

MMPOBCACHUECM CCMHUHAPCKHUX SaHHTHﬁ, HancCJICHHbIX Ha HpO(i)eCCI/IOHaJII:HyIO ACATCIIbHOCTH

BBIIMTYCKHUKOB U TIOTPEOHOCTH paboTonaTenei.

3. INIAHUPYEMBIE PE3YJIBTATBI OBYYEHUA 110 JUCHUIIJIMHE,
COOTHECEHHBIE C INTAHUPYEMBIMMH PE3YJIbTATAMMN OCBOEHMUAA

OBPA30OBATEJIbHON ITPOT'PAMMBI

B pesynbrare ocBoeHus AMCHMILIMHBI OOydYaloOIIMics MO MporpaMme OakajaBpuara

JOJIKCH OBJIAJACTh:

- Cnocoben pewramsp cmanoapmuvle 3a0auu npogeccuoHanIbHOl 0esAmeaIbHOCMU Ha

OCHOge

ungopmayuounon  u

oubnuozpaguueckoit  Kynbmypol

npumeHnenuem

UHDOPMAYUOHHO-KOMMYHUKAUUOHHBIX MEXHOI02UN U C Y4emoM OCHOGHBLIX MPedoeanuil
unghopmayuonnoii o6ezonacnocmu; (OIIK-3)

IInanupyemMble pe3yJbTaThl 00yYeHHs N0 TUCHUILIIUHE

PopmHpyenmas [Tnaaupyemblie pe3yabTaThl O0ydeHUS Kon pesyxerara
KOMIETEHIIMS 00y4YeHHs
Criocoben 3HaTh:
pelaTh OCHOBBI HH()OPMAIIMOHHOM 0€30MTaCHOCTH ¥ 3aIIUTHI OIK-3-31
CTaHJIapTHbIE vH(popmanuu
3a1a4n TJIaBHBIE TpeOOBaHUs K opraHu3anuu 3pGEeKTHBHOTO OITK-3-32
npoheCcCHOHANBH ¢dbyakuronnpoBanus cucremsl Ub
O¥f IeATEIPHOCTH | METOJbI aHATIN3a MH(POPMAIIMOHHBIX PUCKOB U CTPYKTYP OITK-3-33
Ha OCHOBE Hapyumienus b
UH(OPMAIMOHHO | METOJIbI OLIEHKH YPOBHS 0€30I1aCHOCTU KOPHOPATUBHON OIIK-3-34
u WH(POPMAITMOHHON CUCTEMBI
oubmmorpaduuec | YMeTb:
KOH KYJIBTYpHI C | BBIOMpATh U aHAJIM3UPOBATH [MOKA3aTEITN KAa4eCTBA U
IIPUMEHEHUEM | KPUTEPUHU OLIEHKUA CHUCTEM U OTAEJIBHBIX METOJ0B U OIIK-3-V1
UH()OPMALIMOHHO | CPEJCTB 3aIIUTHl HH)OPMALTUH
- MOJIb30BaTHCSI COBPEMEHHOM HAyYHO-TEXHUYECKON OIK-3-V2
KOMMYHHMKAIIMOH | uH(OpMammel 1o ucciaeayeMbiM mpodieMaM U 3a7auaM
HBIX TE€XHOJIOTHi OCYIIECTBIIATH (HOPMATH3AIINIO TTOCTAHOBKH M PEIICHUS OIMK-3-Y3
U C y4YCTOM 3anaq obecriedeHus: 1b KOMIBIOTEPHBIX CUCTEM H CETEH
OCHOBHBIXU MPOBOJUTH AHAJIN3 KOMIBIOTEPHBIX CUCTEM U CETEH C OIK-3-Y4
TpeboBaHUH TOUKHU 3peHus odecnieyenus ux b
MHPOPMALKMOHHO | Biiagerh:
i GesomacHocTH; IIMPOKOH 001Iel TOATrOTOBKOM (0a30BBIMH 3HAHUSIMU) OIIK-3-B1




(OIIK-3)

IUIs PELIeHUs IPAaKTUYECKUX 3a]1a4 B 00JIacTH
MH(GOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHH

HaBbIKaMU IMPUHATHA OPraHU3allMOHHO-YITPABJIICHUCCKUX

MH(OPMAIIMOHHBIX CHCTEM

peLICHUI B HECTaHJAPTHBIX CUTYalUsIX. bbITh TOTOBBIMU OIIK-3-B2
HECTH 33 HUX OTBETCTBEHHOCTh
HaBBIKAMH 3aIIUTHI HHPOPMALIUU OIIK-3-B3
OCHOBAMH IOCTPOEHHUS U IKCILTyaTalluu 0€30IacHbIX

P yarat OIIK-3-B4

4. OBPBEM JUCHUIIVINHBI B 3BAYETHBIX EJIUHUIIAX C YKASAHUEM
KO/INYECTBA AKAJEMHUYECKHUX YACOB, BBI/IEJIEHHBIX HA KOHTAKTHY1O
PABOTY OBYYAIOIIUXCA C ITPEIIOJABATEJIEM (I1I0 BUJAM YYEBHbIX

3AHATHUI) U HA CAMOCTOSATEJIbHYIO PABOTY OBYUAIOIIUXCS

OO01mast Tpy10€MKOCTh TUCIUTUIHHBI COCTABISIET 4 3a4eTHBIX equHUIb (144 vaca).

Oo6mmas B tom yuciie koHTakTHas paboTa ¢
. ®dopma
No TPYAOEMKOCTD MIPETIoIaBaTeIeM KoHTpostb Cam. HPOMEsKY TOUHOH
B B pabota
Bceero | JI | Cem | KoP | Konc | O aTTecTaluu
3.e. | wacax
1 1 36 4 4 32
2 3 108 12 41 4 1,6 2 0,4 6,6 89,4 OK3aMeH
Uroro 4 144 16 8| 4 1,6 2 0,4 6,6 121,4
Pacnipenenenne yueOHOro BpeMEHHM IO TeMaM M BHUJAM Yy4eOHBIX 3aHATHH 3a04Has
dbopma oOyueHus
HaumenoBanue Beero KonTakTHas paboTa ¢ mpenogaBareneM Cam. dopmupyembie
Ne DAYICIIOB, TEM | yacos | Beero | JI | Cem | KoP | Konc | D | Pa6. PE3YILTATHL
yueOHBIX 3aHATHH o0yueHus
Monyine 1 Beenenue B 6e30nacHOCTh HH()OPMAIIMH COBPEMEHHOTO MPEATPUSITHS
OCHOBHBIC MOHSTHS,
TEPMUHBI 17§
1. | ompenenenus B 13 1 1 12 %%igglz’
obnactu 3aIUTHI
nHpopMaIuu
AKTyambsHOCTh
MPOOJIEMBbI  3aIUTHI
> nHpopmanun. Bumsr 9 5 1 1 7 OIIK-3-33,
" | yrpo3 W PHCKOB OIIK-3-34
WHPOPMALTUOHHON
0e30macHOCTH
3akoHOAATENbHAS H
HOpMaTHBHas  0asa
MIPaBOBOTO OIIK-3-V1,
3. peryaupoBaHUs 15 2 2 13 OIIK-3-Y2
BOIIPOCOB  3allIUTHI
nHPOpPMaLTUH
TpeboBanus K
OpTaHu3aIun
3alIHUTHI
4. | KOH(pUIESHINATEHON 22 1 051 0,5 21 %%If(—i—_]%lz,
nHpOpPMaLUH u
MEPCOHANBHBIX
JTAHHBIX Ha




| mpeanpusrim | | [ N N |

Monyib 2. TexHnomoruu obecrnedeHuss HHGOPMAITHOHHON O€30MAaCHOCTH IPEANPUITHS

ITonnTnka
0e3omacHOCTH u
¢dbopmupoBaHue
OpraHU3aIMOHHOMN OIIK-3-V3,
CTPYKTYPBI CHUCTEMBI 24 2 L3105 22 OIIK-3-Y4
3aIIHUTHI
nH(popMaIuu Ha
HIPEANPUITUN

Mepel u cpencTBa
6. | 3amuTEI 10 2 1 1 8
nHpopMaIu

OIIK-3-B3,
OIIK-3-B4

ITpumenenus
KpUnTorpauIecKux
7. | MeTomoB 3aLHUTHI 21 1 051 0,5 20
nHpOpMaIU  TIpU
paboTe B ceTsx

OIIK-3-33,
OIIK-3-B1

Aynut
8. | mHbOpPMATOHHOM 19,4 1 051 0,5 18,4
0e30IMacHOCTH

OIIK-3-B3,
OIIK-3-B4

ITpomexyrounas arrectarwst (JK3aMeH)

[IpomexyTounas
9. | arrecTaums 4 4 1,6 2 0,4
(Ox3amen)

5. COAEP)KAHUE JMCIIMIIJIMHBI, CTPYKTYPUPOBAHHOE 110 TEMAM
(PA3JAEJIAM)

Tema 1. OcHOBHBIE OHATHUS, TEPMUHBI U OTIPEACICHUS B 00JIaCTH 3alIUTHl HTHGOPMAITUU
Nudopmanus, wHDOpPMAIIMOHHBICE  OTHOIICHHS, CYOBEKTHI  MH(MOPMAIIMOHHBIX
OTHOILICHH, UX UHTEPECHI U MyTH HaHECeHUs UM yuiepba. KoHpuaeHmanbsHOCTh, IET0CTHOCTD,
nocTymHOCTh. OOBEKTHI, e U 3a/1a4H 3aIIUThl HH(pOpMAIIHH.
Tema 2. AKTyanbHOCTb ITPOOJIEMBI 3aIIUTHI HH(POpMauu. Buisl yrpo3 u puckos
UH(POPMALIMOHHOM 0€30MacHOCTH.

dopMHUpOBaHUE MOJEIM YIpo3: Yrpo3bl, peaju3yeMble Yepe3 TeXHUYECKHE KaHajbl
yTeuku HHGPOpMAIUU, BO3HUKAIOIIME 3a CUET HCIOJIb30BAHUS TEXHUYECKHX CPEACTB CheMa
(moOwIBaHMs) MH(MDOpMaIK, 00pabaThIBAEMON B TEXHUYECKUX CPEACTBAX WIJIM BCIIOMOTATEIHHBIX
TEXHUUYECKHUX CpPEACTBaX M CHCTEMax; Yrpo3bl, peaju3yeMble 3a CUeT HECAHKIMOHMPOBAHHOIO
JOCTyNa K MEPCOHAIBHBIM JaHHBIM. MoOJENs Yyrpo3 U MOJIeNb HapyIuTeas WH()OpPMAIMOHHOM’
6e3omacHocTH. Pucku nadopmamonHoi 6€30MacHOCTH.

Tema 3. 3akoHoMaTeNbHASI U HOPMAaTHUBHAs 0a3a MPAaBOBOTO PETYIHPOBAHUS BOIIPOCOB
3alIUTHI UH(OPMAITHH.

Joktpuna uHpopmarmonHoii 6e3onacHoctu Poccuiickoit ®denepanuu. denepanbHbie
3akoHbl Poccuiickoit ®denepanuu. IlocranoBnenus npasButenscTBa Poccuiickoit denepainmu.
Vka3el mnpesunenta Poccuiickoit ®@enepanun. CuctemMa pyKOBOISMIIUX W CHEIUATBHBIX
HOPMATHBHBIX TOKyMeHTOB Poccutickoii denepariu B obnactu 3amutsl nHGopmaruu. [lopsmok
MIPOBEJICHUS HHBEHTApU3aLUY IEPCOHANIbHBIX JaHHbBIX.

Tema 4. TpeOoBaHMs K OpraHMU3aLUH 3aIUTHl KOHQUICHINATBHON HH(pOpMaLUU U
MEPCOHANBHBIX TAHHBIX HA MPEAMPUSITHH.




ITloaroroBka k arrectanuy Ha cooTBeTCTBHE IodokeHHIM D3 Nel52 HanumonanbHBIE
(I'OCT), mexnayHapoaHble M OTpacieBbIE CTaHAAPThI B OOJIACTH 3aIIUTHl HMH(OpPMAIUH,
UH(POPMALIMOHHBIX TEXHOJIOTMH M HEmpepbIBHOCTH OusHeca. Cucrema JUICH3UPOBAHMS
NeSITeIbHOCTH, CePTU(UKALIMU CPEACTB 3aIIUTHl U aTTECTAllUM OOBEKTOB MH(OpMATH3ALUU 10
TpeOoBaHUAM 3aKOHOAaTenbcTBa PD. OTBETCTBEHHOCTH 32 MPABOHAPYIICHUS B 00JIaCTH 3aIUTHI
nHpopmanuu.

Tewma 5. [Tonmutrka 6e30macHOCTH M (OPMHUPOBAHUE OPTAHU3AITMOHHON CTPYKTYPHI
CUCTEMBI 3alUThl THGOPMAIIUU Ha MPEATNPUATUI

KommiekcHast cucrema obGecrniedeHusi WHPOPMAIMOHHON O€30MacHOCTH OpTaHHU3alUH.
OpraHu3allMoOHHas CTPYKTypa CHUCTeMbl oOecreyeHus HH(OPMAIMOHHONW Oe30MacHOCTH
opranmsaiuu TumoBas CTPYKTypa, 3amaud W (QYHKIUM 1ojapasiereHus  (ciayxObl)
uHpopMaMOHHOM  OezomacHocTH  opranm3auumu. CTpykTypa u  0a30BBIi  cocTaB
OpPraHU3alMOHHO-PACTIOPSAUTENBHON JOKYMEHTAllMU OpraHu3alud 10  HH(POPMAUOHHOM
0€30MacHOCTH.

Tema 6. Mepsl 1 cpeAcTBa 3aUTH HHGOPMAITTH

Pa3paboTka W MOCTpOeHHE CHCTEMBbl 3alllUThl MEPCOHAIBHBIX JAaHHbIX. Cucrema
yIpaBiIeHUS] HENPEepbIBHOCTHIO OHM3HECA OpraHu3allid B COOTBETCTBUU C TpeOOBaHUAMU
crangapta BS25999. Onenka 3amuiieHHOCTH KOH(PUISHIMAIBHON HH(POPMAIIMK OT €€ YTeUKu
0 TeXHUYECKUM KaHayiam. CpencTBa 3alMThl MHPOPMALKMU OT €€ YTEUYKH IO TEXHUYECKHM
KaHayiaM. 3alUTa CeTH AIEKTPONUTAHUS U 3a3eMJICHU. DKOHOMHUYECKHE acTIeKThl 00eCTIeYeHUs
0e301acHOCTH. PUCK-OpHEHTHPOBAHHBIN OIX0A B MH(POPMALIMOHHOM 0€301MacHOCTH.

Tewma 7. [Ipumenenust kpuntorpadhuyecKuxX METOI0B 3alIUTHI HH()OpPMAIUK TTPH padoTe B

CeTsIX.

Obecrieuenrie 0e30MacHOCTH  MH(OpPMAMM TPU TOJKIIOYEHHUH BBIYMCIUTENBHBIX
CPEICTB K MEXIYyHAapOJIHbIM HHGOPMAMOHHBIM cucTeMaM. Kpumnrorpaguueckue MeToabl U
cpeactBa 3amuThl  uMHpopmauuu. Choenuduka HHPPACTPYKTYPbl  OTKPBITHIX  KITIOUEH.
Obecnieuenne 0€30MACHOCTH  THUIOBBIX TEXHOJOTMUECKHUX IMPOLECCOB OpTraHU3aluh ¢
UCIIOJIb30BAaHUEM CPEJCTB KPUMITOrPahUIECKO 3alUThI, SJIEKTPOHHAS TTOAIHUCH.

Tema 8. Ayaut unpopmannoHHoit 6€30macHOCTH

CamoorieHKa W ayIuT Kak IMoka3aTenud 3((EKTUBHOCTH IMPOLECCOB 0bOecreueHus
nH(popmanmoHHoW Oe3omacHocTU. Ponu, menmu W 3amadu ayauTa B Mpolecce oOecredeHus
nH(pOpMaIMOHHOM 0€30MacCHOCTH.

Tema 9. [Ipomexxyrounas arrectarus (OK3aMeH)

Bonpocs! 1t MOATOTOBKH K K3aMEHY:

1. Uadopmanus kak 00BEKT IPABOBOTO PETYIUPOBAHMUS.

2. Mepbl 3amuThl  MHGOpPMALMU:  3aKOHOJATEIBHOTO,  aJIMHUHHCTPATUBHOTO,
IPOIIETyPHOT 0, IPOrPaMMHO-TEXHUUECKOTO YPOBHEH.

3. 3akoHonarenscTBO PD B o6sacT nH(pOpMAIIMOHHON 0€30MacHOCTH.

4. NudopmanmonHas 0€30MacHOCTh OOBEKTa MPH OCYIICCTBICHUH MEKIyHAPOIHOTO
COTPYJIHUYECTBA.

5. Buasl yrpo3 undopmanmoHHoi 6€301MacHOCTH.

6. VYrpo3pl KOHCTUTYLIMOHHBIM TMpaBaM M CBOOOJaM TpakJaHMHAa B o0nactu
UH(POPMALIMOHHOM IEATETHLHOCTH.

7. Yrpo3bl uHPOpPMAIIMOHHOMY 00€CIEYeHHUIO TOCYJapCTBEHHON MOMUTHKU Poccuiickoi
denepauuu.



8.Yrpo3pl 0Oe3omacHOCTH WH(GOPMALMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX CPEACTB U
CUCTEM.

9. BHentHMe U BHYTpEHHUE UCTOYHUKH YTIPo3 HHPOPMAITMOHHON 0€30M1aCHOCTH.

10. OcHoOBHBIE BUJBI YTPO3 0€30MaCHOCTH CYObEKTOB MH(POPMAITMOHHBIX OTHOIICHUH.

11. OcHOBHBIE HETIPpEAHAMEPEHHBIE U IPEAHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3bI.

12. OcHOBHBIE NTPEIHAMEPEHHBIE UCKYCCTBEHHBIE YTPO3BI.

13. 3akon P® "O rocynapcTBeHHOM TaiiHe".

14. 3akoH P® «O xoMmepUecKor TaitHe».

15. 3akoH P®. «O nepcoHanbHbIX JaHHBIX».

16. «Konnenuus 3amutel CBT u AC or HCl», npennasHaduenrie, OCHOBHbIE TOHSTUS U
HaIpaBJICHUSI.

17.0cunoBuble npuHnunbl 3amuTel 0T HCJI, u310)keHHbIe B HOPMATUBHBIX JOKYMEHTAX
koH1enuy 3amutsl CBT u AC.

18. CBoiicTBa 3alTUIIICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM 00pabOTKH HH(POPMAIIHH.

19. Cnenudrka BOZHUKHOBEHHS yTPO3 U PUCKOB B OTKPBITHIX CETSIX.

20. Yto noHuMaeTcs o yI3BUMOCTBIO 3aIUIIEHHBIX KOMITBIOTEPHBIX CUCTEM?

21.0cHoBHBIC HampaBjieHHs1 oOecrieueHUuss WHOOPMAIMOHHOW  OE€30MacHOCTH B
KOMITBIOTEPHBIX CUCTEMAX.

22.0OcHOBHBIC TIOHATHS 0€30TTACHOCTH KOMITBIOTEPHBIX CUCTEM.

23.Yt0 TOHMMAaeTCS TOJ JHUIICH3UPOBAHHUEM JCSITEILHOCTH B OONACTH 3allUTHI
uHpopmManuu?

24 1lepeyrcInuTh OCHOBHBIE MEPONPHUATHS, MO3BOJISIONINE PEIINTh 3aJady MOCTPOCHHUS
CUCTEMBI 3alUThl paboyell CTaHIINH.

25. CuctemMbl MHOTOYPOBHEBOM 3aILIUTHI.

26.Kakue BBl 3HaeTe acleKThl 3alUThl WH(OpPMAIMM B CHUCTEME C pasrpaHuYCHUEM
MTOJIHOMOYMI?

27 Ilepeuncnnure U JalTe XapaKTEPUCTHUKY OCHOBHBIM METOJAaM IOCTPOECHUS CHCTEM
3alIUThl C MHOTOYPOBHEBBIM JJOCTYIIOM.

28.Kakoe MecTo 3aHMMAacT MEXaHU3M IMOJOTYECTHOCTH B IMOJIMTUKE OE30MacHOCTH U, Ha
KaKue KaTeropuH JIETSATCS CPEeACTBA MOIOTYETHOCTU?

29.ITpo6yieMbl IpU UCTIOIB30BAHUH 3AIIUTHI MH(POPMALIMK ITyTEM OTpaHUYEHHUs JOCTYTIA.

30.IIprHIMUIIBI TTOJOKEHBI B KOHLIETIUIO MOCTPOCHHUS 3aIMIIEHHBIX CUCTEM.

31.IlepeunicnuTy W JAaTh XapaKTEPUCTHUKY OCHOBHBIM KOMIIOHEHTaM TEXHOJIOTMU
MOCTPOEHUS 3aUIUIIEHHON KOMITBIOTEPHON CHCTEMBI.

32.Kakum crocoboM MpPOUCXOIUT MHTETPAIlUsl CPEACTB 3AIIUTHI U PACHPOCTPAHEHHBIX
IPWIOKEHUH B 3alUIIIEHHON KOMIIBIOTEPHOI cucTeme?

33.YTto moHNUMAaETCs MO HECAaHKIIMOHUPOBAHHBIM JJOCTYIIOM K WH()OPMAIIUH.

34.IlepeyncuTh U 1aTh XapaKTEPUCTUKY 0000IeHHBIM MeTo1aM 3aruTel o HC/I.

35.Uto sBNAETCS MHTETPATBHON XapaKTEePUCTUKON 3al[UIIIEHHON CUCTEMBI?

36.ITonsATHE TOMUTHKY OE30MTACHOCTH M €€ OCHOBHBIE 0a30BBIC MPECTABICHUS.

37. Monenu 6e30macHOCTH MPOU3BOIUTEIHN 3alTUIIICHHBIX KOMITBIOTEPHBIX CUCTEM.

38. TOCT P 15408.

39. Ha xakux 6a30BbIX IPEACTABICHUAX OCHOBAHBI MOZETH 0€30MacHOCTH?

40. ITokazarenu 3amumieaaocta CBT ot HC/I.

41. KoHTpoJIb COCTOSHUS 3aIIUTHI HHPOPMALINH.

42. CpencrBa 3amIuThl HHQOPMAIIHH.



43. OcHOBHBIE YyIPO3bl KOHPUICHITUATHLHOCTH.

44. TakcoHomus yrpo3 Oe3zomacHocTd. UTO Takoe ysI3BUMOCTH 3alIUThI? TakcOHOMHS
yrpo3 6e3onacHoct. OMMOKH B CHCTEMAX 3aIUTHI.

45.  OcHOBOIOJIATAIOIIME MPUHIUIBl  PEIICHUs  3aJa4d  3aKpBITUS  KaHAJOB
HECAHKI[MOHUPOBAHHOIO JJOCTYIIA.

46. [TonsTHE MOMUTHKU U MoJienu Oe3onacHOCTH. CTPYKTypa MOHHTOpPA OOpaIIeHH.

47. Meronpl wuaeHTUUKauu W ayreHTH(duKanuu. CrocoObl ayTeHTHUKAUH —
MOJIb30BATENb «3HAETY», MOJIb30BATEb «UMEET» U MOJIB30BATENb «ECThY.

48. bazossie npeacTaBieHus Mojenei 6e3omacHocTH. CyObEeKThI, 00BEKTHI M TOCTYII.

49. Tlpou3BOJBbHOE YHpPaBICHHE AOCTYINOM CYOBEKTOB K OOBEKTaM M KOHTpPOJIb 32
pacrpocTpaHeHHeM Ipas noctyna. Mozaens Xappucona-Py330-Yiibmana.

50. Mannataas monens bemna-Jlanagynel. CBoiicTBo mpoctoii 6e3onacHoctu. CBoiicTBa
orpanuueHusi. CBOMCTBO CaMOCTOSITEILHOM 3alUTHI.

51. OcHOBHBIE PYKOBOJAIINE JOKYMEHTBI ['OCTEXKOMHUCCHHU MO BOIPOCaM 3allUTHI OT
HECaHKIMOHUPOBAHHOTO JOCTyna K nHpopmaruu. Kiaccel 3aluneHHoCTH.

52. TOCT P HCO MDOK 15048-2002 «OOmme KpUTEpPUH OIECHKH OE30MacHOCTH
nH(popManoHHBIX TexHoyoruiy». [Ipodune 3ammuTel. GyHKMKu Oe3omacHocTh. [Ipemnoxkenus
0€30IMacCHOCTH.

53. OcHOBHBIE (PYHKIIUM OPraHU3AMOHHO-IPABOBON 0a3bl 3alMThl HHPOpMauu. Buabt
nH(MOPMaIMOHHBIX pecypcoB. Kakyro nHpOpMAIHIO OTHOCST K 3aIIUIIAeMON ?

54. OcHOBHBIE 3Tambl Pa3paOdOTKH 3aIIUIIECHHONW CHUCTEMBI: OMpPEICIICHUE MOIUTUKA
O6e3omacHocTH, npoektupoBanue monenu MC, paspabotka koma MC, obecrieueHne TrapaHTUi
COOTBETCTBUS peain3aluy 3aJaHHON MOJUTHKE 0€30MaCHOCTH.

55. KowMmproTepHbIe TPECTYIUICHUS TMPOTHB TOCYAAPCTBEHHBIX W OOIIECTBEHHBIX
UHTEPECOB.

56. OcHOBHBICE BHIIBI TPECTYIUICHWH, CBS3aHHBIX C BMEIIATEIILCTBOM B PaboTy
KOMITbIOTEPOB.

57. Tpusznaku 3anmmaemoil nHpopManuu. Brmagensiel 3ammiaeMoil nHGOpMAIHH.
[IonsATHE «TOCYAAPCTBEHHAS TalHAY.

58. CyObekT noctynma K WHGPOpPMAIUU, HOCHTENTh HHQPOPMAIIMH 5TO, COOCTBEHHUK
nHpopmaruu, Biaaenen nHGpopMaluy, MoIb30BaTeNb (MMOTPEOUTENb) HH(pOpMAaIUH.

59. IlpaBo noctyma Kk uHMGOpPMAIUH, TPABUIIO JOCTYIA K HHPOPMAIIUH.

60. Yrpo3sl KOHCTUTYIITMOHHBIM TIpaBaM M CBOOOJIaM YeJIOBEKa U IpakIaHWHA B 00JaCTH
JTyXOBHOM XKU3HU U HHPOPMAITMOHHOM JESITCIIBHOCTH.

IL1aHbI cCEeMUHAPCKHUX 3aHATHI

Tema 2. AkryanpHOCTH NpOONIEMBI 3almUThl HMH(pOpPManuu. Bumbl yrpo3 M puckoB
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

Bpewms - 1 yac.

OCHOBHBIE BOITPOCHI:

1. Knaccudukamus yrposz Ub. 2. Knaccudukamus puckos b

Tema 4. TpeOGoBaHus K OpraHu3alMM 3alIUThl KOHOHUACHIMATbHOW HH(OpMaruu u
NEPCOHANBHBIX JaHHBIX HA MPEANPHUITHN.

Bpewms - 0,5 gac.

OCHOBHBIE BOIIPOCHI:



1. Cucrema JMIEH3UPOBAHUS JEATEIBHOCTH, CEPTU(UKALUU CPEACTB 3aIIUTHl U
arrecTallui  OOBEKTOB HMH(pOpMATH3aUMU 10 TpeOOBaHMAM 3aKOHOJareidbcTBa PO, 2.
OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHHS B 00J1aCTH 3aIUTHI HHPOPMALUU

Tema 5. ITlonmTuka 0€30MAaCHOCTH M (OPMHUPOBAHUE OPTraHU3ALMOHHOW CTPYKTYpPBI
CHCTEMBI 3alUTHI HH(OPMALIMK Ha MPEIIPUATHH.

Bpewms - 0,5 gac.

OCHOBHBIE BOITPOCHI:

1. TTonsatre monuTuku 6e30MmacHOCTH npeanpusaTHs 2. DopMUpOBaHHE OPTaHU3AIMOHHON
ctpyktypsl C3U B opranuszanum.

Tema 6. Mepsl 1 cpeCTBa 3alUTH HH(POPMAIIH.

Bpewms - 1 yac.

OCHOBHBIE BOIIPOCHI:

1. Mepn! 3amutel uHGopMmanuu. 2. CpeacTsa 3amUThl HHGOPMALIUK OT €€ YTEUKH I10
TEXHUYECKUM KaHaJlaM.

Tewma 7. [IpuMenenus: KpuntorpaguuecKux METOIOB 3alUTH HHGOPMAITUH TTPH paboTe B
CeTsX.

Bpewms - 0,5 gac.

OCHOBHBIE BOIIPOCHI:

1. Hcnonp3oBaHue OTKPBITHIX M 3akpbIThiX Kiatoued. 2. udp Lesaps. 3. Iudp
Buxenepa.

Tema 8. Ayaut uHpOpMaLMOHHOM 6€30MacHOCTH.

Bpewms - 0,5 gac.

OCHOBHBIE BOITPOCHI:

1. Pomm, menm w 3amadu  ayauTa B IIporecce oOecrnedeHus HWH(POPMAIMOHHON
6e3omacHocTH. 2. Drtamnsl ayauta Ub.

6. HIEPEYEHb YYEBHO-METOJANYECKOI'O OBECIIEYEHUSA 51
CAMOCTOSTEJBHOM PABOTHI OB YUAIOIINXCS MO JUCHUILINHE

6.1.1. OcHOBHBIE KaTeropuu y4eOHON AUCHUIUIMHBI JJIS1 CAMOCTOSITEILHOTO H3yUCHUS:

OCHOBHBIMU BHJIaMU BHEAYJAUTOPHON CaMOCTOSTEIbHON pabOThl PU U3yYEHUU JAHHOTO
npeaMeTa SBISAIOTCS: YTEHHE OCHOBHOM W JTOMOJHUTENBHOM JUTEepaTypbl (B COOTBETCTBUH C
MEepEeYHEM OCHOBHOW W JIOTIOJTHUTEIBHOW JIUTEpATypbl, HEOOXOAUMOW JUIsl OCBOCHUS
JUCIUIUIMHBI) 110 YKa3aHUIO MperojaBaTelis, a TakXKe C UCIOoNb30BaHueM MHTepHeTa; nu3ydyeHue
KOHCIIEKTOB JIEKLIUH; y4eOHO-UCCeI0BaTeabCcKas paboTa Mo pyKOBOJACTBOM IIPETOIaBaTelNs ¢
UCIIOJIb30BAaHUEM KOMIIBIOTEPHON TEXHHMKH; INOBTOpHas paboTa HaJ Y4eOHBIM MaTepHalIOM,
MOJTOTOBKA JIOKJIAI0B M MPE3EHTALMH /7S BBICTYIUICHUS Ha ceMuHapax. [ moccapuii: AGOHEHT -
oo  (Tpymma ML, OpraHM3aiusi), HMEIoLIee MpaBO Ha IIOJIb30BAaHHME  yCIyraMu

BBIYUCITUTEIIFHOW CHUCTEMBI. ATmmaparTHas 3almMra WHQOPMAMU — 3TO CPEACTBA 3aIIUTHI
WHQPOPMAIIMOHHBIX CHUCTEM, KOTOpBbIC peali30BaHbl Ha alllapaTHOM YpOBHE. ATMIapaTHbIe
cpencTtBa 3amUThl  MHPOPMAMM — OTO O0s3aTenbHas YacTh OE30MacHOCTH  JIFOOOH

MH(QOPMAIIMOHHOW CHCTEMBI, HECMOTpPS Ha TO, YTO pa3padOTYMKH ammapaTypbl 3a4acTyro
OCTaBJIAIOT MPOrPaMMHECTaM pelieHue npodieM nHpopmMannoHHo# O6ezonacHocTu. AOOHEHTCKOE
mudpoBanue (MHPOpMaLUU) - crnocod MmuUpPOBaHUSA, MPU KOTOPOM 3alIH(PpOBAHUE JAaHHBIX
OCYILECTBIISICTCS B CUCTeMe abOHEeHTa - moiy4aress. AGOHEHTCKoe mu(poBaHue (OKOHEYHOE)
[end-to-end encryption] - 3amuTa nHbOpMaLKH, IEpeIaBAEMOI CPEICTBAMU TEIEKOMMYHUKALIUI



KPUNTOrpaUUECKUMH METOJaMH, HENOCPEICTBEHHO MEXKAY OTIIPABUTENEM U MOJIydaTeseM.
AKTHBHBI ayAMT — ONEPATUBHBIM ayIUT C aBTOMATUYECKUM pEarMpoBaHUEM Ha BBISABIICHHBIC
HEIUTaTHbIE CHUTyalWu. AYIUT — 3TO aHAIM3 HAKOIJICHHOW HH(OpMAIMK, NPOBOAUMBIMA
ONEpPaTUBHO, B pEAIbHOM BpPEMEHM WM NEpUOJUYECKH (Hampumep, pa3 B  JICHB).
Ayrentudukanus (yCTaHOBJICHHE NOUIMHHOCTH) — TMPOBEPKA NPUHAIICKHOCTH CYOBEKTY
JOCTyNa TPEABABICHHOTO MM HWACHTU(GUKATOpPAa W TMOATBEPXKIEHHE €ro IOJIMHHOCTH.
Nnentudukanus — npucBOeHHE CyOBEKTaM W 00BEKTaM JOCTYyMa JUYHOTO UACHTHU(HUKATOpA U
CpaBHEHHE e€ro c¢ 3agaHHbIM. MHpopmannoHHas O0€30IaCHOCTh — 3TO 3alUIIEHHOCTb
UHPOPMALMU U MOJAEPKUBAIOLIEH ee MHPPACTPYKTYPHl OT CIy4alHBIX WM MpeIHaMEPEHHBIX
BO3/ICUCTBUI €CTECTBEHHOTO MJIM MCKYCCTBEHHOT'O XapakTepa, KOTOpPble MOTYT HaHECTH yIepO
BJIAJENIbLIaM WM TI0JIb30BaTeNsIM HH(pOpManuu. 3amuTta UHGOPMAIMM — 3TO JESTEIbHOCTD,
HaIpaBJICHHAs Ha IIPEIOTBPALLIEHHUE YTEUKH 3alUIIAeMOM uHpopManuy,
HECAaHKIIMOHMPOBAHHBIX M HEMpeIHAMEPEHHBIX BO3JCHCTBUI Ha 3alllMIIAeMyI0 HH(OPMAIHIO.
JIOCTYITHOCTh — 9TO TapaHTHs TONy4YeHHUs TpeOyemon wuHOpMau WM HWH(POPMAIMOHHON
YCIyTH IIOJIb30BaTElIEM 3a OIpeNelncHHOe BpeMs. LlenocTHOCTh — rapaHThs TOro, 4YTO
uH(popMalus ceifuac CyIecTBYeT B €€ HCXOAHOM BHJIE, TO €CTh IIPH €€ XpPaHECHUH WUJIM Iepeade
He OBbLJIO MPOU3BEACHO HECAaHKI[MOHUPOBAHHBIX M3MeHeHUH. KoH(UIeHInanbHOCTh — rapaHTHs
JOCTYITHOCTH KOHKPETHOM MH(POPMALIMHU TOJIBKO TOMY KPYTY JIUII, JUIsI KOTO OHA MpeJHa3HaueHa.
l'ocynapcTBeHHass TaiiHa — 3alIMIIaeMble TOCYJapCTBOM CBEAEHUS B OOJACTH €ro BOCHHOM,
BHEIIIHEIIOJIMTUYECKOM, JKOHOMHUYECKOH, pa3BEIbIBATEIbHOM, KOHTPPAa3BEIbIBATEIBHON H
OTIEPATUBHO-PO3BICKHON JEATETLHOCTH, PACHPOCTPAHEHUE KOTOPBIX MOXKET HAHECTH YyIepO
6e3zonmacHoctu  Poccuiickoit ®Depepanmu. Cuctema 3alUThl TOCYIapCTBEHHOW TaWHBI —
COBOKYITHOCTb OpPraHOB 3allUTHl T'OCYAAPCTBEHHOW TaWHBI, UCIOJIB3YEMBIX MMM CPEICTB U
METOJIOB 3aIMTHI CBEICHNMN, COCTABISAIONUX FOCYIapCTBEHHYIO TallHy, U UX HOCUTEIIEH, a TAKKe
MEpONPUATHHA, IPOBOJUMBIX B 3THX LeisaxX. CpencTBa 3aliuThl HHGOPMALMKU — TEXHUYECKHE,
KpUNTorpajguueckue, NporpaMMHbIE U JpYT'M€ CpEeACTBa, INpEeAHA3HAYEHHbIE I 3allUThI
CBEICHM, COCTABIISIIOIIMX FOCYAAPCTBEHHYIO TaliHy, CPEACTBA, B KOTOPHIX OHU PEAJIN30BAHBI, a
TaKXe CpPelCTBAa KOHTPOJISA 3PPEKTUBHOCTH 3aiuThl nHpopmanuu. [Tomurruka GezomacHocTH —
3TO KOMIUIEKC HPEIYNpEeIUTETIbHBIX MEp MO 00ecledyeHUI0 MHPOPMALMOHHOW Oe30MacHOCTH
opranuzaiuu. lloauTuka Oe30macHOCTH BKJIIOYAET IpaBHJIa, MPOLEIYyphl M PYKOBOISIIME
IOPUHIUNBI B 00JacTH 0€30MacHOCTH, KOTOPBIMH PYKOBOJCTBYETCS OpraHU3alus B CBOEH
NESITeIbHOCTH. YTpo3a «MH(OPMAIIMOHHON 0€30MacHOCTH» — 3TO MOTEHIMAIbHASI BO3MOXKHOCTb
HapyleHUs pekuma MH(OopManoHHON Oe3onmacHOCTH. IlpeaHamepeHHas peanusanusi yrposbl
Ha3bIBACTCS aTaKoW Ha MHMOPMAITMOHHYIO cucTeMy. [IporpaMMHBII BHPYC — 3TO UCTIOTHIEMBINA
WINA WHTEPIPETUPYEMBIH MPOrpaMMHBIN KO, 00JIa1atouii CBOMCTBOM HECAaHKIIMOHUPOBAHHOTO
pacnpoCTpaHEHUsT W  CaMOBOCIPOU3BEAECHHUS B  aBTOMAaTHU3MPOBAHHBIX CHUCTEMAaX  WIIH
TEJIEKOMMYHUKALIMOHHBIX CETAX C IE€JbI0 M3MEHUTh WM YHUYTOXKUTh IPOrpPaMMHOE
oOecrieyeHne W/WIM JaHHBIE, XpaHAIIUecs B aBTOMATH3MPOBAHHBIX CHUCTEMax. Y JalleHHas

yrpo3a — TOTEHIMAIbHO BO3MOXHOE HH(M)OPMAIIMOHHOE pa3pylIaloliee BO3ICHCTBUE Ha
pacrpeneNieHHY0 BBIYMCIUTEIBHYIO CETh, OCYIIECTBIIsIEMas MPOTPAMMHO IO KaHajaM CBSI3H.
OneKkTpoHHass [HU(pPOBas TMOANMUCH — TPEACTABISIET COO0OM OTHOCUTEIHHO HEOOIBIIOE

KOJIMYECTBO JIOMOJIHUTEIbHONW ayTeHTU(UIMpYIONed WH(OpMaIuu, mepeaaBaeMoil BMeCTe ¢
MO CHIBAEMBIM TEKCTOM. MexceTeBoi akpaH (Opanamayap, firewall) — 3To nmporpammHuas uiam
OporpaMMHO-annapaTHas CUCTeMa, KOTOpas KOHTPOJUpPYeT HWH(GOPMAIMOHHBIE TOTOKH,
MOCTYMAIONIMe B MHPOPMAIIMOHHYIO CHCTEMY W/WJIHM BBIXOJSIIME U3 Hee, Takke o0ecreynBaeT
3alUTY MH(POPMALMOHHOM CHCTEMBI MOCPEACTBOM (QuIbTpanuu HHPopManuu. Duibrpanus



uH(pOpMallMM COCTOUT B aHainu3e HMH(OpPMANMKU TO COBOKYHMHOCTH KPUTEPUEB U IPUHATUU
pElIeHUs 0 €€ pUeMe /Ui Tepeaaye.

6.1.2. 3amanust 1uig OBTOPEHUS U yriIyOJIeHHus TpruoOpeTaeMbIX 3HAHUH.

o Kon pesynbrara Saxanus
o0yyeHus
1 OIIK-3-31 1. OxapakTepu3yiiTe OCHOBHBIE METOIbI 3AIIUTH HHOPMALIUU
) OIK-3-31 2. [IpoBeauTe cpaBHUTEIHHBIN aHATN3 TIPOTPAMMHOTO OOeCTIeUeHHsI Ha
pBIHKE HHOOPMAIIMOHHOM 0€30IaCHOCTH
3 OI1K-3-32 3.Ha3oBuTe OCHOBHBIE CTaHAAPTH 0€30IIACHOCTH
4.HazoBuTe TUMOBBIE TPOTPaMMHO-aMNMAPaTHBIE CPECTBA M CUCTEMBI
4 OIIK-3-32 3aIUTH HHPOPMAIIUN B CHCTEMAX CBSI3HM OT HECAHKITHOHHUPOBAHHOTO
JIOCTyTIa
5 OIK-3-33 5.0numTe cCoBpeMeHHbIE MOJXO0bI K TOCTPOCHUIO CUCTEM 3aIlIHUTHI
uHpOpPMaLUH
6 OI1K-3-33 6.HazoBute KpuTepun orieHKH 3anuieHrocty NC
7 OI1K-3-34 7.UT0 Takoe MOJUTHKA U TIpolieyphl obecneuenus b
8 OIIK-3-34 8. CchopmynupyiiTe TpeOOBaHMS K 3aIIUTE MEPCOHAITBHBIX JAHHBIX
6.2. 3aganus, HanpaBJieHHbIE Ha (POPMUPOBAHHUE POPECCHOHATBHBIX YMEHUI.
No Kon pesynberaTta ananms
o0yyeHus
9 OIIK-3-V1 9. PazpabotaiiTe TpeOOBaHMSI K 3aNTUIICHHONH NH(HOPMAITMOHHON CHCTEME
10 OIMK-3-Y1 10.KinaccuduuupyiiTe COBpeMEHHBIMU TEXHOJOTHAMHU HH()OPMALIMOHHON
0e30nacHOCTH
1 OIK-3-Y?2 11. Cnenaiite cpaBHUTENBHBIN aHATIN3 METOAOB (OPMANBbHON HOCTAHOBKH
1 penieHus 3a1a9n obecriedeHust Ib KOMITBIOTEPHBIX CHCTEM M CeTeH
12 OIIK-3-V2 12.IlpencTaBbTe CTPYKTYPY TEXHUKO-9KOHOMHYECKOTO 000CHOBAHHUS
13 OIIK-3-V3 13. Ilpoananusupyiite 6azoBbie nousatus ['OCT P 15408
14 OIK-3-V3 14.IIpoananu3upoBath HHOOPMALIMOHHYIO HHPPACTPYKTYpPY OOBEKTa U
ero 0e30MacHOCTH
15 OIK-3-V4 15.Ilpoananu3upyiite Mepsl MpoTHBOACHCTBHS yrpo3am Wb ¢
WCIIOJIb30BaHMEM Pa3IMYHBIX MPOTPaMMHO-aNIAPATHBIX CPEACTB 3aITUTHI
16.Pa3paboraiiTe MOJEIb TEIEKOMMYHHUKAIIMOHHBIX CHCTEM U
16 OIIK-3-Y4 MH(GOPMAITMOHHON 0€301MaCHOCTH, HCTIONIB3Ysl U3BECTHBIC TIOIXO/IbI,
METO/TbI, CPEJICTBA U TEOPETUIECKUE OCHOBHI
6.3. 3agaHus, HampaBlICHHbIE Ha (HOpPMHUPOBAHHE MPOPECCHOHATHHBIX HABBIKOB,
BJIaJCHUN.
No Kon pesynbrara Sananns
00yJeHIS
17 OINK-3-B1 17.IIpoaHanu3upyiTe OCHOBHBIE YTPO3bI HHPOPMALTUOHHOMY
o0ecrneueHuIo rocyJapcTBeHHON nonutuku Poccuiickort denepanmu
18 OIK-3-B1 18. Pa3paboraiite TpeOOBaHMs U OOIIYIO CTPATETHIO MOCTPOCHUS
cucremsl b
19 OIIK-3-B2 19.Bri6epute npoduiny 3alUTsl B 3aBUCUMOCTH OT MOJIEITH YTPO3
20 OITK-3-B2 20.ITpoBeaure 0030p COBpEMEHHON HayYHO-TEXHUYECKON HHpOpMALIUU
mpobJieMaM | 3aa4aM HHGOPMAIMOHHOM 0€30MaCHOCTH
21.IIpoaHam3upyiTe MPOIECC OPTAHU3AITMOHHOTO 00ECIICUEHUS
21 OIIK-3-B3 MH(OPMAITMOHHON 0€30IMaCHOCTA aBTOMAaTU3UPOBAHHBIX CHCTEM
00pabOTKHU TaHHBIX
2 OIK-3-B3 22.0uennre POIIH, LeMH 1 3a/1aH ayUTa B MpoLecce obecrieueHus
nHGOPMAITMOHHOM 0€30MaCHOCTH
23 OIIK-3-B4 23.IlpoBeaute cpaBHUTENBHBIN aHanu3 3akoHa PO «O xommepueckon




taiiHe» U 3akoHa P® «O nepcoHalbHBIX JaHHBIX»

24

OIIK-3-B4

24, 3ammdpyiite TexcT mmdpom Brkenepa

7. ®OHJ OODEHOYHbIX CPEACTB AJIA ITPOBEJEHUA TEKYHIEI'O

JUCUUILIMHE (MOAY.JIIO)

7.1. Cpencrsa OLEHMBaHUS B XOJI€ TEKYIIET0 KOHTPOJIA:

KOHTPOJISI U TIPOMEXYTOUYHOM ATTECTAIIMM OBYYAIOIIIUXCS 11O

- NHACBMEHHBIE KPAaTKUE OIPOCHl B XOJAE ayJAUTOPHBIX 3aHATUM Ha 3HAHWE KaTETOPU

y4eOHOM TUCITUTLINHBI

- 3aJIaHMsI U YITPAXKHEHUS, PEKOMEHIOBAHHBIC JJISl CAMOCTOSTEIILHON paOOThI;
- paboTa Ha ceMHHapax.

7.2. ®OC g5 TEKYIIETO KOHTPOJISA:

Kon pesynberaTta

®OC Texymero KOHTPOIIS

0o0yJeHIS

1 OIK-3-31 2alz[aHHe 1 mrst mpuoOpeTeH s, 3aKPETUICHUS M YTITyOJIeHUs 3HAHUN W3 TI.

5 OIK-3-31 2alﬂanne 2 i IpuOOpEeTeHUs, 3aKPEIUICHHUS M YIIyOJICHUS 3HAHUN U3 II.

3 OMK-3-32 2alz[aHHe 3 T IPUOOPETEHMSI, 3aKPETUICHUS M YTITyOJIeHUs 3HAaHUN U3 TI.

4 OIK-3-32 2alﬂanne 4 st npuoOpeTeHus, 3aKPeIUICHUS U yIrIyOJICHUs 3HAHUN U3 II.

5 OMK-3-33 2alz[aHHe 5 Ut IPUOOPETEHMSI, 3aKPETUICHUS M YTITyOJIeHUs 3HAHUN U3 TI.

6 OIK-3-33 2alz[aHI/1e 6 11 MpUOOpeTeHNs, 3aKPETUICHUS W YIITyOJICHUs 3HAHWUH U3 TI.

7 OITK-3-34 2alz[aHHe 7 sl IPUOOPETEHMSI, 3aKPETUICHUS M YTITyOJIeHUs 3HAHUH W3 TI.

] OIK-3-34 2alﬂanne 8 nnst mproOpeTeHMs, 3aKPETUICHUS U YIiTyOJIeHUs 3HAHUH U3 1.

9 OIK-3-Y1 3az[aHI/£e 9 HampaBicHHbIE Ha (GopMUpOBaHHE MPO(HECCHOHATBHBIX
yMeHH# u3 1. 6.2

10 OIMK-3-Y1 3a;[aHI/£e 10 nHampamneHHbie Ha (opMmHpoBaHHE NPOPECCHOHATBLHBIX
YMEHUH U3 1. 6.2

1 OIK-3-Y2 3az[aHHUe 11 wnHampaBieHHble Ha (opMHpPOBaHHE NPOPECCHOHATBHBIX
yMeHu# u3 1. 6.2

12 OIK-3-Y2 3a;[aHI/£e 12 nHampaBneHHble Ha (opmHpoBaHHE NPOPECCHOHATBLHBIX
YMEHUH U3 1. 6.2

13 OIK-3-Y3 3az[aHHUe 13 wnHampaBieHHble Ha (opMHpPOBaHHE NPOPECCHOHATBHBIX
yMeHui u3 1. 6.2

14 OIK-3-V3 3a;[aHI/£e 14 wnampamneHHbie Ha (opMHpOBaHHE NPOPECCHOHATBLHBIX
YMEHUH U3 1. 6.2

15 OIK-3-V4 3az[aHHUe 15 wHampaBieHHble Ha (opMHpPOBaHHE NPOPECCHOHATBHBIX
yMeHui u3 1. 6.2

16 OIK-3-V4 3a;[aHI/£e 16 wnHampaBneHHbie Ha (opMHpOBaHHE NPOPECCHOHATBLHBIX
YMEHUH U3 1. 6.2

17 OIMK-3-B1 3agaame 17 HalpaBJIeHHEIE  Ha ¢dbopMupoBanue MpodhecCHOHaIbHBIX
HaBBIKOB, BJIaJICHUM 13 11. 6.3.

18 OIK-3-B1 3amanne 18 HalpaBJICHHEIC  Ha (dhopmupoBanue MpodhecCuOHATbHBIX
HaBBIKOB, BJIAJIEHUH U3 1I. 6.3.

19 OIIK-3-B2 3amanne 19 HampaBiaeHHbIE Ha (OPMHpPOBaHHME NPOGECCHOHAIBHBIX




HaBBIKOB, BJIaJICHUM 13 11. 6.3.

20

OIIK-3-B2

3amanne 20 HampaBiCHHbIC Ha (OPMHpPOBaHHE NPOGECCHOHAIBHBIX
HaBBIKOB, BJIaJEHUH U3 11. 6.3.

21

OIIK-3-B3

3amanne 21 HampaBiIeHHbIE Ha (OPMHUpPOBaHHE NPOPECCHOHATBHBIX
HaBBIKOB, BJIaJICHUM 13 11. 6.3.

22

OIIK-3-B3

3amanue 22 HaNpaBiCHHbIC Ha (QOPMHpPOBaHHE MPOGECCHOHAIBHBIX
HaBBIKOB, BJIQJEHUH U3 1I. 6.3.

23

OIIK-3-B4

3amanne 23 HampaBlICHHbIE Ha (OPMHUpPOBaHHME NPOPECCHOHATBHBIX
HaBBIKOB, BJIaJICHUM 13 11. 6.3.

24

OIIK-3-B4

3amanue 24 HamnpaBiCHHbIC Ha (OPMHUpPOBaHHE MPOPECCHOHAIBHBIX
HaBBIKOB, BJIaJEHUH U3 11. 6.3.

7.3 ®OC 115 NpOMEXYTOUHOM aTTECTALIMHU:

3amaHus U1 OLICHKH 3HAHUI.

Kon pesynbrara
00yJeHIS

Saganus

OIIK-3-31

Bomnpock! 1711 MTOATOTOBKH K cAa4e UTOTOBOTO 3K3ameHa 1-7:

1. Madopmarus kak 0OBEKT MPABOBOTO PETYIUPOBAHUSL.

2. MepsI 3ammTh HTHGOPMAIIUA: 3aKOHOIATEIHHOTO,
aJIMHHUCTPATUBHOTO, TIPOIIETYPHOTO, MTPOrPAMMHO-TEXHUIESCKOTO
YPOBHEH.

3. 3akoHonarenbetBo PD B 001acT HHPOPMALIMOHHOH 0€30I1aCHOCTH.
4. NUudopmaiinonHas 0€301acHOCTh 00BbEKTA IIPU OCYIIECTBICHUN
MEXIyHapOIHOTO COTPYJHUYECTBA.

5. Bunsl yrpo3 nadopmaiionHoi 6€301acHOCTH.

6. YTpo3bl KOHCTUTYIIMOHHBIM ITpaBaM M CBOOOAAaM IpakIaHHUHA B
001acTi HHPOPMAIIMOHHON JESATEITHHOCTH.

7. YTpo3bl HUHPOPMAIIMOHHOMY 00ECIICUYCHHIO TOCYIapCTBEHHOM
nojauTuku Poccuiickoit depepanuu.

OIIK-3-31

Bormpocs! 11 TOATOTOBKY K CJa4€ UTOTOBOTO dK3aMeHa 8-15:

8.Yrpo3s1 6e30macHOCTH HHPOPMALMOHHBIX U TEIEKOMMYHUKALMOHHBIX
CPEICTB U CUCTEM.

9. BHemnye 1 BHYTpEHHUE HCTOYHUKH YTPO3 HHPOPMAIMOHHOM
0€30MacHOCTH.

10. OcHOBHBIE BHIBI YTPO3 0€30MACHOCTH CYObEKTOB MHPOPMAIMOHHBIX
OTHOILICHU.

11. OcHOBHBIEC HETPEAHAMEPEHHBIE U TIPEHAMEPEHHBIE HCKYCCTBEHHBIE
YTPO3BI.

12. OcHOBHBIE TIPETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3BI.

13. 3akon P® ot 21.09.93 "O rocynapcTBeHHOU TaiHe".

14. 3akoH P® ot 09.07.2004r. «O KOMMEpUYECKOH TaliHE.

15. 3akoH P® ot 08.07.2006r. «O nepcoHaIbHBIX JaHHBIXY.

OIIK-3-32

Bormpocs! 11 MOATOTOBKY K CJav4e€ UTOTOBOTO dK3amMeHa 16-22:

16. «Konnermus 3amutel CBT u AC ot HC/l», npeana3znaueHue,
OCHOBHBIE TIOHSTHS U HAIIPABJICHUSI.

17.0cuoBHBIe TpuHITUTIE 3amuThl 0T HCJI, n3m0’keHHBIE B HOPMATHBHBIX
nokymenTax konmenmun 3amutel CBT n AC.

18. CBoiicTBa 3aIlMIIEHHBIX ABTOMATU3UPOBAHHBIX CUCTEM 00pabOTKH
nHpOpPMALIUH.

19. Criendpuika BOHUKHOBEHHUS YTPO3 U PUCKOB B OTKPBITHIX CETAX.
20. Yro moHUMAeETCs MO/ yA3BUMOCTBIO 3aIUIIEHHBIX KOMITBIOTEPHBIX
cucrtem?

21.0OcHOBHEBIE HarpaBlieHHsT 00ecTiedeHus] THPOPMATUMOHHON
0€3011acHOCTH B KOMITBIOTEPHBIX CHCTEMAaX.

22.OcHOBHBIE MOHATHS 0€300aCHOCTH KOMIBIOTEPHBIX CUCTEM.




OIIK-3-32

Bonpocs! 11 NOArOTOBKM K cllaue UTOroBOro 3k3ameHa 23-30:

23.YUto moHMMAETCS MO JIMIICH3UPOBAHUEM JEATEIHPHOCTH B 00JIaCTH
3alUTHl HTHPOpMAIH?

24 IlepeyncIUTh OCHOBHBIE MEPOTIPHATHS, TO3BOJISIONINE PELIUTE 3a1a4y
[IOCTPOEHHUSI CUCTEMBI 3aLIUThl paboYel CTaHIUH.

25. 17151 9ero UCTIONB3YIOTCSI CHCTEMBI MHOTOYPOBHEBOM 3aIINATHI?
26.Kakue BbI 3HaeTe aCMeKThI 3alIUTHl HHPOPMAIH B CUCTEME C
pasrpaHUYeHHEM TOTHOMOYUIL?

27 IlepeuncnuTe U AaiTe XapaKTEPUCTHKY OCHOBHBIM METOIaM
MOCTPOEHHUS CUCTEM 3aIIUTHI C MHOTOYPOBHEBBIM JIOCTYIIOM.

28.Kakoe MecTo 3aHUMAaeT MEXaHU3M MOJOTYETHOCTH B TIOJIUTHKE
0€30IacHOCTH M, Ha KaKWe KaTErOpUH JEISTCS CPEACTBA MOJOTYETHOCTH?
29.Kakwue mpo6sieMbl BOZHUKAIOT IIPU UCTIOIB30BAHUU 3AITUTHI
nHOPMALIUH ITyTEM OTPaHUYEHUS JOCTymna?

30.Kaxue npuHIMIIBI IOJI0XKEHB! B KOHIETLUIO TIOCTPOSHUS
3alMIIEHHBIX cUCTeM?

OIIK-3-33

Bomnpocs! 11 moAroToBKE K cllaue HTOroBoro sk3amena 31-37:
31.IlepeyncnuTh U AaTh XapaKTEPUCTUKY OCHOBHBIM KOMIIOHEHTaM
TEXHOJIOTHH ITOCTPOCHUS 3aIIUIIEHHONH KOMITBIOTEPHON CHCTEMBI.
32.KakuM crioco0oM MPOUCXOAUT UHTETPALAS CPEACTB 3aIMUTH 1
pacnpoCTpaHEHHBIX IPUIOKEHHUH B 3aIUINCHHOW KOMIIBIOTEPHOM
cucreme?

33.YT1o moHUMAETCs MO/I HECAHKITHOHUPOBAHHBIM JIOCTYIIOM K
nHpOpMAaLIUH.

34 IlepeyncnuTh U AaTh XapaKTEPUCTUKY 000OIIEHHBIM METOAAM
3ammthl o HCJI.

35.Y1o moHUMAaETCs MO/ CTOUKOCTHIO CUCTEMBI UICHTU(UKAIIAN?
36.YT0 sABISETCS MHTETPAILHOW XapaKTEPUCTUKOM 3alUIIEHHON
CUCTEMBI?

37.1loHATHE TONUTHUKA OE30TTACHOCTH U €€ OCHOBHBIE 0a30BbIE
MPEICTABICHUSL.

OIIK-3-33

Bonpocs! 11 moAroTOBKE K cllaue UTOTOBOTo 3k3aMeHa 38-45:

38.B Kakux ciydasx UCITOJIB3YIOT MOJIEIH 0€30IMaCHOCTH MPON3BOIUTEIIH
3alIUIICHHBIX KOMIIBIOTEPHBIX CHCTEM?

39.13 kakux vacreii coctout 'OCT P 154087

40.Ha xakux 6a30BBIX TIPEICTABICHUSIX OCHOBAHBI MOCIH
6e3omacHoCTH?

41.Kakue 37eMeHTHI JOJDKHA BKIIIOUATh B ce0s MONIMTHKA 0€30MacCHOCTH
opraHuzanuu?

42. B yem paznuuune cyObeKTa KOMITBIOTEPHON CHCTEMBI OT YeJI0BeKa-
M0JIb30BaTENS?

43.KakuMu KaueCcTBaMH JO0JDKEH 00J1a1aTh MOHUTOP 0OpaleHni?

44 Kax onpenemnsiercs noBepenHas cuctema B 'OCT P 15408, u mo xakum
KPUTEPHSM OLICHUBACTCS CTETICHb IOBEPHS?

45 Tlokazatenu 3amumenHoctu CBT or HCJ.

OIIK-3-34

Bormpocs! 11 OArOTOBKE K ¢Jaue€ UTOTOBOro sk3ameHa 46-52:
46./1na xakux 1ieneit pazpabareiancs I'OCT P 154087

47 .ba3osslie mouatus I OCT P 15408.

48.YTo BKIIIOYAET B Ce0S MPOIIECC KBATH(PHUKAIIMOHHOTO aHAIIN3A B
cootBeTcTBuu ¢ 'OCT P 15408?

49.Crpykrypa Ipodumns 3aumuter TOCT P 15408.

50.0OcnoBubIe paznenst ['OCT P 15408.

51.Yto moHMMaETCS MO OIIEHOYHBIM CTAaHIAPTOM M TEXHIUYCCKOU
cnenuduKanmen.

52.0OcHOBHBIC TOHSTHS 3aK0HA «O0 IEKTPOHHOHN MOAIKUCHY.

OIIK-3-34

Bomnpocs! 11 moAroTOBKE K cllaue UTOroBOro 3k3aMeHa 54-60:
53.Kpurepnn knaccupuKaLiy yrpo3 KOMIObIOTEPHBIM CHCTEMaM.




54.KakoBbI HEZIOCTATKH TPAIUITMOHHOTO MTOAX0/1a K HH()OPMAIIMOHHON
0e30macHOCTH ¢ 0OBEKTHON TOUKH 3pEHUS?

55.IIpumeHeHne 00bEeKTHO-OPUEHTHPOBAHHOTO MOX01a K
PAcCMOTPEHUIO 3aIUIIAEMbIX CHCTEM.

56.Yto nmoHUMaeTcs 1moja cepTuuKanueit CpeacTB 3alUThl HHGOpMaun?
[lepeuncnuts OCHOBHBIE CXEMBI CEPTU(HUKAIINH.

57.0OcHOBHBIE KaTeTOpHH TPpeOOBaHUH K MPOrpaMMHON M TPOTPaMMHO-
anmapaTHON pealn3aliy CPEACTB 3aIUThl HH(POPMAaLIUH.

58.YTo moHUMAaeTCs MO/ KaTerOPHUPOBAHUEM CPEJCTB 3AIINUTHI
nHpopmanuun?

59.J1ns kakux 1eneil Ml MOXEM HCIIONIb30BAaTh HOHATHE JIMLICH3UPOBAaHHE
JeSITENIBHOCTU B 00J1aCTH 3alIUThI HHPOPMAIHIH.

60.YT0 moHMMAETCS O] AaHAJTU30M PHCKOB B KOMITEIOTEPHO crcTeMe?

3agaHus AJig OUEHKH YMEHUM.
e Kon pesynbrara Sananus
o0yyeHus

B xadecTBe pOHIOB OIICHOYHBIX CPEACTB sl OLEHKN YMEHUI

1 OIIK-3-V1 00yJaroIerocst HCIONMB3YIOTCS 3aAaHue 9, peKOMEHIOBAHHOE IS
BBITIOJTHCHHS B 9aChl CAMOCTOSTEIBHON paboTHhI (pazaen 6.2).
B xadecTBe pOHIOB OIICHOYHBIX CPEACTB sl OLEHKN YMEHUI

2 OIIK-3-VY1 00ydJaromerocs UCTIONb3yI0TCs 3aaanue 10, peKkoMeHIOBaHHOE IS
BBITIOJTHCHHS B 9AChl CAMOCTOSITEIBHON paboTHhI (pazaen 6.2).
B kadecTBe (pOHIOB OIIEHOYHBIX CPEJICTB ISl OIIEHKH YMEHUHT

3 OIIK-3-Y2 o0ydJaromerocs UCTIONb3yI0TCA 3aaanue 11, pekoMeH10BaHHOE ATt
BBITIOJTHCHHS B YaChl CAMOCTOSTEIIBHON padoThI (pazaen 6.2).
B kadecTBe pOHIOB OIIEHOYHBIX CPEJICTB ISl OIIEHKH YMEHUH

4 OIIK-3-Y2 00y4Yaromerocs UCTIONb3YIOTCS 3aaHue 12, peKOMEHIOBaHHOE /IS
BEITIOJTHEHHS B YaChl CAMOCTOSITENILHOM paboThI (pa3zaen 6.2).
B kadecTBe OHIOB OIIEHOYHBIX CPEJICTB ISl OIIEHKH YMEHUHT

5 OIIK-3-V3 00yJaroIerocst HCIOIb3YIOTCS 3aAanue 13, pekoMeHI0BaHHOE TSI
BBITIOJTHEHUS B YaChl CAMOCTOSITENILHOM paboThI (pa3zaen 6.2).
B kadecTBe pOHIOB OLICHOYHBIX CPEACTB ISl OLIEHKH YMEHUI

6 OIIK-3-V3 00yJaroIerocst HCIONIb3YIOTCS 3aaanue 14, pekoMeHI0BaHHOE TSI
BBITIOJTHCHHS B 9AChl CAMOCTOSTEIIBHON paboTHI (pazaen 6.2).
B xadecTBe pOHIOB OLIEHOYHBIX CPEACTB sl OLEHKN YMEHUI

7 OIIK-3-Y4 00y4Jaromerocs UCTONb3YIOTCS 3a1aHue 15, peKoOMeHI0BaHHOE IS
BBITIOJTHCHHS B 9AChl CAMOCTOSTEIBHON paboTHhI (pazaen 6.2).
B kadecTBe pOHIOB OIICHOYHBIX CPEACTB sl OLEHKN YMEHUH

8 OIIK-3-Y4 00y4Jaromerocs UCTONb3YIOTCS 3aaHue 16, peKOMEHIOBaHHOE /IS
BBITIOJTHCHHS B YaChl CAMOCTOSTEIIBHON paboThI (pazaen 6.2).

3amanus, HanpaBJIeHHBIC HA (HOPMHUPOBaHKE MPOdEeCcCHOHATBHBIX HABBIKOB, BIIAJICHUN.
No Kon pesynberaTta Sanamms
00yJeHIS

B kadectBe GOHIOB OIIEHOYHBIX CPEICTB JIJISl OIICHKU HABBIKOB,

1 OIK-3-B1 BJIaJICHHUH, ONBITA JCSITEIbHOCTH 00yUYaroerocs HCIONb3YIOTCS 3aaHnue
17, peKOMEHTIOBAHHOE JIJIsI BBITTOJIHEHHS B YaChl CAMOCTOSATEILHON
pabotsl (pazmen 6.3).
B kadecTBe POHIOB OLIEHOYHBIX CPEACTB AJIs OLICHKU HABBIKOB,

) OIK-3-B1 BJIaJICHHUH, ONBITA JCSITENbHOCTH 00yUYaroerocs HCIONb3YIOTCS 3aaHne
18, peKOMEHTOBAHHOE JIJIsI BBITMTOJIHEHHS B YaChl CAMOCTOSATEILHON
pabotsl (pazmen 6.3).

3 OIK-3-B2 B xadecTBe POHIOB OLIEHOYHBIX CPEACTB AJIs OLICHKU HABBIKOB,
BJIaJICHUH, ONBITA JACSITEIbHOCTH 00yUaloerocsi HCIONb3YIOTCs 3aaHnue




19, pexkoMeHIOBaHHOE JIJIs BHITTOJTHEHYSI B YaChl CAMOCTOSTEIIBHON
pabotsl (pazmen 6.3).

B kadectBe GOHIOB OIIEHOYHBIX CPEICTB JIJISl OIICHKH HABBIKOB,
BIIQJICHUH, OTBITA ICATEIIBHOCTH 00YYaIOIIETOCs HCITOJIL3YIOTCS 3a1aHHC
20, peKOMEHIOBAHHOE JIJISl BBITIOJIHEHHS B YAChl CAMOCTOSTEILHON
pabotsl (pazmen 6.3).

4 OIIK-3-B2

B kauecTBe QOHIOB OIICHOYHBIX CPEACTB IS OIICHKH HABLIKOB,
BIIQJICHUH, OTBITA ICATEIIBHOCTH 00YYaIOIIETroCs HCITONIB3YIOTCS 3a1aHNC
21, peKOMEHIOBAHHOE JIJISl BBITIOJIHEHHS B YAChl CAMOCTOSTEILHON
pabotsl (pazmen 6.3).

5 OIIK-3-B3

B kauectBe OHIOB OLIEHOUYHBIX CPEICTB ISl OLICHKH HAaBBIKOB,
BJIQJICHUIA, OTIBITA JICSTEIILHOCTH 00yYarOLIerocs UCTIONb3YIOTCS 3a/IaHNe
22, peKOMEHJ0BaHHOE JJIs BBINIOJHEHHUS B YaChl CAMOCTOSITEIILHOM
pabotsl (pazgen 6.3).

6 OIIK-3-B3

B xauecTBe OHIOB OIIEHOUYHBIX CPEICTB ISl OLICHKH HAaBBIKOB,
BJIQ/ICHUI1, OTIBITA ACSATEIFHOCTH 00YYaIOIIErocs UCIONB3YIOTCS 3a1aHue
23, peKOMEHI0BaHHOE /IS BBIIIOJIHEHHUS B YaChl CAMOCTOSITEIILHOM
pabotsl (pazgen 6.3).

7 OIIK-3-B4

B xauectBe (pOHIOB OIICHOUYHBIX CPEICTB ISl OLICHKH HAaBBIKOB,
BJIQ/ICHUI1, OTIBITA ACSATEIFHOCTH 00YYaIOIIErocs UCIONB3YIOTCS 3a1aHue
24, peKOMEHJ0BaHHOE /IS BBINOJIHEHHUS B YaChl CAMOCTOSITEIILHOM
pabotsl (pazgen 6.3).

8 OIIK-3-B4

8. IEPEYEHb OCHOBHOM U JJONIOJIHUTEJIbHOM YYEBHOM
JIATEPATYPBI, HEOBXOJIUMOM 1JIs1 OCBOEHUS U CIUILIAHBI (MOLYJIS)

a) OCHOBHas JUTEpaTypa:

1. T'pomzenckuii 1. C. Mudopmanmonnas OezomacHOCTh: ydeOHOoe mocobue / S.C.
I'pomzenckuii. - MockBa : Ilpocnekt, 2020. - 144 c. - ISBN 978-5-9988-0845-6. - URL:
https://ibooks.ru/bookshelf/373686/reading. - TekcT: 31EKTPOHHBIHA.

2. Hlanberun B. ®@. UnpopmanmonHas 6e30macHOCTh W 3amuTa uHGopmanuu / B.OD.
[Hanerun. - Mocksa: JIMK Ilpecc, 2017. - 702 c. - ISBN 978-5-97060-439-7. - URL:
https://ibooks.ru/bookshelf/384336/reading. - TekCT: 2JIEKTPOHHBIIA.

3. MenwsuukoB [[.A. MadopmanrionHas 0e30MacHOCTh OTKPBITBIX CHCTEM. Y4eOHHK /
J.A. MenbaukoB. - MockBa: ®munTa, 2019. - 444 c. - ISBN 978-5-9765-1613-7. - URL:
https://ibooks.ru/bookshelf/340843/reading. - TeKCT: 2JIEKTPOHHBIHA.

0) IOTOJIHUTENbHAS INTEpaTypa:

1. Tanmarenxko B.A. OcHoBbl uH(pOpManmonHoit 6e3onmacHoctu / B.A. T'amatenko. -
Mocksa: Hanuonanensiii OtkpbiTeii YHuBepcuter UHTYUT, 2016. - 266 c. - ISBN 978-5-
94774-821-5. - URL: https://ibooks.ru/bookshelf/362984/reading. - TeKcT: AIEKTPOHHBIH.

2. Moprynos A.B. NudopmarnmonHas 6€30MacHOCT: y4eOHO-METOANYEeCKOe mocodue /
A.B. MoprynoB. - HoBocubupck: HoBocuOUpCKHMii TOCYIapCTBEHHBIH TEXHUYECKHMA
yauBepcurer,  2019. - 83 c. - ISBN  978-5-7782-3918-0. - URL:
https://ibooks.ru/bookshelf/372313/reading. - TekcT: 31EKTPOHHBINA.




3. Maxkapenko C. W. HNudopmaunonnas Oe3zomacHocTh: ydeOHoe mocobue / C.H.
Makapenko. - Mocksa: Temmorexnuk, 2009. - 372 c. - ISBN teplotechnika 02. - URL:
https://ibooks.ru/bookshelf/368169/reading. - TekcT: 31EKTPOHHBIHA.

9. HIEPEYHEHb KOMIUVIEKTOB JIMIHEH3MOHHOT'O U CBOBOJHO
PACITPOCTPAHAEMOI'O TIPOI'PAMMHOI'O OBECIIEYEHMUA],
WCHOJIb3YEMOI'O ITPU U3YUYEHHUH YUYEBHOM U CIHUIIIMHBI

[Ipu w3ydyeHuu y4yeOHOM IUCHUIUIMHBI (B TOM 4HCIE€ B HHTEPAKTHBHOH (opme)
MPEIoiaraeTcs MPUMEHEHUE COBPEMEHHBIX WH(OPMAMOHHBIX TexXHouoruid. Komrekr
MPOrpaMMHOTO OOECTCUYCeHHs NJIsi WX WCIOJIh30BaHMUS BKIIOUAET B ce0s: MakeTbl O(HCHOTO
nporpammuoro obecreuenus Microsoft Office (Word, Excel, PowerPoint), OpenOffice;

BeO-Opaysep (Google Chrome, Mozilla, Microsoft Edge np.);

AJICKTPOHHBIC OMOIMOTEYHBIC CHCTEMBI 1books.ru.

Jlnig noctyna K yueOHOMY IUTaHy M pe3yjibTaTaM OCBOCHHS AUCLUHUILUINHBI, (POPMUPOBAHUS
[Toprdonmo obOydaromierocs: ucnonb3yercs JINuHpI KaOUHET CTyAeHTa (OH-JIAMH JTOCTYI Yepe3
cetb MWutepHer). Jlns oOecredeHuss JOCTynma OOYyYarOIIMXCS BO BHEy4YeOHOE BpeMs K
DIIEKTPOHHBIM 00pa30BaTEIbHBIM pecypcaM y4eOHOW AWCHMILIUHBI, a TaKXKe JJIs CTYACHTOB,
00yJaromuxcs ¢ MPUMEHEHHEM JTUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUH, HCIIONB3yeTCs
nopTai 31eKTpoHHOro ooyueHus Ha 6aze C/1O Moodle (on-naitn noctym uepes cets MHTEpHET).

10. IEPEYEHDBb PECYPCOB HH®OPMAIIMOHHO-
TEJEKOMMYHUKAIIMOHHOMN CETU «<AHTEPHET», HEOBXOJIUMBbIX JIJISA
OCBOEHMS JUCHUIIVIMHBI

https://cyberleninka.ru/ Hayunas snekrponnas oubnuorexka «KUBEPJIEHMHKA»
https://elibrary.ru/ Hayunas snextpoHHas 6u0iamnoTexa

http://www.infoforum.ru/ Hanuwonanensiii  dopym uHGOPMAITMOHHOW OE30MAaCHOCTH
«Huadbodopym»

https://ibooks.ru/ - DnexkTpoHHas OMOIMOTEUHAS CHCTeMa «AHOYKC»

11. OBYYEHUE MHBAJINI0B U JINLl C OT'PAHUYEHHBIMU
BO3MOXHOCTAMM 3/10POBbs

Wzyuenne y4eOHOW IUCIHMIUIMHBI OOYyYarOIIMMHUCS WHBAIMAAMHA W JIUIAMHA C
OTPaHUYCHHBIMH BO3MOXKHOCTSIMH 3JIOPOBBSI OCYIIECTBIISIETCSI B COOTBETCTBUHM ¢ [IpHukazom
MunucrepcTBa o0pazoBanus u Hayku P® ot 9 Hos6ps 2015 r. Ne 1309 «O6 yrBepkaeHUn
[Mopsinka oOecriedeHHsT YCIOBUH MOCTYITHOCTH UISI MHBAIUAOB OOBEKTOB W IMPEIOCTABIISIEMBIX
ycIyr B cdepe oOpa3oBaHHWs, a TAaKKe OKa3aHUS UM TPU ITOM HEOOXOAMMON MoMOIIm» (C
U3MCHCHUSMU U JIOTIONHEHHSIMH), METOIUYECKUMH pPEKOMEHIAIMSIMH TI0 OpraHu3alud
o0pa3oBaTeNnpHOTO TMpolecca s OOy4YeHHs WHBAIUAOB MW JHUI[ C OrPaHUYCHHBIMHU
BO3MOXXHOCTSIMHU 37IOPOBBSI B 00pa30BaTEIIbHBIX OPTraHU3aIMAX BBICIIETO OOpa30BaHMs, B TOM



Yrclie OCHAIEHHOCTH O0pa30oBaTeIbHOTO TMPOIECCa, YTBEPKACHHBIMA MUHHCTEPCTBOM
oOpa3oBanus u Hayku PO 08.04.2014r. No AK-44/058H.

Jluna ¢ orpaHWYeHHBIMH BO3MOXKHOCTSIMH 3JIOPOBBSI U WHBAJIHIBI OOECIICUHMBAIOTCS
AIIEKTPOHHBIMU 00Pa30BATEIBLHBIMH PECYPCAMH, ATANTHPOBAHHBIMU K COCTOSTHUIO UX 3/I0POBBSIL.

[IpenocraBiieHne CHENUATBHBIX TEXHUYECKHX CPEACTB OOYYCHUS KOJUICKTUBHOTO H
WHIUBUIYAIbHOTO TIOJIb30BaHUSA, TMOJ00p © pa3paboTka ydeOHBIX MaTepHAIOB s
00y4aromuXCsi ¢ OTPAaHUICHHBIMU BO3MOXKHOCTSIMH 3JIOPOBbBSI MIPOU3BOAUTCS MPETMOAABATEIISIMA
C YYeTOM WHIUBUAYAIBHBIX ICUXO(U3NOIOTHUECKUX OCOOCHHOCTEH OOyJaroImuxcs u
crenuduky npueMa-nepeaadnd yueOHor MHGOpMalMK HA OCHOBAHHWH MPOCHOBI, BRIPAKECHHON B
nUChMEHHOU (hopme.

C oOyuaromuMmucs M0 HWHAWBUIYaTbHOMY IUIaHY WIH WHIUBUAYAIBHOMY TpaduKy
MPOBOISITCS UHIUBUIYATbHBIC 3aHATHS U KOHCYJIbTAIIUH.

12. ONMCAHUE MATEPUAJIBHO-TEXHUYECKOM BA3bI,
HEOBXOINMOIi JJISI OCYIIECTBJIEHMSI OBPA3OBATEJHLHOTO ITPOIIECCA
MO JUCHMIUIMHE (MOIY.JIIO)

VY4yebHas QUCUUIUIMHA pean3yercs B ayaAuTopuu 325.

OobopynoBanmue:

VYuebHas meOenb: pabodee MECTO INpernoaaBaTesss — CTOJ, CTYJl;, ydyeOHble mecTa s
00y4aromuxcst — MapThl, CTYIbS; JOCKA.

TexHuuyeckue cpeacTrBa 00y4eHus :

[TepenocHoe MybTUMETUITHOE 000PYIOBAHUE:!

Hoyt6yk, ¢ BbIx0o0M B ceThb HTEpPHET U ¢ AOCTYIIOM B AJIEKTPOHHO-UH(OPMALIMOHHYIO
Cpelly UHCTUTYTA, MPOEKTOpP, IKPaH JEMOHCTPAILIIOHHBIMH.

Jlis mpoBeleHHsl 3aHSATHM CEeMHHApCKOro THIA, JIabopaTOpHBIX paboT, TEKYyILEero
KOHTPOJISI M MPOMEXKYTOUYHOM aTTeCTAallMM W MHIUBUAYAJIBHBIX KOHCYJIBTALMH HCIIOJB3YeTCs
aynutopus 310.

OdopynoBanmue:

VYuebHas meOenb: pabodyee MECTO IMpernoAaBaTesss — CTOJ, CTYJ;, ydyeOHble mecTa s
00y4aromuxcs — HapThl, CTYJIbs; OCKA.

TexHuuyeckue cpeacTBa 00y4eHHs :

[TepenocHoe MybTUMETUITHOE 00OPYIOBAHUE:!

Hoyt6yk, ¢ BbIx0o0M B ceTh HTEpHET U ¢ AOCTYIIOM B AJIEKTPOHHO-UH(OPMALIMOHHYIO
Cpelly UHCTUTYTA, MPOEKTOP, 3KPaH JEMOHCTPALIMOHHBIM.

Jlnist caMOCTOSITETbHON paboOThl CTY/IEHTOB M HAITMCAHUS KYPCOBBIX Pa0OT HMCIONB3YeTCs
aynurtopus 314.

OdopynoBanmue:

VYyebnas mebenb: pabodee MeCTO MperojaBaTels — CTOJ, CTYN, y4eOHbIe MecTa I
00y4aromuxcsi — HapThl, CTYJbS; JO0CKA; KOHIUIIMOHED.

TexHuuyeckue cpeacTBa 00y4eHHs :

[TepenocHoe MybTUMETUITHOE 000OPYIOBAHUE:

HoyTtOyk, ¢ BbIX010M B ceTb MIHTEpHET U C JOCTYIOM B 3JIEKTPOHHO-UH(OPMALIMOHHYIO
Cpelly UHCTUTYTA, IPOEKTOP, IKPaH JEMOHCTPALIMOHHBIMH.



[Tpunoxenue 1
TecToBBIC 3aJaHUA

1. [Tox MadopmanmonHoi 6€30MacHOCTHIO TOHUMAKOT:

a) 3alIMTY OT HECAaHKLIMOHUPOBAHHOTO JOCTYyIa

b) 3amuTy MHpOpMaLuK OT CHYyYAHHBIX U NPeJHAMEPEHHBIX BO3AeHCTBUH
€CTeCTBEHHOIOM MCKYCCTBEHHOI'0 XapaKrepa

C) 3amuTy uH(pOpMAIUUA OT KOMITBIOTEPHBIX BUPYCOB

d) 3aluTa OT IPOHUKHOBCHUA B IOMCHICHUS, I'/IC HAXOAATCA CCPBEpa

2. Yetbipe ypOBHS 3aIIUTH HHPOPMAIUH - ITO:

a) KOMMEPYECKH, TOCYAapCTBEHHBIN, MyHHUITUTIATbHBIHN, YaCTHBINA

b) BOCHHBIH, OPUAMUECKUN, MECTHBIH, THUHBIHA

¢) 3aKOHOJATeJbHbIH, A/AMUHUCTPATHBHBIN, ANMAPATHO-NPOrPaMMHBIH,
buzuveckui

d) MopambHO-3TUYECKUI, ICHXOJIOTHUECKUN, aIMUHUCTPATUBHBIN, PU3NICCKUI

3. Y4eT Bcex BO3MOKHBIX KOMMYHHKAITMOHHBIX KaHAJIOB, 00eCIIeueHHUs
buszngecKoibe30nacHoCTH, MU(POBAHUS PE3EPBHBIX KOMHI 1 HHPOPMAIIHH,
MTOKUIAIOIIEH KOPITOPATHUBHBIN MMEPUMETP, B IPYTUX OPraHU3aIMOHHBIX
MEpOMNPHUATHI 3TO?

a) HMuauBuayanbHBINA TOAXOM K 3aIUTE

b) KomnjekcHbIi MOAX0A K 3alIIUTE

¢) CMelIaHHbIN MOAXO0 K 3aIUTe

d) PanmoHanmbHBII MOIXO K 3aIIATE

4. TexHuueckue cpeaCcTBa 3aMUThl HHPOPMAIIHH - ITO:
a) CpeacTBa, KOTOPbIE PEAIM3YIOTCS B BUJI€ aBTOHOMHBIX YCTPONCTB U CUCTEM
b) ycTpoiicTBa, BCTpanBaeMbie HEIOCPEACTBEHHO B anmapatypy AC uiam
YCTpOMCTBA, KOTOpbIeconpsratoTces ¢ annaparypoit AC o cranaapTHoMy
uHTepdercy
C) 9TO MPOTPAMMBI, IPETHA3HAYCHHBIC JJIs BBITIOTHEHHS (DYHKIINN, CBI3aHHBIX
C 3alUTORUH(POPMALIUT
d) cpencrBa, KOTOpbIEe peaJu3yIOTCH B BH/E JIeKTPHYECKHUX,
3JIeKTPOMEXaHUYeCKUX MIJIeKTPOHHBIX YCTPOICTB

5. Cucrema ympasieHus: HHOOPMAITMOHHOM O€30MaCHOCTHIO JOJIKHA
COOTBETCTBOBATHKPUTEPHUSIM:
a) BOKCTPEHHBIX CIydasx JIOJKHA OTKIHYAThCS
b) pa3paboTka aTak Ha 3aCEKpeUECHHYI0 HHPOPMALIUIO
€) CYMMa 3aTpaT Ha 3a1IMTY A0J/KHA ObITh MEHbIIIE MpeanoJjaraeMoro ymepoa
d) Bce COTpyIHUKH JOJKHBI YMETh paboTaTh ¢ CHCTEMON

6. Kak onpenensiercss HeCaHKITMOHMUPOBAHHAS Tiepeiada KOHPUISHITUATEHON
uHpOpMaLKs OTEXHOJIOTUSIX, MaTepHajax, MPOIyKIUN

a) IPOMBIIIJICHHBIN MIAHTAX,

b) wuHcaiin,

€¢) KOHKYpPEeHTHas pa3Beaka

d) xoppymmus.

7. Yto Takoe 6e3omacHOCTh HHpOpManuu?
a) COBOKYITHOCTB MMPOTrpaMMHBIX U TCXHUYCCKUX CPCACTB, CO3JJaBacMasd 1



NOoJ/IepPKUBaeMasiiyIsl 00ecrieueHus 3aIUThl CPEACTB BEIYUCIUTETLHON
TEXHHUKH WM aBTOMAaTH3UPOBAHHBIX CHCTEM OT HECAHKIIMOHHPOBAHHOTO
J0CTyTa K UH(OpMAIIH.

b) KoMIUIeKC OPraHM3alMOHHBIX MeP U MPOrPAMMHO-TeXHHYECKHUX
CPEACTB 3alIUTHIOT ABTOMATH3MPOBAHHBIX CHCTEMAaXx

¢) cocTosinue nHpopmalmu, 0opadaTsIBaeMON CPEICTBAMH BBHIYNCIUTEIBHOM
TEXHHUKH WINABTOMATU3UPOBAHHON CUCTEMBI, ITPH 3AIIUTE OT BHYTPEHHUX H
BHEIIIHUX YTPO3,

d) - KOMIUIEKC MPaBOBBIX U AIMUHUCTPATUBHBIX MEP U CPEICTB IS
obecrieueHnss HHPOPMAIIMOHHBIX OTHOLICHUI B COOTBETCTBHH C 3aKOHOM
0 3amuTe HHpOpPMAaIIHH.

8. UTo nmoapazymeBaeTcs o1 COXPaHEHUEM B CEKPETE KPUTUUHOM
uH(pOpPMAIIH, TOCTY KKOTOPOM OTpaHHYEH Y3KUM KPYTOM MOJIb30BaTeNeH
(OTIEeNBHBIX JIUI] WJIM OpTaHU3AIIHN ):

a) KOH(pUICHIHAIbHOCTD;

b) IEIOCTHOCTB;

C) IIOCTYITHOCTb;

d) 3aKkpBITOCTB.

9. Pexxum xoH(pUIEHIMATBHON HHPOPMALINH, TO3BOJISIOMINN €€ 00JIaAaTeNto pu
CYIIECTBYIOIIMX UM BO3MOKHBIX OOCTOSITENbCTBAX YBEIUUUTD JJOXO/BI, H30€XKaTh
HEOIPaBIaHHBIX PACXO0B, COXPAHUTH MOJ0KEHUE HA PHIHKE TOBApOB, padOT MK
HOJTYYUTh HHYI0 KOMMEPYECKYIO BBITOAY, 3TO:

a) OaHKOBCKas TalHa,

b) rocymapcTBeHHas TailiHa,

C) Hajorosas TalHa,

d) xommepueckas TaliHa

10. Kommiekc Mep U CpelCTB, a TAKXKE AESITEIbHOCTh Ha UX OCHOBE,
HaIpaBJIEHHAs Ha BBISBIICHUE, OTPAXKEHHUE U JINKBUAALINIO Pa3IMUHbIX BUIOB
yrpo3 0€30MacHOCTH 00BEKTAM3aIIUTHl — 3TO HA3bIBACTCS:

a) CHUCTEMOH yrpo3s;

b) cHCTEMOl 3allHTHI;

¢) cHucTeMOil 0e30IaACHOCTH;

d) cucreMol yHUUTOXXCHHUS.

11. Ykaxxute nporpaMMHO-annapaTHbIe CPEICTBA 3aLIUTHI
a) BHJIEOKaMepa
b) cucrembl HAeHTHQUKALMH H AyTeHTH(PUKATNT
c) DOUII
d) cucrembl LMPOBAHUA TMCKOBBIX JAHHBIX

12. IToTreHmanbHble Yrpo3bl, IPOTUB KOTOPBIX HAMPABJICHBI TEXHUYECKUE
MephbI 3aIUTHIMH(POPMALIUU

a) Ilorepu madopmanun nu3-3a c60eB 000pyA0BaAHNS, HEKOPPEKTHON PadoThI
NpoOrpaMM HOIIUOKHU 00C/Ty’KHBAIOIIEr0 MepCcoHaia U nojab3oBaresei

b) [lorepu mHbOpMAIK H3-32 XATATHOCTH O0OCITY)KHBAIOIIIETO IepCOHANA U
HE BCACHUACUCTCMBI HaGHIO,Z[eHI/ISI

c) Ilorepu napopmanmu u3-3a He JOCTATOYHONW YCTAHOBKH
PE3CPBHBIX CUCTCMIJICKTPOIIUTAHUN U OCHAILICHUC HOMGH_ICHI/Iﬁ
3aMKaMH.



d) IIporueccol mpeobpazoBanus, MPH KOTOPOM HH(POpMAIS yaaIseTcs

13. Beibepute crioco0 3amuThl OT CO0EB YCTPONUCTB ISl XpaHEHU HHPOPMALIUH:
YCTaHOBKA HCTOYHHKOB OecTiepeO0HOTO MTUTaHUS
CUMMETPUYHOE MYJIbTUIIPOLIECCUPOBAHNE
Kaxnyro MUHYTY COXPaHATh 1aHHbIE
Opranunszanust Hae;kHOH M 3 PeKTHBHON CHCTeMbI Pe3epBHOI0
KONMUPOBAaHUSA U Ay0IMPOBAHMSA JAHHBIX

A —

14. IIporpaMmMHBIe CpeaCTBA 3AMUTH HHGOPMAIIHIH.
b) TexHuueckue cpeacTBa 3aUTH HHPOPMALIUU
€) cpeacTBa apXMBALMHU JAHHBIX, AHTUBMPYCHbIE POTrPAMMBbI
d) Hcrounmku 6ecriepe0OHOTO MUTAHUS
e) CwmenranHble CpeICTBA 3aIUTHI HH(DOpMAITUN

15. OGecnieuenune nocryna K HHGOPMAIMH TOJIHKO aBTOPU30BAaHHBIM
HO.HBSOBaTeHHM06€CHe‘-II/IBaCT

1. KOH(PUIEHIIUATBHOCTD
2. EJIOCTHOCTD

3. JOCTYITHOCTb

4. enecooOpa3HoCTh

16. YcTanoBuTe, B 4éM COCTOUT OCHOBHOE HAPaBJIECHUE SKOHOMUYECKOTO IIMUOHAXKA!
1. mepexBaT KaHAJIOB YTEUKHU MHPOPMALIUH,
2. mepexBaT BBITOJIHBIX KOHTPAKTOB U MHBECTUIIMOHHBIX MPOEKTOB,
3. MOHHUTOPHMHI (PMUHAHCOBO-XO3SIIICTBEHHOM JeSITeJILHOCTH,
4. XxwumieHue HocuTeNel nHpOpMAaIIHH.

17. Onpenenute npU3HaAKU KOMIIBIOTEPHOT'O MPECTYILICHHUS

1. mpexycMOTpeHHOE 3aKOHOM OOIIECTBEHHO ONAaCHOE JIEsSHUE, B
KOTOPOM KOMITbIOTEpHAsi UH(OpMAIHs ABISETCS 00bEKTOM
IPECTYIHOTO MOCATaTeNIbCTBA,a IPEIMETOM UIIH OPYAUEM
npectyrieHus ssisiercss OBM, cucrema uiu cetb 9BM,

2. NperycMOTPEHHOE 3aKOHOM OOLIECTBEHHO ONAaCHOE JIesSHUE,

B KOTOPOMMAIITMHHASA HHPOPMALIUS SBISIETCS TNO0
CPEICTBOM, JTUOO 0OBEKTOM MPECTYITHOTO MOCATATEeNIbCTBA,

3. mpexycMOTpPEeHHOE 3aKOHOM O0IIECTBEHHO OIMACHOeE JesTHH e,
COBepIIEeHHOE CUCIO0JIb30BaHueM cpeacTts IBM,

4. cnocob coBepIeHUs] KOMIBIOTEPHBIX MPECTYIUICHUH, OCHOBAaHHBIH Ha
NeMCTBUSAX,HAIIPABICHHBIX Ha MOJyYeHHE 3allUIIaeMOi nH(popMauu
MIOCPEICTBOM HCIIOJIb30BAaHUS METOJIOB Pa3IMYHBIX (PU3MUECKUX
HOJIEH.

18. Pa3paboraiiTe mporpamMMy AeATEIbHOCTH MO 00ECTIeYeHNI0 6€30acCHOCTH
KOMITaHUH
1. cocraBjeHHe NJIAHA 3ALIUTHI B COOTBETCTBUM € BHIOPAHHOI
NOJUTHKOI10€30I1aCHOCTH
2. TPOTHO3MPOBAHHE Yrpo3 U OMpeACTICHUE MEp 0 UX JOKATH3AINH;
oTpeieIeHne KaHaJIO0B YTeUKH HH(POpMAIIUH;
4. ompeneneHue ypoBHS MPO(peCCHOHAIFHON TOTOBHOCTH IIEpCOHANIA IO
BOINPOCAMOE30MaCHOCTH.

(98]



19. HapymuTenei MOTyT OTHOCUTBLCS COTPYAHUKU OT/ICTIOB pa3pabOTKU U
COTIPOBOXKACHUSTIPOTPAMMHOTO 00ECTIEUEHHUS:
1. BHelIHEH;
2. BHYTPCHHEW;
3. uH(OpPMAIHOHHOIO 00ecneYeHus,
4. TEXHUYECKOU MOIIEPHKKH.

20. ChopmupyiiTe KOMIUIEKC AamNMapaTHbIX W/WIK TPOTPAMMHBIX CpEICTB,
OCYLIECTBIIIIOUIMX KOHTPOJIb M  (UIBTPALlMIO CETEBOro Tpaguka B
COOTBETCTBUHU C 33JaHHBIMH IPAaBUJIAMH M3ALUIIAIONINN KOMIIBIOTEPHBIE CETU
OT HECAHKIIMOHUPOBAHHOI'O 10CTYyMa

1. aHTHBHpYC;

2. 3aMOK;

3. Opanamay 3p;

4. »KcHepTHas CUCTEMA.

21. Haubonee HaIeKHBIM CPEICTBOM MPEOTBPALICHHS TOTEPh HH(OPMAIUU TIPU
KpPaTKOBPEMEHHOM OTKJIFOYEHUU 3JIEKTPOIHEPrun?
a) YCTAHOBKA MCTOYHHMKOB 0ecniepe0OHHOro NUTAHUSA
b) Takoro cpeacTBa HE CyIIECTBYET
¢) Kaxnyro MUHYTY COXpaHSTh 1aHHBIE
d) IlepexuapiBaTh HHMOPMAIUIO HA HOCUTEIb, KOTOPHIN HE 3aBUCHUT OT SHEPTHUHU

22. Hanbomnpmnyto yrpo3y ajis 6€30MacHOCTH CETH MPEACTABIISIOT.
a) HeCaHKUHOHHMPOBAHHBIH A0CTYI, 3JIEKTPOHHOE MOACTYIIUBAHUE U
npeAHaAMepPeHHOENIH HEYMbIIIEHHOE MOBPekKIeHne
b) BCKpBITHE CTAaHAAPTHON YUETHOM 3aITMCH TIOJIH30BATEIS
C) BCKPBITHE CTAHIAPTHOW YUETHOW TPYIIIBI IMUHUCTPATOpPA
d) xonmpoBaHue ¢aiiioB, KOTOpbIe OBUIM U3MEHEHBI B TE€UCHUE JIHS, 03
OTMETKH OpPEe3ePBHOM KOITMPOBAHUU

23. TlonuTnka 6€30MaCHOCTH:

a) (ukcupyeT mpaBuia pa3rpaHUYCHUs JOCTyIa

b) orpakaer moaxoa OpraHu3aNUM K 3alMTE CBOUX HH(POPMAIMOHHBIX AKTUBOB
C) OINMCHIBAET CIIOCOOBI 3AIIUTHI PYKOBOICTBA OpPraHU3aIHH.

d) OO6ecneunBaeT coOMIOCHNE 3aKOHOB PD

24. Pa3BuTHE COBPEMEHHBIX CPEACTB 6€30yMaKHOTO JOKYMEHTO000POTa,
CPEACTBIJIEKTPOHHBIX IIATEKEH HEMBICIUMO 0€3 pa3BUTHS CPEICTB
JI0Ka3aTeIbCTBA MOUIMHHOCTH U IIEIOCTHOCTH TOKyMeHTa. TakuM cpeacTBomM
ABIISICTCS:

a) DJJIEKTPOHHO-IU(pPOBaAs MOANUCH

b) ayrenTudukanus

c) Ouwomerpus

d) BoasHBIC 3HAKH

25. Beibepute criocob 3amuThl OT cO0EB Mpoieccopa:

a) YCTaHOBKAa MCTOYHUKOB OecriepeOOMHOT0 MUTaHMS

b) cuMMeTpUYHOE MYJIbTHIPOIECCHPOBAHNE

¢) Kaxmyro MEUHYTY COXpaHSATh TaHHBIC

d) IlepexkunsiBaTh HHPOPMAIUIO HA HOCUTENb, KOTOPBIA HE 3aBUCUT OT SHEPTHH



26. Beigenute 0OCHOBHOE CPEICTBO, 0OOecreunBaromiee KOH(PHISHIHAITbHOCTh
uH(}OPMAIINN,0TCHUIAEMOM O OTKPBITHIM KaHalaM Mepeiadn TaHHbIX

a) ayTeHTH(UKAIUS;

b) aBropuzanus;

C) DKCIIEpPTH3A;

d) mudppoBanme.

27. OmnpenenuTe NPUHIUIBI 0OecnieueHus! H(POPMAIMOHHON

0€30IMaCHOCTH CETEBBIXKOH(UTYpaIHii

a) WCIOJIb30BaHHWE COOCTBEHHBIX JIMHUU CBSI3H;

b) obGecneueHue KOHPUACHIMATBHOCTH U HEJTOCTHOCTH
MPH CeTeBbIXB3aUMO/IeCTBUSAX;

C) HCIOJIb30BAaHUE CPEJICTB OOHAPYKEHUS BTOPIKECHUI;

d) mosHBIN aHANMKM3 CETEBOTO TpaduKa.

28. YcranoBute QyHKIIMUA OpaHaMaydpa

a) aHTHBHPYCHAs 3alllUTa KOMIIbIOTEpa BO BpeMs paboTsl B IHTepHET;

b) obecneuenue nocryna B IHTEpHET;

C) KOHTEHTHBIN aHAN3 Tpaduka;

d) orpanuyeHue 10CTyNa K KOMIbIOTEPY CTOPOHHMX JHL Yepe3 UHTepHeT.

29. BelgenuTe 3JE€MEHT annapaTHON 3aIlUThl, Te UCTIONb3YeTCs
pe3epBUpPOBaHNE OCOOOBAKHBIX KOMIBIOTEPHBIX MTOJICHCTEM

a) 3almTa oT cOOEB B AJIEKTPONHUTAHUM,

b) 3ammTa oT cO0€B cepBEePOB, PA0OYUX CTAHIUI U JIOKAJbHBIX KOMIIBIOTEPOB;
C) 3ammTa oT cO0EeB YCTPOUCTB [T XpaHEHHU HH(POPMALIUY;

d) 3ammra oT yreuek HH(pOpMaIMK 3JIEKTPOMArHUTHBIX U3JTy4eHHH.

30. YcraHoBuTe, KTO JOJKEH 00ecneurnBaTh HH(POPMAITHOHHYIO
0€30MacHOCTh BOPTraHU3aIuU

a) - PYKOBOJCTBO;

b) - mnonpasznenenue ACY;,

¢) cayxba uHGpopMaMOHHON 0€30MACHOCTH;

d) - cmyx0a kaapoBoro yuéra.
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