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1. HAUMEHOBAHME 1 IIEJIb OCBOEHUSA JUCIIUITVIMHBI

VYuebnas puctumianHa «CuctemMbl WHGOPMALMOHHON 0€30MacHOCTH»  HM3y4aercs
00y4aromuMuCs, OCBaMBAIOIIUMH 00pa3oBaTeibHyto nporpamMmy «llpukinannas mHGOpMaTHKa»
no npodpwmo [lpuxiagnas umHpoOpMaTUKa B HKOHOMHKE B COOTBETCTBHHM ¢ DenepanbHbIM
roCyJapCTBEHHBIM 0OpPa30BaTEJIbHBIM CTAaHAAPTOM BBICIIETO OOpa30BaHUS IO HAIPABICHHIO
09.03.03 INpuknagHas nHGOPMATHKA, YTBEPKICHHBIM MPUKa30M MHUHHUCTEpCTBa 00pa30BaHUs U
Hayku PO ot 19.09.2017 N 922 (®I'OC BO 3++).

Lenpio M3y4deHUs TUCHMIUIMHBI SBISETCS OOyueHHE CTYAEHTOB OCHOBHBIM IOHSTHSIM,
nonoxeHuaM u MerojaMm kypca CUCTEMbI MHO®OPMAIIMOHHON BE3OIACHOCTH
MOJTrOTOBKA CHEIHMAIMCTOB, BIAICIONINX 3HAHUSMUA U YMEHHUSIMH B 00J1aCTH OPTaHU3AIMOHHBIX U
TEXHUYECKUX OCHOB oOecmeueHus uHpopMannoHHON OezomacHoctu (MB) Ha mpenmpustusix
pa3nuyHOro npouiss M OpraHU3allMOHHON CTPYKTYpPbI, HEOOXOIUMBIMH MJISi BBINOJIHEHUS
00s13aHHOCTENl JODKHOCTHBIMU JIMI[AMHM CHCTEMbl OPraHOB YIIPaBIIEHUs, CIY)XO0 M IIEHTPOB
3allUThl MH(OpMAaIUK, LIEHTPOB U Y3JIOB CBSI3U IO OpraHu3allMd U OOECHEeUEHHIO 3aIlMUThI
KOH(pHIEHIIMATBbHON UH()OPMAIK U IEPCOHANBHBIX JaHHBIX.

N3yuenne y4eOHOW MUCHMIUIMHBI HANpaBICHO Ha TOATOTOBKY OOyYaroImuxcs K
OCYILECTBIICHUIO JIEATEIBHOCTH MO KOHIENTYaJbHOMY, (DYHKIIMOHAIBHOMY M JIOTHYECKOMY
IPOCKTHUPOBAHUIO CHCTEM CpEIHEro M KPYMHOro Macimradba ¥ CIO0XKHOCTH, IUIAHUPOBAHUIO
pa3paboTKU WM BOCCTAHOBIICHUS TpeOOBaHMI K CHUCTEME, aHaIU3y NpPOOJIEMHOM CHUTyalluu
3aMHTEPECOBAHHBIX JIMII, pa3paboTke OM3HEC-TpeOOBaHUI 3aMHTEPECOBAHHBIX JIUL], TOCTAHOBKH
Heled CO3JaHus CUCTEMBI, pa3pabOTKM KOHLEMIUM CUCTEMBbl M TEXHUUYECKOrO 3aJaHus Ha
CHCTEMY, OpraHM3allMd OLIEHKHM COOTBETCTBHUS TPEOOBaHMSIM CYLIECTBYIOIIUX CHUCTEM M HX
aHaJIOTOB, MPEJCTABICHUIO KOHIIETIIIUH, TEXHUYECKOT0 3aJJaHNs Ha CUCTEMY M U3MEHEHUH B HUX
3aMHTEPECOBAHHBIM JIMIIaM, OpPTaHU3allMM COIJIACOBAHUS TPeOOBAaHUHI K cHUCTeMe, pa3paboTke
1a0JIOHOB  JIOKYMEHTOB TpeOOBaHMM, IMOCTAaHOBKE 3aJaud Ha pa3paboTKy TpeOoBaHHUU K
NOJCHCTEMaM M KOHTPOJIb UX KauecTBa, CONMPOBOXKICHHIO MPUEMOYHBIX UCIBITAHUNA U BBOJA B
OKCIUTyaTallMI0 CHCTEMBI, O0OpabOTKEe 3ampocoB HAa HW3MEHEHHE TpeOOBaHUII K cHUCTEME,
OTIpeNIeIEHHBIX TMpPOo(ecCHOHANBHBIM CTaHIApTOM «CHCTEMHBIH aHATUTHUK», YTBEPKIECHHOTO
npukazoM MUHHCTEPCTBA TpyJa U colMaibHOM 3amuThl Poccuiickoit ®enepanun ot 28.10.2014
N 8091 (Peructparnmonnsiii Homep Ne34882).

2. MECTO JJUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM
IMPOI'PAMMBI

VYuebnas mucuumianHa CuctemMbl HHQOPMAIIMOHHONW 0€30MacHOCTH OTHOCHTCA K YacTd
y4eOHOTro 1u1aHa (opMUpyeMoil yyacCTHUKaMu 00pa30BaTENIbHBIX OTHOIIECHUH M U3y4yaeTcs Ha 4,
5 Kypce.

2.1. TpeGoBaHuUsI K TPEABAPUTEILHON TOATOTOBKE 00YJarONIEroCs:

N3yuenuto paHHOW y4eOHOW IUCHMIUIMHBI TPEAIIECTBYET OCBOCHHE CIIEIYIOUIUX
y4eOHBIX aucuumuinH: MHpopmatnka u mporpammupoBaHue, OIepanvoHHBIE CHCTEMBI,
WndpopmaniMoHHbIE CHCTEMBI ¥ TEXHOJOTMM, BBIUMCIUTENbHBIE CUCTEMBI, CETH H
TEJIEKOMMYHHUKAIMK, MaTeMaTnyeckoe M HMUTALMOHHOE MojenupoBaHue, [IpoektupoBanue



nHpopManoHHbIX cucteM, lIporpammnas umxkeHepus, WHpopmannoHHas O€30MacHOCTD.
[MapannensHo ¢ yueOHOM mucuuiuiMHOM «CucreMbl HMH(OpPMAIMOHHONW 0€30MacHOCTH
U3y4aloTCsl ~ TUCHMIUIMHBI:  BHenpenue  uH(popManuoHHBIX  cucteM, KoprnopaTtuBHbie
UH(POPMAaLIMOHHbIE CHCTEMBI, ONEeKTPOHHBIN JOKYMEHTO000POT, VYmpasnenue
UH(POPMALIMOHHBIMH cUcTeMaMHt, PazpaboTka MporpaMMHBIX TPUIIOKESHUH.

2.2. ucruminHbl (MOAYJIN) M MPAKTHUKH, JUTSI KOTOPBIX OCBOCHUE AAHHOW THCIIUIUIAHBI
(MOTyJIsT) HEOOXOIMMO KaK MPEeIIECTBYIOIIEE:

Pe3ynbratel ocBoeHMS AUCHUIUIMHBI «CHCTeMbl HH(QOPMAIIMOHHOM O€30MacHOCTH
ABIAIOTCA  0a30M  uid  TPOXOXACHHUS OOydYaloIUMUCS TMPOU3BOACTBEHHON  IMPAKTUKU:
npeauIuIoMHON. Pa3BuTHe y 0Oydaromiuxcsi HaBBIKOB KOMAaHAHOM pabOThI, MEXKIMYHOCTHOM
KOMMYHHKAIMH, MPUHATHS PEIICHUH, JTUACPCKUX KayecTB 0OECIEUYMBACTCS UYTCHHEM JICKIIHA,
IPOBEICHUEM CEMHHAPCKUX 3aHATHH, HAIEJICHHBIX Ha MNPO(PECCHOHATBHYIO AEATEIbHOCTU
BBIITYCKHUKOB U IOTPEOHOCTH paboTonaTenei.

3. INIAHUPYEMBIE PE3YJIbTATbBI ObYYEHUA 110 JUCHUIIJIMHE,
COOTHECEHHBIE C INTAHUPYEMBIMHU PE3YJIbTATAMHN OCBOEHMUAA
OBPA30OBATEJIbHON ITPOT'PAMMBI

B pesynbrare OCBOGHHS AUCHUILIUHBI OOYYAIOIIMICS IO IMporpamme OakajaBpuara
JIOJKEH OBJIAJICTh:

- Cnocooen pazpadameieams wiad10nvl 00Kymenmos mpeoosanuit (I1K-15)

IInanupyemMble pe3yJbTaThl 00yUeHHs O TUCHUTLIIUHE

dopmupyemast Kon pesynbrara
PMIPY [Tnaaupyemblie pe3yabTaThl O0y4eHUS AL DE3Y
KOMITETEHITHS o0ydeHus
3HaTh:
Onpenenenus B 001aCTH 3aIUThHl HHTEUIEKTYaTbHON
[TK-15-31
COOCTBEHHOCTHU
OcHoBHBIE TpeboBaHMs HH(OPMAITMOHHON 0€301aCHOCTH I1K-15-32
[TpunLMIIBI paOOTHI cCTEM UH(POPMAITMOHHOMN
IMK-15-33
0€3011aCHOCTH
MeTtoabl ¥ ciocOOBI COCTABIIEHUS TEXHUYECKON
JIOKYMEHTAIIMU TTPOCKTOB aBTOMAaTH3allNHU U TIK-15-34
Crniocoben nH(OpMaTU3aLUY TPUKIIATHBIX IPOIECCOB
pa3zpabarbiBaTh | YMeThb:
11a0JI0HBI KnaccudumupoBats yrpo3sl HHPOpMaIMOHHOM MK-15-V1
JIOKYMEHTOB 0€30I1aCHOCTH
TpeOoBanuii | [IpUMEHATH KPUNITOrPAPUIECCKAEC METO/IBI 3ALIUATHI
[1K-15-VY2
(IIK-15) uHpOpMaIun
Hcnonb3oBarh AEHCTBYIOLIEE 3AKOHOAATEIBCTBO U IPYTUE
MPaBOBBIEC IOKYMEHTHI JJIsI 3aIUTHI UHTEIUICKTYIbHON [IK-15-VY3
COOCTBEHHOCTH
OnenuBaTh 3¢ (HEKTUBHOCTH CUCTEM WH(DOPMAITMOHHOM
[IK-15-Y4
0€3011aCHOCTH
Baajgern:
HaBbikamMu aAMMHHCTPUPOBAHUS TIOJICUCTEM K-15-B1
nH(pOpMaIMOHHOM 0€30MMacHOCTH




Hapwikamm IMPUMEHCHUA METOAUKH p€aIn3allin 3alIUThI

UH(POPMALIMOHHOM 6€30MacCHOCTH

N TIK-15-B2
HHTGHHGKTY&HBHOI/I CO6CTB€HHOCTI/I
HaBpikamu o1leHKH cucTeM WH()OPMaAIMOHHOM
TIK-15-B3
0€30I1aCHOCTH
OCHOBHBIMH IIPAaBUIJIAMH IIPOBEICHUS ayIUTa
P POBCA YA TK-15-B4

4. OFBEM JUCHUIIVINHBI B 3AYETHBIX EJIUHUIIAX C YKASAHUEM
KO/INYECTBA AKAJEMHUYECKHUX YACOB, BBI/IEJIEHHBIX HA KOHTAKTHYIO
PABOTY OBYYAIOIIUXCA C ITPEIIOJABATEJIEM (I1I0 BUJAM YYEBHbIX

3AHATHUI) U HA CAMOCTOSATEJILHYIO PABOTY OBYUAIOIIUXCS

OO0mast Tpy10€MKOCTh TUCHUTUITMHBI COCTABIISET 2 3a4eTHBIX eqUHUIIBI (72 Jaca).

OO6mas B tom uucne koHTakTHas paboTa

B B KonTpons
Becero | JI | Cem | KoP 3
3.e. | wyacax

TPYIOEMKOCTD C TIpernoJiaBaTesieM Cam.
pabora

®dopma
MIPOMEKYTOUHON
aTTecTalun

1 36 4 4 32

1 36 6

N

1,7 103 3,7 26,3

3aueTr

Htoro

2 72 10 4 4 1,7 103 3,7 58,3

Pacnpenesienne yueOHOro BpeMeHHU M0 TeMaM U BUAAM y4eOHBIX 3aHATHI 32049HasA

¢dopma o0yuenust

HaumenoBanue Beero KonTakTHas paboTta ¢
paszienos, TeM MperoaaBaTeIeM

yueOHBIX 3aHATHH 1ACOP B cero | J [ Cem | KoP | 3

Cam.
Pao.

dopMupyemblie
pe3yIbTaThl
o0yyeHus

Paznen 1.BBenenue B 6e30nacHOCTs HHGQOPMALMK COBPEMEHHOTO MPENNPUSITHS

OCHOBHbBIE TIOHSTHS,
TEPMUHBI U
ONPEAEIICHUS B 9 1 1
00J1aCTH 3aIHTHI
nHpopMaIuu

[K-15-31,
I1K-15-32

AKTyambsHOCTh
MPOOJIEMBI 3aIUTHI
nHpopMaruu. Busr
YIpo3 ¥ PHUCKOB
WHPOPMALTUOHHON
0e30MacHOCTH.

[IK-15-34,
I1K-15-B3

3akoHOmaTeIbHAS U
HOpMaTHBHas 6a3a
MPaBOBOTO
peryIHpOBaHUS
BOIIPOCOB 3aIUTHI
nHpOopMaImu.

I1K-15-B2

TpeboBanus k
OpraHu3aIyn
3aIIUTHI
KOH(HUICHINATbHON
nHpOpPMALIUH U
HEePCOHATBHBIX
TaHHBIX HA
NPENPHUITHH.

I1K-15-B1

Paznen 2. Texnonoruu odecnieueHusi MHGOPMAIMOHHON 06€30IaCHOCTH MPEANPHITHUS




[Monutuka
0e30macHOCTH U
¢dbopmupoBaHue
OpraHH3allMOHHON [IK-15-33,
CTPYKTYPBI CHCTEMBI IIK-15-Y1
3alUThI
nHpOpPMAaLIUH HA
NPEaNpHUsITHH

Mepsl u cpencTBa
6. | 3amuTHI 7 1 1 6
uHpOpPMaLTUH

TK-15-V4,
TK-15-B4

ITpumenenus
KpUnTOrpaduyecKux
7. METOJO0B 3aIlIUThI 9 1 1 8 I[IK-15-V2
nHpOpPMALIUH [TPH
paboTe B CeTsIX.

Ayaut
8. | uHpopMaIOHHON 9,3 1 1 8,3 [IK-15-¥3
0e30MmacHOCTH

IIpomexyTodnas arrecrarus (3a4eT)

ITpomexxyTouHas

arrecrauus (3auer) 2 2 L7 103

5. COJEP)KAHME JUCHMILINHBIL, CTPYKTYPUPOBAHHOE IO TEMAM
(PA3JIEJIAM)

Tema 1. OCHOBHBIE TOHATHUS, TEPMUHBI U OTIPEACICHUS B 00JIACTH 3alIUTHl HTHPOPMAIUH.
Nudopmanus, wHPOPMAIIMOHHBICE  OTHOIICHHS, CYOBEKTBI  MHGOPMAITHOHHBIX
OTHONICHUI, UX UHTEPECHl U MyTU HaHeceHus: uM yiepoa. KonduaeHImanbHOCTb, 11ET0CTHOCTD,
nocTynHocTh. OOBEKTHI, LI U 3a/1a4M 3alIUThl HH(pOpMAaLIUH.
Tema 2. AKTyanbHOCTb ITPOOJIEMBI 3aIIUTHI HHPOpMauu. Busl yrpo3 u puckos
UH(POPMALIMOHHOHN 0€30MacHOCTH.

@opMHUpPOBAHUE MOJEIM YIpO3: Yrpo3bl, pPEaIU3yeMble YEepe3 TEXHUYECKUE KaHaJbl
yT€UKHd WH(POpPMALMK, BO3HHMKAIOIIME 32 CYET HCIOJIb30BAHUS TEXHUYECKUX CPEACTB CheMa
(moOwIBaHMs) MH(MOpMaIK, 00pabaThIBAEMON B TEXHUYECKUX CPEACTBAX MIJIM BCIIOMOTATEIbHBIX
TEXHUUYECKHUX CPEACTBaX M CHCTEMax; Yrpo3bl, peaju3yeMble 3a CUeT HECAaHKIMOHMPOBAHHOIO
JOoCTyNna K MEepCOHAIbHBIM JaHHBIM. MoJenb yrpo3 U MoJielb HapyluTeas WH()OpMalMOHHON
Oe3omacHOCTH. Pucku nHpopManimoHHON 6€30MacHOCTH.

Tewma 3. 3akoHoAaTenbHass © HOpMaTHBHAs 0a3a MPaBOBOTO PEryJIUPOBAHUS BOIIPOCOB
3aIuUThl HOPMAITUH.

Joktpuna uHpopmarmonHoii 6e3onacHoctu Poccuiickoit ®denepanuu. denepanbHbie
3akoHbl Poccuiickonn @enepauuu. Ilocranosinenus mnpasurenscTBa Poccuiickon deneparuu.
Vka3el npesupeHta Poccuiickoit ®enepaunn. Cucrema pyKOBOASAIIMX M CHELUANBHBIX
HOPMAaTHBHBIX TOKyMeHTOB Poccutickoii denepariu B obnactu 3amutsl nHGopmaruu. [lopsmok
MIPOBEJICHNUS] HHBEHTAPU3ALUY IEPCOHANIbHBIX JaHHbBIX.

Tema 4. TpeboBaHUs K OpraHU3aIMHN 3aATH KOHGUIESHIINATLHON HHGOPMAITH 1
MEePCOHANBHBIX JaHHBIX HA MPEANPUATHH.

IToaroroBka k arrecranuyd Ha cooTBeTcTBHE IooxkeHnsaM D3 Nel52 HamumonannHBIE
(I'OCT), ™exnyHapoIHBIE M OTpacieBble CTaHAAPTHI B OOJIACTH 3alIUTHl WH(pOpMAIUU
,JAH()OPMAIIMOHHBIX TEXHOJIOTMH W HempepblBHOCTHM Ou3Heca. Cucrema JHUIICH3HPOBAHUS




NEeSTeNIbHOCTH, CepTU(UKALUU CPEACTB 3alIUThl U aTTecTaluy 00BeKTOB MH(OpMaTU3alMU 1O
TpeOoBaHUAM 3aKOHOAaTenbcTBa PD. OTBETCTBEHHOCTH 32 MPABOHAPYIICHUS B 00JIACTH 3aIUTHI
uHpOpMaLIKH.
Tema 5. [Tonutuka 6€30MacHOCTH U POPMHUPOBAHUE OPTAHU3ALMOHHON CTPYKTYPHI
CHCTEMBI 3alUTHI HH(OPMALIMU Ha MPEIIPUATHH.

KommiekcHast cucrema obOecrnieueHusi WHPOPMaMOHHON O€30MacHOCTH OpTaHHU3allUH.
Opranu3anoHHas CTPYKTypa CHCTEMBl oOecriedeHus: HWHGOPMAIIMOHHONW 0€30macHOCTH
opraHu3anuu TumoBas CTPYKTypa, 3adaud ©W  QYHKOUH ToJapasfeiacHust  (CIy»KObI)
nHpopmanmoHHo  Oe3omacHocTH  opraHuzamuu.  CTpykrypa W 0a30BBIA  COCTaB
OpPraHU3aIMOHHO-PACTIOPSAUTENBHON JOKYMEHTAllM OpraHu3alud 10 HH(QOPMAUOHHOM
0€30IacCHOCTH.

Tema 6. Mepsl 1 cpecTBa 3alUTH HH()OPMAITIH.

PazpaboTka M TIOCTpPOCHHE CHCTEMbI 3aIIUTHl IEPCOHAIBHBIX JaHHBIX. Cucrema
yIpaBiIeHUs] HENPEpBIBHOCTHIO OHM3HECAa OpraHu3allid B COOTBETCTBUU C TpeOOBaHUAMU
crangapta BS25999. Onenka 3amunieHHOCTH KOH(UICHIIMATbHON WH(OpPMAIIUU OT €€ YTEUKH
o TeXHHUYecKuM kaHanaM. CpencTBa 3amuThl MHGOPMAIMU OT €€ YTeUKH MO TEeXHUYECKUM
KaHaJjaM. 3al[uTa CeTH AJIEKTPONUTAHUS U 3a3eMJICHUSI. DKOHOMUYECKHE aCleKThl 00ecrieueHus
0e301acHOCTH. PUCK-OpHEHTHPOBAHHBIN OIX0 B MH(POPMALIMOHHOM 6€301MacHOCTH.

Tema 7. Ilpumenenust Kpunrorpauyeckux METOIOB 3alUTH HH(opMaIuK pu padoTe B

CeTsX.

Obecneuenne 0e30macHOCTH HMH(POPMALMM TPU  TMOAKIIOYCHUH BBIYHACIUTEIBHBIX
CPEICTB K MEXIYyHAapOJIHbIM HH(GOPMAMOHHBIM cucTeMaM. Kpumnrorpaguueckue MeToabl U
cpeactBa 3amuThl  uMHpopmauuu. Choenuduka HHPPACTPYKTYPbl OTKPBITHIX  KITIOUEH.
ObecnieueHne 0OE30MACHOCTH THUIOBBIX TEXHOJOTHYECKUX TPOIECCOB OpraHu3aluud ¢
HCIIOJIb30BaHUEM CPEJCTB KPUNTOrpaUyeCcKOM 3aInThI, SIEKTPOHHAS TOAMKCH.

Tema 8. Ayaut uHbOpMaIIMOHHONW O€30MTaCHOCTH.

CamoorieHKa W ayIuT Kak IMoka3aTenud 3((EKTUBHOCTH IMPOILECCOB 0becreueHus
uH(popMalMoOHHON Oe3omacHocT. Ponm, menu W 3amayu ayamta B Mmpoiecce oOecTedeHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

Tema 9. IIpomexxyTounas arrecranus (3ader).

Bomnpocs! k 3auerty:

1.Madopmarnms kak 00BEKT MPABOBOTO PETYITUPOBAHMUS.

2. Mepsl 3ammThl  HMHQOpPMALMM:  3aKOHOJATENBHOTO,  aJMHUHHCTPATUBHOIO,
MPOLEAYPHOTO, IPOrPAMMHO-TEXHHUUECKOTO YPOBHEH.

3. 3akoHonarenscTBO PD B obnacTn nH(pOpMaAIIMOHHOM 0€30MacHOCTH.

4. NudopmarmonHast 6e30MaCHOCTh OOBEKTa IPH OCYLIECTBICHUHM MEXIYHApOIHOTO
COTPYAHUYECTBA.

5. Buas! yrpo3 nnpopMaiiioHHON 6€301acHOCTH.

6. VYrpo3pl KOHCTUTYLMOHHBIM IIpaBaM M CBOOOJaM TpakJaHMHAa B o0nactu
MH(GOPMaLIMOHHOHN JESITeTbHOCTH.

7. Yrpo3sl HHGOPMAIIMOHHOMY 00€CIIEUEeHUIO TOCYIapCTBEHHON MOJUTHKUA Poccuiickoit
denepanuu.

8.Yrpo3pl 0e30MmacHOCTH HMH(POPMALMOHHBIX U TEIEKOMMYHUKAIIMOHHBIX CPEICTB M
CHCTEM.

9. BHemHue ¥ BHyTPEHHUE UCTOYHUKH YTPO3 HH(POPMAIIMOHHOH 0€301acHOCTH.

10. OcHOBHBIE BUJBI YTPO3 0€30MaCHOCTH CYObEKTOB MH(POPMAITMOHHBIX OTHOIICHUH.



11. OcHOBHBIE HETIPETHAMEPEHHBIE U MTPEITHAMEPEHHBIE UCKYCCTBEHHBIE YTPO3BbI.

12. OcHOBHBbIE IpeAHAMEPEHHBIE UCKYCCTBEHHBIE YIPO3BI.

13. 3akon P® ot 21.09.93 "O rocynapcTBeHHOM TaiiHe".

14. 3akoH P® ot 09.07.2004r. «O kOMMepUecKOi TaitHEY.

15. 3akon P® ot 08.07.2006 r. «O nepcoHalIbHBIX JaHHBIX.

16. «Konnenuus 3amutel CBT u AC ot HC/l», npeana3sHaueHue, OCHOBHbBIC TTOHATHUS U
HallpaBJICHUSI.

17.0cnoBHble puHLMNbI 3amuThl 0T HC/I, n3m0keHHbIE B HOPMATUBHBIX JTOKYMEHTaX
koHnenuu 3amutel CBT u AC.

18. ColicTBa 3alUIIEHHBIX AaBTOMAaTU3UPOBAHHBIX CUCTEM 00Pa0OTKH MHPOPMALIUH.

19. Cneun¢uka BOSHUKHOBEHHS YTPO3 U PUCKOB B OTKPBITHIX CETSIX.

20. Yto noHMMaeTcst o/ yA3BUMOCTBIO 3aIIUIIEHHBIX KOMIBIOTEPHBIX CUCTEM?

21. OcHoBHBIC HampaBieHUs o0ecriedeHuss WHPOPMALMOHHON Oe30macHOCTH B
KOMITBIOTEPHBIX CUCTEMAX.

22. OCHOBHBIE TTOHATHUS OE30MACHOCTH KOMITBIOTEPHBIX CHUCTEM.

23. UYro moHWMaeTcs TMOJ JIMIICH3UPOBAHUEM JEATEIBHOCTH B OOJACTH 3aIllUTHI
nHpopmanun?

24. TlepeuncauTh OCHOBHBIE MEPOMNPUSITHS, MO3BOJSIONINE PEIIUTh 3aa4y MOCTPOCHUS
CUCTEMBI 3alUThl pa0oueii CTaHIINH.

25. 17151 4ero UCTOIb3YIOTCSI CUCTEMbl MHOTOYPOBHEBOM 3aILIUTHI?

26. Kakue Bbl 3HaeTe acleKThl 3allUTHl WH(GOPMAIMU B CHUCTEME C pa3rpaHHMYCHHEM
MTOJITHOMOYMI?

27. llepeuncnure W JaTe XapaKTEPUCTUKY OCHOBHBIM METOJAM MOCTPOCHHUSI CHUCTEM
3aIATHI C MHOTOYPOBHEBBIM JJOCTYIIOM.

28. Kakoe MecTo 3aHMMAaeT MEXaHH3M MOJOTUYETHOCTH B MOJIUTUKE 0€30MacHOCTH U, HA
KAaKHe KaTerOpuu JIEIATCS CPEACTBA MOJOTYETHOCTH?

29. Kakue mpoOiemMbl BOZHHKAIOT IMPHU HCIOJIb30BAHUM 3aIUTHl MH(OpPMAIKM ITyTeM
OrpaHHueHus AocTymna’?

30. Kakue npuHIUIIBI TOJI0KEHBI B KOHUEIIUIO TOCTPOCHUS 3aIUIIEHHBIX CUCTEM?

31. IlepeuucnuTh M JaTh XapaKTEPUCTUKY OCHOBHBIM KOMIIOHEHTaM TEXHOJIOTHH
MOCTPOEHUS 3aUIUIIEHHON KOMITBIOTEPHON CHCTEMBI.

32. Kakum crmocoOoM MpOUCXOIUT MHTETPAIUs CPEICTB 3alIUThl U PAaCIPOCTPAHCHHBIX
MPUJIOKEHUH B 3alIUILIIEHHON KOMITBIOTEPHOU cucTeme?

33. Yto moHMMaeETCs MOoJT HECAHKITMOHUPOBAHHBIM JJOCTYIIOM K HH(OpMAITUH.

34.IlepeyncuTh U 1aTh XapaKTEPUCTUKY 0000IIeHHBIM MeTo1aM 3aiuTel o HC/I.

35. Uto moHMMAETCs TIOJT CTOWKOCTBIO CUCTEMBI UACHTUDUKaIm?

36. Uto siBnsieTCS MHTETPaIbHON XapaKTEPUCTUKON 3alllUIIICHHON CUCTEMBbI?

37. llonaTre NOMUTUKN 6€30IaCHOCTH U €€ OCHOBHBIE 0a30BBIE MPEICTABICHUSI.

38. B kakux ciiy4asx HUCIOIb3YIOT MOJICTH 0€30MMaCHOCTH MPOU3BOAUTENHN 3AITUIIICHHBIX
KOMIBIOTEPHBIX CUCTEM?

39. U3 kakux vacreit cocrout I'OCT P 154087

40. Ha xakux 6a30BBIX MPEACTABICHHUIX OCHOBAHBI MOJIEIHN O€30macHOCTH?

IL1aHbI cCEeMUHAPCKUX 3aHATHI



Tema 5. IlonuTuka Oe3omacHOCTH W (POPMHUPOBAHWE OPTAHU3AMMOHHON CTPYKTYPHI
CHCTEMBI 3alUThI HH(OPMALIMU Ha MIPEIIPUATHH.

Bpewms - 1 yac.

OCHOBHBIE BOIIPOCHI:

1. TpeGoBaHus K 3a1UTe NEPCOHATBHBIX JaHHBIX 2. OpeaesieHue rocTaiHbI.

Tema 6. Mepsl u cpeAcTBa 3aUTH HHGOPMALIIH.

Bpewms - 1 yac.

OCHOBHBIE BOITPOCHI:

1. [TocTpoeHne cucTemMbl 3alUTHI IEPCOHANBHBIX JaHHBIX.

Tema 7. IlpumeHeHns: KpUOTOTpaPUUECKUX METOAOB 3alUTHI HH(OpMAIMK ITpU paboTe B
CeTsX.

Bpewms - 1 yac.

OCHOBHBIE BOIIPOCHI:

1. Cnenudrka BOSHUKHOBEHHUS YTPO3 B OTKPHITHIX ceTsaX. 2. Cteranorpadus

Tema 8. Ayaut nHGOpMAITMOHHONW O€30MaCHOCTH.

Bpewms - 1 qac.

OCHOBHBIE BOITPOCHI:

1. Oramnel ayaura. 2. Pe3ynbTaTuBHbIE TOKYMEHTHI.

6. HIEPEYEHb YYEBHO-METOJANYECKOI'O OBECIIEYEHUSA 51
CAMOCTOSTEJBHOM PABOTHI OBYUAIOIINXCS MO JUCHUILINHE

6.1.1. OcHOBHBIE KaTeTOPHH YICOHOU TUCHIUTUIAHBI JIJI1 CAMOCTOSTEIbHOTO U3yUCHHUS

OCHOBHBIMU BHJIaMU BHEAYJAUTOPHON CaMOCTOSTEIbHONU pabOThl IPU U3yYEHUU JAHHOTO
npeaMeTa SBISAIOTCS: YTEHHE OCHOBHOM W JIOMOJHUTENBHOM JUTEepaTypbl (B COOTBETCTBUHU C
MEepEeYHEM OCHOBHOW W JIOTIOJTHUTEIBHOW JIUTEPATypbl, HEOOXOAUMOW JUIsl OCBOCHUS
JUCLHUIUIMHBI) IO YKA3aHUIO MPETojaBaTess, a TakKe ¢ UCMoyib30BaHueM MHTepHeTa; u3yuyeHue
KOHCIIEKTOB JICKIIHMH; ydeOHO-HCCe0BaTeNbCcKasi padoTa 1Mo pyKOBOJICTBOM IIPETOAaBaTeNs ¢
UCIIOJIb30BAHNEM KOMIBIOTEPHON TEXHHWKHU; TOBTOpHAas padoTa HajJ Y4eOHBIM MaTepUaiioM,
MOATOTOBKA JIOKJIAJOB W TMpE3eHTAIlMi JUIsl BBICTYIUIEHHUS Ha CEMUHApax, BBINOJHEHUE
JNOMAaIlIHUX 3aJaHui.

I'moccapmit: WpeHtudukanuss - TMPOIECC COMOCTABJICHHUS BBEACHHOWM WM  CBOCH
XapaKTepUCTUKU C HEKOTOPHIM XPaHUMBIM CHUCTEeMOW wuaeHTHu(ukaTopoM. B mampHeiimem
uaeHTuGuKaTop cyObeKTa HCHOIb3yeTCs MJIA NPEJOCTaBICHUS CYOBEKTY OIpeNeIeHHOro
ypoBHS IpaB u nosHomouuil. Kommpomeranus kmrouell - VYTpara AOBEpUS K TOMY, 4YTO
UCTIONIb3yeMble KJoun olecneuuBaroT OezomacHocTh uHGpopmanmu. KoHduneHumanbHas
uHpopManus - wuHPOpPMANMS C OrPaHUYEHHBIM JIOCTYIIOM, HE COJEpIKallas CBEICHHUIA,
COCTABJISIIOLIMX TOCYAapCTBEHHYIO TaliHy, JTOCTYI K KOTOPON OTPaHUYUBAETCSA B COOTBETCTBUU C
3aKoHO1aTeabCcTBOM Poccuiickoit @enepanuu. Kpunrorpadguueckas 3amura — 3anmTa JaHHBIX
IpU TIOMOIIK Kpunrorpadudeckoro mpeodpa3oBaHus MaHHBIX. Kpunrtorpadudeckuil K9 -
[TocnenoBaTenbHOCT, CHMBOJIOB, KOTOpasi KOHTPOJUpPYET Kpunrorpapudeckue ornepanuu
(3ammdpoBanue, pacmmppoBaHUE, BBIYUCICHUE XANI-PYHKIUH, BBIYUCICHUE WU TPOBEPKY
mudpoBoi moAmMcH). YTrpo3a O0€30MacHOCTH HWH(POpPMALMU - TOTEHIHMAIbHO BO3MOXKHOE
coObITHE, MAEWCTBHE, TPOIECC WM SBICHHE, KOTOPOE MOXET MPUBECTH K HAPYIICHUIO
KOH(UICHIIMATEHOCTH, [IEJIOCTHOCTH, TOCTYITHOCTH MH(OpMAIIHH, a TaAK)KEe HETIPABOMEPHOMY €€
TUpaXUPOBaHUIO. llemocTHOCT, WH(GOPMALMKU - COCTOSHHUE 3alIUIICHHOCTH WH(POpMAIUH,



xapaktepuzyemoe cnocobHocteio AC obecrieunBaTh COXPAaHHOCTh W HEM3MEHHOCTh
KOH(UICHIMATBEHOW HH()OpPMAIIMKM TMPU TOMBITKAX HECAHKIIMOHUPOBAHHBIX WM CIy4alHBIX
BO3/ICUCTBUII Ha Hee B mpolecce OOpadOTKM WM XpaHEHUS. DJIEKTPOHHBIA TOKYMEHT -
3aJOKyMEHTUPOBAaHHAs! COBOKYIHOCTb IAaHHBIX, MPEICTABICHHBIX B 3JIEKTPOHHO-LIU(POBOIMA
dopmMe M 3apUKCHPOBAHHBIX HAa MaTEPHAIBLHOM HOCHUTENE C PEKBU3UTAMHM, IO3BOJSIOLUIMMU
UACHTU(PUIMPOBATH ATy MHPOPMAIIMIO U aBTOPOB JOKyMeHTa. MaeHTudukaius 31eKTpoHHOTO
JIOKyMEHTa O0ecleuynBaeTcsi CpeACTBAMM 3allUThl HAa OCHOBE aJTOPUTMOB IIH(pOBaHUS,
JMEKTPOHHOW UM(POBOM MOAMUCH M 3alIMTHl  OT HECAaHKIMOHMPOBAHHOIO JOCTYIIA.
Atomaru3upoBaHHas cucrteMa (AC) - cucreMa, cCoCTOSINAs U3 IEPCOHANIa U KOMILIEKCa CPEJICTB
aBTOMATH3AIMH €r0 ACATEIbHOCTH, PeATHU3YIoNIas HH(HOPMAIIMOHHYIO TEXHOJIOTHIO BBIITOJIHEHHS
yCTaHOBNIEHHBIX (DyHKIMA. AyTreHTH(ukanus - [IpoBepka NPUHAICKHOCTH CYOBEKTY J0OCTyMa
OPEIbSABICHHOIO MM MICHTU(UKATOpA, TOATBEPKACHUE IOUIMHHOCTH. AYyTEHTHU(HUKAIHS
OCYILECTBIISICTCSI HA OCHOBAaHMM TOTO MJIM HWHOTO CEKPETHOIro 3JeMeHTa (ayTeHTudukaropa),
KOTOpPBIM pacrojiaraloT Kak CcyObeKkT, Tak W HHpopMmanuoHHas cucrema. JlokanpHas
BbrunciautensHas cetb (JIBC) - COBOKYMHOCTh OCHOBHBIX TEXHHYECKHMX CPEICTB U CHCTEM,
OCYIIECTBISIOMMUX OOMEeH uHpopMamuein Mexay co0oil u ¢ ApyruMH HHGOPMAIMOHHBIMA
cucreMamu, B ToM uuciie ¢ JIBC, depe3 ompeneneHHbIE TOYKH BXOJa/BBIX0Jla HWH(MOpPMAIIHH,
KoTopble  siBisitoTcst  rpanmued  JIBC.  MexcereBoit  skpan  (MD) -  nokanbHOE
(OTHOKOMITOHEHTHOE) MM (YHKIHMOHAIBHO-PACIPEACTICHHOE TPOrpaMMHOe (TIPOrpaMMHO-
anmapaTHoOe) CpPeCTBO (KOMILIEKC), peaan3yroliee KOHTPOIIb 3a HH(pOopMaIHel, TOCTynaromei B
AC u (wnmm) Beixomsmeit uz3 AC. MD obecnieunBaer 3ammuty AC mocpencTtBoM (uibTpanuu
uH(popMalMy, T.e. €€ aHajliu3a MO COBOKYIMHOCTH KPUTEPHEB M TMPUHATUS DELICHUS O €e
pactipoctpaneHnn B (m3) AC Ha OCHOBE 3aJaHHBIX IIpaBWJI, NPOBOISA, TaKUM 00pa3oMm,
pasrpannyeHue gocryna cyorektoB u3 ogHon AC k oobpextam apyroit AC. IP (Internet Protocol)
- IlpoTtokon mepemayu IaHHBIX CETEBOTO YpPOBHsA Tpymmbl mporokonoB TCP/IP, GazoBblit
npotokon nepenadn maHHbx B WMaTepHeT. VPN (Virtual Private Network) — o0606ménHoe
Ha3BaHUE TEXHOJIOTUH, MO3BOJIAIONIUX 00ECIEUUTh OAHO WJIM HECKOJBKO CETEBBIX COEIMHEHHM
(JToruueckyro ceth) nosepx Apyrou cetu (Hampumep UutepHer). SSH (Secure Shell) - cereBoit
IPOTOKOJI MPUKIAAHOIO YPOBHS, NO3BOJIIOIIMKA IPOU3BOAUTH YAAJIEHHOE YIIpaBICHUE
OTIEpaLlMOHHOM cucTeMoil M TyHHenupoBanue TCP-coeaunenuit (Hampumep, AJs Imepenadyu
dbaiinon).

6.1.2. 3agaHus AJ1s MOBTOPEHUS U YIITyOIeHUS TPHOOPETAEMBIX 3HAHHH.

No Kon pesynbrata Sananms
00yIeHMS

1 ITK-15-31 1.Ha30B1TEe OCHOBHBIC TEPMHHBI B 00JIACTH 3aLUTHI HHPOPMAaIUK

2 MTK-15-31 2.Ilpoananm3upyiTe cucTeMHOe obecrieueHue AJIsl 3alIUThl HHPOPMAIHH.

3 MIK-15-32 3. Ilpoananu3upyiite npuKIagHOe o0ecTedeHne Juisl 3alnuThl HH)OpMAaLru.
4 ITK-15-32 4.PaccKaXuTe O MPOIEIype aTTECTAITUN CPEJICTB 3alTUTHL.

5 I1K-15-33 5. IlepeuncinTe OCHOBHBIC ITPABOBBIC aKTHI B 00JACTH 3alIUThHl HH(POPMAIIHH.
6 ITK-15-33 6. Kimaccuduupyiite cucteMbl ”HPOPMAIIMOHHOH 0€30MacCHOCTH

7 ITK-15-34 7. YUrto Takoe mH(OpMaIMOHHAS yrpo3a’

8 MIK-15-34 8.KakoBbl IprUMHBI YTEUKH HH(GOPMALIKH.

6.2. 3amanus, HarpaBJieHHbIE Ha (OpPMHUPOBaHUE MTPOPECCUOHATHHBIX YMEHHH.

No Kon pesynbrarta Sananms

00yIeHMS

9 TIK-15-V1 9.IlpoBeauTe CpaBHUTEIBHBIN aHAIN3 BUI0B HHPOPMAIIMOHHBIX YTPO3.




10 MK-15-V1 10.IIpoananu3upyiiTe 3aKOHOJATENbCTBO B cdepe pa3pabOTKH CUCTEM
nH(GOPMAITMOHHOM OE30MMaCHOCTH.

1 MK-15-Y2 11. Co3naiite TabmuIily ¢ pe3yibTaTaMH OLCHHBAHMSI WH(MOPMAIIMOHHBIX YIPO3
JUIsL KOHKPETHOTO NMPEATIPHUSITHS.

12 TIK-15-Y2 12. KakoBa Mepa OIICHKH HECAaHKIIMOHUPOBAHHOTO JOCTYyTA.

13 MK-15-Y3 13. BrwpaboraTe KpUTepuu I aHajdW3a MpeyiaraéMbIX HAa  PBIHKE
MHCTPYMCHTAJIBHBIX CPEJCTB JUIs HH(OPMAIIMOHHOMN 3aIUThl OpraHH3aIHH.

14 [TIK-15-Y3 14. Yro npeacraBnsgeT coO0H ayAUT cUCTEMbl HHPOPMAITMOHHON 0€30MaCHOCTH.

15 [IK-15-Y4 15. [IpuBeaute npruMepsl 00BEKTOB HHTEIICKTYaJIbHAS ACSTENbHOCTH.

16 K-15-V4 16. Kakue BUIbI OXpaHsAEMbIX PE3yJIbTaTOB MHTEIUIEKTYalbHOM EATEIbHOCTU U
CpEeACTB MHAMBHyaIU3allMi BaM U3BECTHBI.

6.3. 3agaHus, HampaBlICHHbIE Ha (HOpMHUPOBaHHE MPOPECCHOHATHHBIX HABBIKOB,
BJIaJCHUN.
No Kon pesynbrara Sananns
00yUYCHHS

17 TIK-15-B1 17. TloaroToBUTH TPEOOBAHUS K CHCTEME HHPOPMAIIMOHHON 0€30MacHOCTH.

18 ITIK-15-Bl1 18. HapucyiiTe cxeMy CTpYKTYpBI cUcTeMbl HH)OpMaMOHHOW 0€301acCHOCTH.

19 K-15-B2 19. Hapucyiite nepapXudecKyro CXeMy pOJIH IIepCOHANIa B 3alTuTe HHGOPMAITHH
Ha NPeIPUSITHH.

20 [1K-15-B2 20. OxapakTepr30BaTh OpraHU3alMOHHbIE MEPHI 3aIIUTHl HH()OpMaIIHH.

21 MK-15-B3 21. Odopmute TpeOOBaHUS K OPOPMIICHHUIO TEXHHYECKOW NOKYMEHTAIMU MO
cucTeMaM HH()OPMAIMOHHON 0€3011aCHOCTH.

2 K-15-B3 22. BeIpaboTath KpUTEpHH IJI aHAIW3a TNpejlaraeMblX Ha  PBIHKE
WHCTPYMEHTAJIBHBIX CPEICTB HHPOPMAIIMOHHON 0€30MacHOCTH.

23 [1K-15-B4 23. CozpaiiTe MOzeNb HAPYLIIUTENS HHPOPMAIIMOHHOH 0€30M1aCHOCTH.

24 T1K-15-B4 24. TIpoBeanTe NpOLEAYPhl AyTEHTU(PUKAIIMH U HACHTU(DUKALINH.

y4eOHON JUCITUTITUHBI

7. ®OHJ OODEHOYHbIX CPEACTB AJIA ITPOBEAEHUA TEKYIIEI'O
KOHTPOJISI U TIPOMEXYTOUYHOM ATTECTAIIMM OBYYAIOIIIUXCS 11O

JUCUUILIMHE (MOAY.JIIO)

7.1. Cpencrsa OLEHMBaHUS B X0JI€ TEKYIIETO KOHTPOJIA:

- NACBMEHHBIE KPAaTKHE OIPOCHI B XOJAE ayAUTOPHBIX 3aHATUM HA 3HAHHWE KAaTETOPUL

- 3aJIaHMsI U YITPAXKHEHUS, PEKOMEHIOBAHHBIC JJIsl CAMOCTOSTEIILHON paOOThI;
- paboTa Ha ceMHHapax.

7.2. ®OC 151 TEKYIIETO KOHTPOJIA:

=

Kon pesynbrarta

®OC Tekymiero KOHTPOJIS

00yUYCHHS
1 ITK-15-31 3aganue 1 asa mpuoOpeTeHMs, 3aKPETUICHISI M YTITyOJIeHUS 3HaHUU U3 11. 6.1
2 ITK-15-31 3aganue 2 a1 MpHOOPETCHIMSI, 3aKPETUICHISI M YTITyOJICHUS 3HAaHUU U3 1I. 6.1
3 ITK-15-32 3amanue 3 g nproOpeTeHns, 3aKpeIUIeHUs M yriryOneHus 3HaHui u3 1. 6.1
4 MIK-15-32 3ananue 4 s npruoOpeTeHns, 3aKpeIUIeHUs B yriryOneHus 3HaHui u3 1. 6.1
5 I1K-15-33 3aganue 5 mI MpHOOPETCHISI, 3aKPETUICHISI M YTITyOJIeHUS 3HAaHUU U3 11. 6.1
6 I1K-15-33 3aganue 6 qI MPHOOPETCHMSI, 3aKPETUICHISI M YTITyOJICHUS 3HAaHUU U3 1I. 6.1
7 I1K-15-34 3amanue 7 s npruoOpeTeHns, 3aKpeIUIeHUs M yriryOneHus 3HaHui u3 1. 6.1
8 MIK-15-34 3ananue 8 ams nproOpeTeHns, 3aKpeIUIeHUs B yriryOneHus 3HaHui u3 1. 6.1
9 MK-15-Y1 232;[3111/16 9 HanpaBieHHbIE HA (OPMHUPOBAHHE MPOPECCHOHANBHBIX YMEHUH U3 1.
10 IIK-15-V1 3aganune 10 HanpaBieHHBIE HA HopMHUpPOBaHUE TTPODHECCHOHATHHBIX YMECHUH W3




m. 6.2

3aganue 11 HampaBieHHBIE HA (OpMHUpPOBaHUE TTPODHECCHOHATBHBIX YMEHUH W3

11 IK-15-Y2
m. 6.2
3aganue 12 HampaBieHHbIe HAa (OpMUpOBaHKE NPOodEeCCHOHATBHBIX YMEHHUMN U3
12 K-15-V2 h p hopmup pod y
m 6.2
3aganue 13 HampaBieHHBIE HA (OpMHpPOBaHUE TTPODHECCHOHATBHBIX YMEHUH 13
13 IK-15-V3
m. 6.2
3aganue 14 HampaBieHHble HAa (hopMUpOBaHKE NPOodEecCHOHATBHBIX YMEHHUMN U3
14 | TK-15-V3 p P dopmip pod Y
m 6.2
3amanue 15 HampaBneHHbIE Ha (OpMUpOBaHUE MPO(PECCHOHATBHBIX YMEHHN U3
15 | IK-15-V4 p P opwip pod Y
m. 6.2
3aganue 16 HampaBieHHbIe HA (hOpMUpOBaHKE NPOodeCcCHOHATBHBIX YMEHHUMN U3
16 | TIK-15-V4 p P dopmip pod Y
m 6.2
17 MK-15-B1 3anmanue 17 HampaBieHHble HA (OpMHUpOBaHHE MPO(ecCHOHATBHBIX HABBIKOB,
BIaIeHUH U3 1. 6.3.
3amanue 18 HampaBiieHHBIE Ha (OPMHUpPOBaHHE MPO(ESCCHOHATHHBIX HABBHIKOB,
18 IIK-15-B1 .
BIafeHul u3 1. 6.3.
19 K-15-B2 3amanue 19 HampaBieHHbIe Ha (opMHUpOBaHHE MPO(ECCHOHATIBHBIX HABBIKOB,
BIaIeHUH U3 1. 6.3.
3amanue 20 HampaBiieHHbIC Ha (OPMHUpPOBaHHE MPO(HECCHOHATHHBIX HABBHIKOB,
20 IIK-15-B2 .
BJIAJCHUN U3 1. 6.3.
3amanue 21 HampaBieHHbIe Ha (OpMHUpOBaHHE MPO(ECCHOHATBHBIX HABBIKOB,
21 IIK-15-B3 .
BIafgeHUM u3 1. 6.3.
3amanue 22 HampaBiieHHbIE Ha (OPMHUpPOBaHHE MPO(HECCHOHATHHBIX HABBHIKOB,
22 IIK-15-B3 .
BJIAJCHUN U3 1. 6.3.
3amanue 23 HampaBiieHHbIE Ha (opMHUpOBaHHE MPO(ECCHOHATIBHBIX HABBIKOB,
23 IIK-15-B4 .
BIageHul u3 1. 6.3.
3amanue 24 HampaBiieHHbIE Ha (OPMHUpPOBaHHE MPO(ECCHOHATHHBIX HABBHIKOB,
24 [IK-15-B4 .
BJIAJCHUNA U3 1. 6.3.
7.3 ®OC 7151 IPOMEKYTOUHOM aTTECTALUHU:
3agaHust 11 OLIEHKU 3HAHUM.
Kon pesynbrara
Ne A D3y 3amanus
o0yueHUs
Bormpocs! 11 moaroToBKY K 3adery 1-4
1. Mudopmarus kak 00bEKT MPABOBOI'O PErYIUPOBAHMUS.
2. Mepsl 3amuThl WHGOpPMAIMK: 3aKOHOAATEIHHOTO, aJMUHUCTPATUBHOTO,
1 [TK-15-31 MIPOIIEIYPHOTO, IPOTPAMMHO-TEXHUYECKOTO YPOBHEH.
3. 3akoHonatenbetBo PO B 001acT HHPOPMALIMOHHON 0€30I1aCHOCTH.
4. HnadopmarmonHas  0e30MacHOCTh  O0bEKTa TMPU  OCYIICCTBICHUH
MEXTYHApOJHOTO COTPYTHUYECTBA.
Bormpocs! 11 MoATOTOBKY K 3a4eTy 5-9
5. Buasl yrpo3 uHGOpMAaIHOHHONW 0€30TTaCHOCTH.
6. YTpo3bl KOHCTUTYLIIMOHHEIM TpaBaM H CBOOOJaM TpakIaHWHA B o0jacTu
WH(OPMAITHOHHON eI TeTFHOCTH.
2 [TK-15-31 7. Yrpo3sl WHGOPMANMOHHOMY OOECIICUYCHUIO TOCYAapCTBEHHON TIOIUTHKH
Poccuiickoit @enepannn.
8.YTpo3sl 0Oe3omacHOCTH WHQPOPMAIMOHHBIX W TEICKOMMYHHKAIIMOHHBIX
CPEICTB M CUCTEM.
9. BHenHue 1 BHYTPEHHUE HCTOYHUKU YTPO3 WHHOPMAITMOHHON 0€3011aCHOCTH.
Bomnpocs! a1 noarotoBku k 3adetry 10-14
3 K-15-32 10. OcHoBHBIE BHIBI yIpo3 0e30mMacHOCTH CYyOBEKTOB HWH(MOPMAITMOHHBIX

OTHOIIIEHHUH.
11. OcHOBHBIE HeMpeIHAMEPEHHBIE M NpeIHAMEPEHHBIE MCKYCCTBEHHBIC




YTPO3BL.
12. OcHOBHBIE TIpETHAMEPEHHBIE HCKYCCTBEHHBIE YTPO3BI.

13. 3akoH P® ot 21.09.93 "O rocynapcTBeHHOH TaiHe".
14. 3akoH P® ot 09.07.2004r. «O KOMMepUECKOH TalHEY.

Bormpocs! i moaroToBKH K 3adery 15-19

15. 3akon P® ot 08.07.2006r. «O mepcoHaNbHBIX JaHHBIX).

16. «Konuenuus 3amutel CBT u AC or HC/l», npeaHaznadyeHue, OCHOBHBIC
TIOHSITHS Y HAIPaBJICHUS.

4 [1IK-15-32 17.0cuoBubie npuHIMNGl 3amuThl oT HCJI, w3moXeHHBIE B HOPMATHBHBIX
nokymeHTax koteruy 3anutel CBT u AC.
18. CgoiicTBa 3alUMIIEHHBIX aBTOMATH3HPOBAaHHBIX CHUCTEM 00pabOTKK
nH(pOpMAaIIH.
19. Crienidpuika BOSHUKHOBEHHS YTPO3 U PUCKOB B OTKPBITBIX CETSX.
Bomnpocs! a1 noarotoBku k 3auety 20-25
20. YTo moHUMAETCSI MOJT YSI3BUMOCTBIO 3alTUINEHHBIX KOMITBIOTEPHBIX CUCTEM?
21.0cHOBHBIE HaIpaBJieHUS oOecrieueHUs MHPOPMAIMOHHOW OE30TacHOCTH B
KOMITBIOTEPHBIX CUCTEMAaX.

5 TK-15-33 22.0OCHOBHEIC MMOHATHS 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM.
23.Yto moHUMAeTCA MOJ JIMIEH3NPOBAHUEM ACSTEILHOCTH B OOJACTH 3aIIHUTHI
nHpopmaru?
24 IlepeynciiuTh OCHOBHBIE MEPONPHATHS, TO3BOJISIOIIAE PEIINTh 3a7ady
MTOCTPOCHUSI CUCTEMBI 3aIIUTHl paboUeii CTaHIUH.
25. /17151 9ero UCIIONb3yIOTCSI CHCTEMBI MHOTOYPOBHEBOM 3aIIUTHI?
Bormpocs! i moaroToBKH K 3adety 26-30
26.Kakye BB 3HACTE AacCHeKTHl 3allUThl HH(POpPMAIMK B CHUCTEME C
pasrpaHUYeHrEeM TOTHOMOYHIA?
27 Ilepeunciure W JaldTe XapaKTEPUCTUKY OCHOBHBIM METOAAM IIOCTPOCHWS
CUCTEM 3alIUTHl C MHOTOYPOBHEBEIM JIOCTYIIOM.

6 I1K-15-33 28 Kakoe MecTo 3aHMMaeT MeEXaHM3M MOJOTYETHOCTHM B  IIOJUTHKE
0€30IacHOCTH M, Ha KaKHe KaTErOpUH JENSATCS CPEACTBA MOJOTYETHOCTH?
29 Kakue mpoOiieMbl BO3HUKAIOT TPU KCIIOJIB30BAHWUHU 3aIlUThl WH(pOpPMAIHH
ITyTEeM OTPaHUYCHHS JJOCTyTa?
30.Kakne mnpUHOMITEI TOJOXEHBI B KOHICIIUIO ITOCTPOCHHUS 3allUIIEHHBIX
cucrem?
Bomnpocs! a1 noarotoBku k 3auetry 31-35
31.IlepeyncnuTh 1 1aTh XapaKTEPUCTUKY OCHOBHBIM KOMITOHCHTaM TEXHOJIOTUU
MOCTPOEHUS 3aITUIIIEHHON KOMIIBIOTEPHON CUCTEMBI.
32.KakuM crnocoOOM MPOUCXOAWUT HMHTETPAllUs CPEACTB  3aIUTHl U

7 [IK-15-34 pacnpocTpaHEHHBIX NPUIOKEHUH B 3alIUILIEHHON KOMITBIOTEpHON cucTeMe?
33.Uro moHUMAETCs 1MOJT HECAHKITHOHMPOBAHHBIM JIOCTYIIOM K HH()OpMAIHH.
34 IlepeunciuTh W JaTh XapaKTEPUCTUKY OOOOIICHHBIM METOIaM 3alllUTHl OT
HCA.
35.YTo MOHUMAETCS MO CTOMKOCTBIO CUCTEMbI MACHTU(UKALIIN?
Bormpocs! 1t moaroToBKH K 3adety 36-40
36.YT0 ABIsETCS MHTETPAIbHOW XapaKTEPUCTUKOM 3alIUIIIEHHON CUCTEMBI?
37.IlonATHe MOMUTHUKH OE30IIACHOCTH U €€ OCHOBHBIC 0a30BBIE MPEICTABICHHUS.

8 I1K-15-34 38.B Kkakux Ciy4asx HCIOIb3YIOT MOJAEIH O€30MacHOCTH IPOM3BOIUTEIIN
3aIUIIEHHBIX KOMITBIOTEPHBIX CUCTEM?
39.13 kakux uacreii coctout 'OCT P 154087?
40.Ha xakux 6a30BBIX IPEACTABICHISIX OCHOBAHBI MOACITH O€301acCHOCTH?

3agaHus 1)1 OLICHKH YMEHUH.
No Kon pesynbrarta Sanamms
00yIeHMS
| MK-15-V1 B xavectBe (hOHIOB OIEHOYHBIX CPENCTB I OIEHKH YMEHHI 00y4aromerocs

HCIOJIb3YIOTCA 3adaHusd 9, PCKOMCHAOBAHHLIC [JISI BBIIIOJHCHUA B YadChl




CaMOCTOSITEIBHOM padoTHI (pazaen 6.2).

[IK-15-V1

B kauecTBe ()OHIOB OIEHOYHBIX CPEACTB JUIL OLEHKH YMEHHH 00ydaromerocs
UCTIONB3yIoTCc 3amaHus 10, peKOMEHIOBaHHbIE JUIS BBIOJHEHHS B Yachl
CaMOCTOSITEIBHOM paboTHI (pazzaen 6.2).

[IK-15-Y2

B kauectBe ()OHIOB OLIEHOYHBIX CPEACTB Ul OLIEHKH YMEHHH 00yYaromerocs
UCTIONB3YIOTCA 3amaHus 11, peKoOMeHIOBaHHbIC JUIS BBIIOJHEHHS B Yachl
CaMOCTOSITEIIbHOM padoTHI (paszzaen 6.2).

[IK-15-Y2

B xadectBe (DOHIOB OIICHOYHBIX CPEICTB I OICHKH YMEHHUH 00y4aromierocs
WCTIONB3YIOTCS 3ajqaHusi 12, pPEeKOMEHJOBaHHBIC Il BBITIOJHEHUS B 4Yachl
CaMOCTOSITEIbHON paboThI (pasaen 6.2).

IK-15-V3

B xauectBe (DOHIOB OIICHOYHBIX CPEICTB I OICHKH YMEHHUH 00y4aromierocs
WCTIONB3YIOTCS 3aAaHus 13, pEeKOMEHIOBaHHBIC JJIS BBIOJIHEHUS B Yachl
CaMOCTOSITEIbHON paboThl (pasaen 6.2).

IK-15-V3

B kauecTBe ()OHIOB OIEHOYHBIX CPEACTB JUIL OLIEHKH YMEHHH 00ydaromerocs
UCTIONB3YIOTCS 3ajaHusi 14, PEKOMEHAOBAaHHBIC il BBINIOJHEHUS B Yachl
CaMOCTOSITEIBHOM paboTHI (pazzaen 6.2).

[IK-15-V4

B kauecTBe ()OHIOB OIEHOYHBIX CPEACTB JUIL OLIEHKH YMEHHH 00ydaromerocs
UCTIONB3YIOTCA 3alaHus 15, pEeKOMEHIOBaHHbIC JUIS BBIOJHEHHS B Yachl
CaMOCTOSITEIBHOM padoTHI (pazzaen 6.2).

[IK-15-V4

B kauectBe ()OHIOB OLIEHOYHBIX CPEACTB Ul OLCHKH YMEHHH 00y4aromerocs
UCTIONB3YIOTCA 3alaHus 16, pPEeKOMEHIOBAaHHbIC JUIS BBIIOJHEHHS B Yachl
CaMOCTOSITEIIBHOM padoTHI (pazzaen 6.2).

3ananusi, HarpaBJIeHHbIE Ha (hopMUpOBaHKE TPOPECCHOHATIBHBIX HABBIKOB, BIAJICHUN.

Kon pesynbrara
o0yueHUs

Bamanus

[IK-15-Bl1

B kadecTBe (hOHIIOB OLIEHOYHBIX CPEJACTB JUIS OICHKH HABBIKOB, BIIJICHUIA,
OTBITa  NEATCTLHOCTH  OOYYaroIIerocs  WCIONB3YIOTCS  3amadms 17,
PEKOMEHIOBaHHBIC JJIs1 BHITIOJHEHHS B Yachl CAMOCTOSITETTLHON paboThI (pa3ien
6.3).

[IK-15-Bl1

B kauectBe (OHIOB OIEHOYHBIX CPEJICTB JUIS OICHKH HABBIKOB, BIIAJICHUIA,
OTBITa  NEATCTLHOCTH  OOYYaroIIerocs  WCIONB3YIOTCS — 3amaHms 18,
PEKOMEHIOBaHHBIC JJIs1 BHITIOJHEHHS B Yachl CAMOCTOSITETTLHON paboThI (pa3ien
6.3).

[1K-15-B2

B kauectBe (QOHIOB OIEHOYHBIX CPEJCTB JUIS OIICHKH HABBIKOB, BIIAJICHUI,
OTBITa  NEATCTLHOCTH  OOYYaroIIerocs  WCIONB3YIOTCS  3amadms 19,
PEKOMEHIOBaHHBIC JJIs1 BHITIOJHEHHS B Yachl CAMOCTOSITETTLHON paboThI (pa3ien
6.3).

[1K-15-B2

B kauecTBe (OHIOB OLIEHOYHBIX CPEACTB JUIS OICHKH HABBIKOB, BIIaJCHMUIH,
OMBITA  JICATENBHOCTH  OOYYalOIIErocs  HWCHONB3yrTcs  3amanus 20,
PEKOMEHIOBaHHBIC JJIs1 BHIIOJHEHHS B Yachl CAMOCTOSITETLHON paboThI (pas3men
6.3).

[1IK-15-B3

B kauectBe (OHIOB OLEHOYHBIX CPEACTB JUIS OICHKH HABBIKOB, BIIaJCHMHIA,
OMBITa  JICATENBHOCTH  OOYYAIOIIErocs  WCIONB3YOTCS  3amanus 21,
PEKOMEHIOBaHHBIC JJIs1 BHITIOJHEHHS B Yachl CAMOCTOSITETLHON paboTh (pas3men
6.3).

[1IK-15-B3

B kauectBe (OHIOB OIEHOYHBIX CPEJICTB JUIS OICHKH HABBIKOB, BIIAJICHUI,
OMBITa  JICATENBHOCTH  OOYYAIOIIErocs  WCIONB3YOTCS — 3amaHus 22,
PEKOMEHIOBaHHBIE JIs1 BHIIOJHEHHS B Yachl CAMOCTOSITETTFHON paboThI (pas3men
6.3).

[IK-15-B4

B kadecTBe (hOHIIOB OLICHOYHBIX CPEJACTB JUIS OICHKH HABBIKOB, BIIJICHUIA,
OMBITa  JICATENBHOCTH  OOYYAIOIIErocs  WCIONB3YOTCS  3amaHus 23,
PEKOMEHIOBaHHBIE JJIs1 BHITIOJHEHHS B Yachl CAMOCTOSITETTFHON paboThI (pas3men
6.3).

[1K-15-B4

B kauectBe (I)OH}_IOB OLICHOYHBIX CPCACTB MJid OLCHKH HABBLIKOB, BHaﬂeHHﬁ,
OIIbITa JACATCIBHOCTHU 06yqa}0mer00ﬂ HCIOJIb3YHOTCA 3agaHus 24,




PCKOMCHAOBAHHLIC IJIS1 BBIIIOJIHCHUA B YaChl CaMOCTOHTGHBHOfI pa6OTBI (pa3z[eJ1
6.3).

8. IEPEYUEHb OCHOBHOM U JONOJHUTEJBbHOM YYEBHOM
JUTEPATYPBI, HEOBXOJIUMOM JIISI OCBOEHUS AUCIHUITIJIUHBI (MOLYJIS)

a) OCHOBHas JTUTEpaTypa:

1. Boctpenioa E. B. OcHoBBI nH(MOpMaIMOHHOK 6€30MacHOCTH : yueOHOe Tocodue s
crynenTtoB By30B / E.B. Boctpenosa. - ExarepunOypr : Ypanbckuil ¢penepaabHblii yHUBEPCUTET,
2019. - 204 c. - ISBN 978-5-7996-2677-8. - URL: https://ibooks.ru/bookshelf/381669/reading. -
TeKCT: 3EeKTPOHHBIN.

2. JlponoB B.}O. MexayHapoaHble U OTEUECTBEHHBIC CTAHIIAPTHI MO MHPOPMAIIMOHHON
6e3omacHocTu: y4eb.-meron. mocobue / B.FO. [Iponos. - Hoocubupck : Hoocubupckwuii
rOCy/IapCTBEHHBIN TEXHUUECKUN yHUBEpcUTeT, 2016. - 34 c. - ISBN 978-5-7782-3112-2. - URL:
https://ibooks.ru/bookshelf/367534/reading. - TekcT: 31EKTPOHHBIH.

3. CoiueB FO. H. OcuoBbl uH(popManmonHoit O6e3omacHocTr: yuyebHoe mocobue / HO.H.
CoprueB. - MockBa : EAOMU, 2012. - 342 c. - ISBN 978-5-374-00602-5. - URL:
https://ibooks.ru/bookshelf/334542/reading. - TekCT: 3JIEKTPOHHBIHA.

0) IOTIOJTHUTEIbHAS JTUTEPATYpA:

1. Tanmarenxko B.A. OcHoBbl uH(pOpManumonHoii 6e3onmacHoctu / B.A. T'amatenko. -
Mocksa : Hanumonaneuelii OtkpbiTelid YHUBepcuTer UHTYUT, 2016. - 266 c. - ISBN 978-5-
94774-821-5. - URL: https://ibooks.ru/bookshelf/362984/reading. - TeKCT: 371€KTPOHHBIH.

2. T'anatenko B.A. Crannmaptel mHbopManmoHHoi Oe3omnacHoctd / B.A. 'anmatenko. -
Mockga : Hanmonanbnsiii OTkpsiTeiii YHuBepcurer MHTYUT, 2016. - 307 c. - ISBN 5-9556-
0053-1. - URL: https://ibooks.ru/bookshelf/363217/reading. - TekcT: 3IE€KTPOHHBIA.

3. KoxyxanoB H.M. IlpaBoBble OCHOBBI HH(pOpManuoHHOW Oe3omacHoctn / H.M.
Koxyxanos, E.C. HenocekoBa. - Mocksa : Poccuiickas TamoxeHHas akagemus, 2013. - 88 c. -
ISBN 978-5-9590-0725-6. - URL: https://ibooks.ru/bookshelf/341087/reading. - Texkcr:

3JIEKTPOHHBIMN.

9. HIEPEYEHb KOMIUVIEKTOB JIMIHEH3MOHHOT'O U CBOBOJHO
PACITPOCTPAHAEMOI'O ITIPOI'PAMMHOI'O OBECIIEYEHUA],
W CHOJIb3YEMOI'O ITPU U3YUYEHHUH YUYEBHOM U CIHUIIIMHBI

[Ipu wu3ydyeHuu y4yeOHOM IUCHUIUIMHBI (B TOM 4HCIE€ B HHTEPAKTHBHOH (opme)
IpernoiaraeTcsi MPUMEHEHHE COBPEMEHHBIX WH(GOpPMAIMOHHBIX TexHoyoruil. Komruiekrt
IPOTPaMMHOTO 0OecTieueHHs ISl UX UCTIOIb30BAHUS BKIIOUAET B ceO:

nmakeTel o(puCHOro mporpaMmHoro obecreuenus Microsoft Office (Word, Excel,
PowerPoint), OpenOffice;




BeO-Opaysep (Google Chrome, Mozilla Firefox, Internet Explorer ap.);

3JIEKTPOHHYIO OMOIMOTEYHYIO cucTeMy ibooks.ru.

Jlnst noctyna K yueOHOMY IUIaHy M pe3yJbTaTaM OCBOCHUS AUCIUILIUHBI, (POPMHUPOBAHUS
[optdonmno obyuaromierocst ucnonb3yercss JINUHbIN KaOMHET cTyAeHTa (OH-JAiH JOCTYN uepes
cetb HWutepuer). Jlns oOecriedeHuss AOCTyma OOYyYarOIIMXCS BO BHEy4eOHOE BpeMs K
AJNIEKTPOHHBIM 00pa30BaTENBHBIM pecypcaM y4eOHOW AWCIMILIMHBI, a TaKXe IUIsl CTYACHTOB,
00yJaromuxcsi ¢ MPUMEHEHHUEM TUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHMA, UCIIOIB3YeTCs
nopTal AEeKTpoHHOTOo 00y4yeHus Ha 6a3ze CJIO Moodle (on-nmaiin moctym yepe3 ceth HTepHET).

10. HEPEYEHb PECYPCOB HH®OPMAIIMOHHO-
TEJJEKOMMYHUKAIIMOHHON CETH «AHTEPHET», HEOBXOJIUMBIX JJ5
OCBOEHMS JNCHHUIIVIMHBI

http://citforum.ru/ CepBep nHGOPMAITMOHHBIX TEXHOJIOTHUI

http://www.intuit.ru/ OO6pazoBaTeNbHBIN MIPOCKT, MpeI0CTaBIICHNE yCiIyr
JMCTaHITMOHHOTO O0yYCHUS

http://www.infoforum.ru/ Harnuonaneubiii dopym uHDOpPMAIMOHHOW 0€30MACHOCTH
«Hupodopym»

http://www.rupto.ru CaiiT dhenepanbHON CITy>KObI IO HUHTEIUICKTYAIbHOU COOCTBEHHOCTH
https://ibooks.ru/ DnekTpoHHas OubMMoTeYHast cucTeMa «ANOYKC

11. OBYYEHHME MHBAJIMAO0B " JIN1] C O PAHUNYEHHbBIMUA
BO3MOXHOCTAMMU 3/10POBbs

W3yuenne y4eOHOW IUCHMIUIMHBI OOYyYarOIIMMHUCS WHBAIMIAAMA W JHUIAMH C
OTPaHUYEHHBIMU BO3MOXKHOCTSIMH 3/I0POBBSI OCYILECTBIIIETCSI B COOTBETCTBUHM ¢ [IpHukazom
MunucrepcTBa o0pazoBanus u Hayku P® ot 9 Hos6ps 2015 r. Ne 1309 «O6 yrBepkaeHUn
[Mopsinka oOecriedeHHst YCIOBUH TOCTYITHOCTH UISI MHBAIUAOB OOBEKTOB U IMPEIOCTABIISICMbIX
yciryr B cdepe oOpa3oBaHMs, a TaKXKE OKa3aHWS MM TPU STOM HEOOXOIUMOW momommy» (C
U3MEHCHHSIMH U JIOTIOJHEHUSIMHU), METOAMYECKHMHA PEKOMEHJAUSIMH 110  OpTaHU3aIiH
o0Opa3oBaTeNpHOrO Tpolecca s OOyuYeHUs UWHBAIMJIOB M JIMI C OTPaHUYCHHBIMH
BO3MOXKHOCTSIMH 3/I0pPOBbSI B 00pa30oBaTEIbHBIX OPraHMU3ALMAX BBICIIEr0 O0Opa3oBaHUs, B TOM
Yycie OCHAIIEHHOCTH O0pa3oBaTeIbHOTO MpOIEcCa, YTBEPKACHHBIMH MUHHCTEPCTBOM
obpa3oBanus u Hayku PO 08.04.2014 r. No AK-44/058H.

Jluma ¢ orpaHUYEHHBIMH BO3MOXKHOCTSIMH 3JIOPOBbSI M WHBAIUIBI OOECIICYMBAIOTCS
AJIEKTPOHHBIMU 00pa30BaTEIBLHBIMHU PECYPCaMU, aJaNTHPOBAHHBIMHU K COCTOSTHHIO UX 3/I0POBBSI.

[IpenocraBiieHue CHeNHUaTbHBIX TEXHHUYECKHX CPEICTB OOYYEHHS KOJUICKTHBHOTO W
WHIUBUIYAIbHOTO TIOJIb30BaHUSA, TMOA00p © pa3paboTka ydyeOHBIX MaTepHAIOB s
00yYaromuXcsi ¢ OrPaHUYEHHBIMU BO3MOXKHOCTSIMU 3JI0POBbsI POU3BOAUTCS MPENOAaBaTEIIMU
C YYeTOM MHIUBUAYAIbHBIX ICUXO(U3NOIOTHUECKUX OCOOCHHOCTEH OO0ydJaromuxcs u
cneunuku mpuemMa-rnepenadyn yueOoHoi nHdopMalu Ha OCHOBaHUU NPOCHOBI, BEIPAXKEHHOU B
nUChMEHHOU (hopme.



C oOyuarommmucs MO HMHIMBUIYaJbHOMY IUIaHY WIM HWHAUBUAYAIbHOMY Tpaduky
MPOBOISITCS UHIUBUYATbHBIC 3aHATHS U KOHCYJIbTAIIUH.

12. ONUCAHUE MATEPHUAJIBHO-TEXHUYECKOW BA3bI,
HEOBXOJIAMOM JJIsI OCYIIECTBJIEHNUS OBPA3OBATEJIBHOIO IMTPOIECCA
MO JUCHMUIUIMHE (MOIY.JIIO)

VYyeOHas TUCHUIUIMHA peaTu3yeTcs B ayauTopuu 325.

OobopynoBanue:

VYuebHas meOenb: pabodee MECTO NpernoAaBaTesss — CTOJ, CTYJd;, ydyeOHble mecTa s
00y4aromuxcst — MapThl, CTYIbS; JOCKA.

TexHuveckue cpeacTBa 00y4eHHsI:

[lepeHocHOE MyIBTHUMEIMITHOE 000PYIOBAHHUE:

HoyTtOyk, ¢ BbIXOZOM B ceTh MIHTEpHET U C JOCTYNOM B 3JIEKTPOHHO-UH(OPMALIUOHHYIO
Cpelly HHCTUTYTA, IPOEKTOP, IKPaH JEMOHCTPALIMOHHBIN.

JUis mpoBeleHHs 3aHATUH CEMHHApPCKOro THIA, J1a0OpaTOpHBIX paboT, TEKYILEro
KOHTPOJISI M IPOMEXYTOYHOM aTTECTallUd W MHAMBHUIYAJIBHBIX KOHCYJIBTAILlUM HCIIOJIB3YETCS
aynutopus 310.

OobopynoBanmue:

VYuebHas meOenb: pabodee MECTO INpernoAaBaTesss — CTOJ, CTYJ;, ydyeOHble mecTa s
00y4aromuxcst — MapThl, CTYIbS; JOCKA.

TexHuuyeckue cpeacTBa 00y4eHus :

[TepenocHoe MynbTUMETUITHOE 00OPYIOBAHUE:!

HoyTtOyk, ¢ BbIXOZOM B ceTh MIHTEpPHET U C JOCTYIOM B 3JI€KTPOHHO-UH(OPMALIUOHHYIO
Cpelly HHCTUTYTa, MPOEKTOP, 3KPaH JEMOHCTPALMOHHBIN.

Jl1s caMOCTOATENbHON pabOThl CTYIEHTOB M HAIlMCAHUS KYPCOBBIX Pa0dOT MCIOJIB3YeTCs
aynurtopus 314.

OobopynoBanmue:

VYuebHas meOenb: pabodee MECTO IMpernoaaBaTesss — CTOJ, CTYJd;, ydyeOHble mecTa s
00y4aromuxcst — MapThl, CTYNbS; JOCKA; KOHIAUIIUOHED.

TexHuueckue cpeacTBa 00y4eHus :

[TepenocHoe MybTUMETUITHOE 00OPYIOBaHUE:!

HoyTtOyk, ¢ BbIXOZ0OM B ceTh MHTEpPHET U C JOCTYIOM B 3JIE€KTPOHHO-UH(OPMALIUOHHYIO
Cpelly HHCTUTYTA, IPOEKTOP, IKPaH JEMOHCTPALIMOHHBIN.



[Tpunoxenue 1
TecToBBIC 3aJaHUA

1. [Tox MadopmanmonHoi 6€30MacHOCTHIO TOHUMAKOT:

a) 3alIMTY OT HECAHKLIMOHUPOBAHHOTO JOCTYyIa

b) 3amuTy HHpOpManuM OT CJIyYalHBIX U NPeJHAMEPEHHbIX BO31eHCTBUH
€CTeCTBEHHOIOM MCKYCCTBEHHOI'0 XapaKrepa

C) 3amuTy MH(pOpMaAIUKA OT KOMIIBIOTEPHBIX BUPYCOB

d) 3aluTa OT IPOHUKHOBCHUSA B IOMCIUICHUS, I'/IC HAXOOATCS CCPBEpa

2. Yetbipe ypOBHS 3aIIUTH HHPOPMAIUH - ITO:

a) KOMMEPYECKHH, TOCYAapCTBECHHBIN, MyHUITUTIATBHBIN, YACTHBIN

b) BOCHHBIH, OPUAMUECKUN, MECTHBIH, THUHBIHA

¢) 3aKOHOJATeJbHbIH, A/AMUHUCTPATUBHBIN, ANMAPATHO-NPOrPaAMMHBII,
puzuveckui

d) MopambHO-3TUYECKUI, ICUXOJIOTHUECKUM, aIMUHUCTPATUBHBIN, (PU3HUECKUN

3. Y4eT Bcex BO3MOKHBIX KOMMYHUKAITMOHHBIX KAaHAJIOB, 00CCTICUCHHS
¢u3nueckoitdbezonacHoCTH, IUGPOBAHHS PE3EPBHBIX KOMUH U
nH(}OpMaI1, TOKUAI0NIEH KOPIIOPATUBHBINA TEPUMETP, U APYTHUX
OpraHU3aIMOHHBIX MEPONIPUSATUI 3TO?

a) MuauBuIyalbHBIA TOAXO/ K 3aIIUTE

b) KommiekcHbI MOAX0/1 K 321U Te

¢) CMelaHHbIN MOAXO0/ K 3aIIUTe

d) PanmoHaabHBIN MOIXO K 3aIIUTE

4. TexHUYECKHE CPEICTBA 3AIUTHI HHPOPMAIIUH - 3TO:

a) CpeAcTBa, KOTOPBIE PEATU3YIOTCS B BUJI€ aBTOHOMHBIX YCTPONCTB U CUCTEM

b) ycrtpoiicTBa, BcTpanBaeMble HETIOCPEACTBEHHO B anmaparypy AC uiu
YCTPOMCTBA, KOTOpBIECcONpAraoTces ¢ annapatypoid AC 1o cTaHIapTHOMY
uHTepdeiicy

C) 3TO MPOrPaMMBbI, IPeTHA3HAYECHHBIC JUIs BBIMOIHEHUS (DYHKIUH, CBI3aHHBIX
C 3alUTORUH(POPMALIUT

d) cpeacrBa, KOTOpbIE PeATM3YIOTCS B BU/IE JJIEKTPHYECKHX,
3J1eKTPOMEXaHNYEeCKHX H3JIeKTPOHHBIX YCTPOHCTB

5. Cucrema ympasieHus: HHOOPMAITMOHHOM OE30MaCHOCTHIO JOJIKHA
COOTBETCTBOBATHKPHUTEPUSIM:
a) BOKCTPEHHBIX CIydyasX JOJKHA OTKIHOYAThCS
b) pa3paboTka aTak Ha 3aCeKpeUEeHHYI0 HHPOPMALIUIO
€) CYMMa 3aTpaT Ha 3aIIMTY A0/KHA ObITh MEHbIIIE MpeanoJjaraemMoro yimepoa
d) Bce cOTpyAHMKH TOJDKHBI YMETh pab0oTaTh ¢ CUCTEMOM

6. YKaxuTe NporpaMMHO-aInapaTHbie CPEJICTBA 3aIUTHI
a) BHJAEOKaMepa
b) cucrembl HACHTHQUKALNY U AyTeHTH(PUKANNHT
c) OUII
d) cucrembl IM(POBAHUA TUCKOBBIX JAHHBIX

7. IloTeHnuanbHbIe YIpO3bl, IPOTUB KOTOPBIX HAIIPABJICHBI TEXHUYECKUE MEPHI 3AILUTHI
uHpopmarun
a) Ilorepu undgopmauum u3-3a c00eB 000pPy10BAHUSA, HEKOPPEKTHOI PadoThI



NMpoOrpaMM HOIIUOKHU 00C/Ty’KHBAIOIEr0 MepcoHaia U nojab3oBaresei
b) [lorepu mHbOpMaIK M3-32 XaTATHOCTH OOCITY>KMBAIOIIIETO ITEpCOHANA U
HE BECACHUACUCTEMBI HaGHIO,Z[eHI/IH
c) Ilorepu undopmanuu n3-3a He JOCTATOYHON YCTAHOBKU
PE3CPBHBIX CUCTCMIJICKTPOIIUTAHUN U OCHAILICHHUC HOMGH_ICHI/Iﬁ
3aMKaMH.
d) IIponeccel mpeoOpa3oBaHus, IPH KOTOPOM HH(GOpMAIHS yIAISAETCS

8. Bri6epuTe crmoco6 3anuThl OT CO0EB YCTPOUCTB JIJIsI XpAaHCHHS

uHpOpMaLnu:

a. YCTaHOBKA UCTOYHUKOB OecriepeOOoiHOTO MUTaHUS

0. CUMMETpUYHOE MYJIBTUIIPOIIECCHPOBAHHE

B. Kaxxyto MUHYTY COXpaHATh TaHHbBIE

r. Opraauzanus HagexHOH U 3PPEeKTHUBHOM CHCTEMbI Pe3epPBHOI0 KONMUPOBAHUSA
UAy0JIMPOBaHUS JAHHBIX

9. [IporpammHBIe cpeaCcTBa 3aIUTH HHGOPMAIIHH.

a) TexHudeckue cpeacTBa 3amUThl HHGOPMAITIT

b) cpeacTBa apxuBalnMu JaHHBIX, AHTHBUPYCHbIE MPOTPaAMMBbI
¢) MHcrounuku 6ecriepeOOHHOr0 MUTaHUS

d) CwmemanHsle cpecTBa 3aIUTHI THPOPMALIUU

10. Obecnevenue 10cTyra K MHGOPMaIUK TOJIHKO aBTOPU30BAHHBIM T0JIb30BATEIISIM
obecrieunBaeT

a. KOH(PUAEHINAJIBbHOCTH

0. IIEJIOCTHOCTH

B. JOCTYIHOCTb

T. 11eJ1ecO000pa3HOCTh

I1. Haunbonee HameHBIM CpeICTBOM MPEAOTBPAICHUS TOTEPh HHPOPMAIIH TTPH
KPaTKOBPEMEHHOM OTKJIIOUEHHUH 3JIEKTPOIHEPTUU?

4. YCTAaHOBKAa MCTOYHHMKOB 0ecnepe0OHHOro NUTAHUSA

b. Takoro cpeacTBa He CyIIECTBYET

c. Kaxnyro MUHYTY COXpaHATh 1aHHBIE

d. TlepexunpiBaTh HH(POPMALINIO HA HOCUTENb, KOTOPBIA HE 3aBUCUT OT SHEPTUU

12.  Hawubonburyro yrpo3y st 6€301macHOCTH CETH TIPEICTABIISIOT.

a. HeCAaHKIMOHMPOBAHHBII J0CTYI, 3JIEKTPOHHOE MOACTYIIMBAHHE U
NpeJHaMepPeHHOCHIH HEYyMbIIIVICHHOE MTOBPeKIeHUe

b) BCKpbITHE CTAaHAAPTHOHN YYETHOI 3aMKCH MOJIb30BATENSA

C) BCKpBITHE CTaHJAPTHOW Y4ETHOM IPyIIIbI aIMUHUCTPATOpPA

d) xommpoBanue ¢aiioB, KOTOpbIe OBUIM U3MEHEHBI B TEUCHUE JHS, 03
OTMETKHU OpPE3EPBHOM KOIIMPOBAHUU

13.  TlonuTHuka 6e30macHOCTH:

a) (uKcUpyeT MpaBUiIa pa3rpaHUICHUS TOCTYIa

b) oTpaxkaer moaXoa OPpraHU3aINUM K 3alIUTE CBOMX HHPOPMAIMOHHBIX AKTHBOB
C) OMHCBIBACT CIIOCOOBI 3aIUTHI PYKOBOJICTBA OPTaHU3AIIUH.

d) Ob6ecneunBaet cobmoeHNE 3aKOHOB PD

14.  Pa3BuTHE COBPEMEHHBIX CPEJCTB O€30yMaKHOTO JOKYMEHTO000pOTa, CPEACTB
AJIEKTPOHHBIX IIJIATEXKEW HEMBICIIMMO 0€3 pa3BUTHS CPEIICTB I0OKA3aTEIBCTBA



MOJJTMHHOCTH ¥ LIETIOCTHOCTH JOKYMEHTA. TakKuM CPEeICTBOM SIBIISICTCS:
a) 3JIEeKTPOHHO-IU(PPOBaAs MOANUCH

b) ayrenTuduKanus

c) Ouomerpus

d) BoasHBIC 3HAKH

15.  BribGepute crocob 3ammTsl OT COOEB MpoIieccopa:
a) YCTaHOBKa UCTOYHUKOB OecriepeboitHOro
MUTAHUS
b) cuMMeTpHUYHOE MYJbLTHIIPOLIECCUPOBAHME
c) Kaxnyro MUHYTY COXpaHATh 1aHHBIE
d) IlepexunsiBath HH(DOPMALIUIO HA HOCUTENb, KOTOPBIHA HE 3aBUCUT OT SHEPTUU
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